
For Distribution to CPs

_ L o n d o ii •Evening
Standard

T H E *^
IN D E P E N D E N T

E V E N I N G  S T A N D A R D  U m i T E D  A N D  I N D E P E N D E N T  P R I N T  L I M I T E D

DATA PROTECTION POUCY

In the course of the Company’ŝ  business, employees, workers and contributors may have access to personal 
information about employees, readers, the general public, contributors, advertisers, subjects of journalistic 
investigations, customers or suppliers (including payment card data). It is important that all those whose 
personal or confidential information we deal with have total confidence that we will treat such data lawfully 
and correctly. '

Like all businesses, the Company is subject to the provisions of the Data Protection Act 1998 (the ‘DP Act’) in 
the UK and corresponding data protection legislation in other countries. In summary, the DP Act requires 
those who use information about individuals to ensure it is accurate, relevant and up to date, and is used 
appropriately.

What is ‘personal data’?

Very broadly, it is information relating to an identifiable, living human being (the ‘data subject’) that is held 
either electronically, capable of being processed by a computer, or in a manual filing system. So, whenever 
someone obtains information which is entered into any type of database or computer, or a filing system, the 
principles apply. The DP Act provides even stronger protection to a person’s sensitive personal data: infor­
mation relating to racial or ethnic origins, political or religious beliefs, trade union membership, physical and 
mental health, sex life and criminal offences.

What is ‘processing’?

This includes obtaining, recording, holding the information or data, or carrying out operations on it such as 
consulting, adapting, organising, retrieving, disclosing (which includes publishing), erasing and destroying it.

D A T A  P R O T E C T IO N  P R IN C IP LES

The Act sets out eight principles about how personal data is handled: whether electronically or manually, it 
should be .

1) fairly and lawfully processed
2) processed for limited purposes only
3) adequate, relevant and not excessive in relation to the purpose of the processing
4) accurate and, where necessary, kept up to date
5) not kept longer than necessary for the specified purpose
6) processed in accordance with the data subject’s rights
7) secure

1 The ‘Company’ means Evening Standard Limited, Independent Print Limited, their holding companies and 
fellow subsidiaries, jointly and/or separately as the context indicates.
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8) n o t tra n s fe rre d  outside th e  E u ro p ean  Econom ic A rea  w ithou t adeq u ate  p ro tec tio n  o r co n sen t (the 
U SA  is a p a rticu la rly  lax ju risd ic tion , and  tra n s fe r  of d a ta  th e re  req u ire s  carefu l consideration)

What does ‘fairly and lawfully’ mean?

To en su re  d a ta  is p ro cessed  ‘fairly and  lawfully’ e ith e r th e  d a ta  sub ject m u st have given th e ir  co n sen t o r th e  
p rocessing  m u st be  n ecessa ry  for com pliance w ith  any legal obligation on th e  Company, th e  ad m in is tra tio n  of 
ju stice  o r th e  C om pany’s leg itim ate in te rests .

What are legitimate interests?

I t  is accep ted  th a t  jo u rn a lis ts  and  th e  m edia m u st be  allowed to  p ro cess  d a ta  ab o u t individuals w ithou t new s­
gathering , investigations o r publication  being  sco tched  by th e  req u irem en ts  of th e  law. So jo u rn a lis ts  do no t 
have to  com ply w ith  som e re s tric tio n s  on th e  p ro cessing  of pe rso n a l d a ta  w here  th is  w ould p rejud ice  jo u rn a l­
ism. See ‘P rivacy  and  D ata  P ro tec tio n ’ in  E d ito ria l P rovisions of th e  Code of C onduct for m ore  d e ta il on the  
public in te re s t defence for jo u rn a lis tic  pu rposes.

What does ‘Not kept longer than necessary’ mean?

T his m eans th a t  we n eed  to  consider how  long w e re ta in  data . T his is n o t likely to  be  a p rob lem  for d a ta  held 
for jo u rn a lis tic  p u rp o ses , b u t could im p ac t on how long we should re ta in  perso n a l d a ta  held  on com m ercial 
lists, for exam ple, before considering  erasu re . You should consu lt th e  legal d ep artm en t^  to  d iscu ss  any such 
issue.

What does ‘secure’ mean?

D ata m u st b e  k ep t securely  and  p recau tio n s  tak en  aga inst physical loss or dam age, so b o th  access and  disclo­
su re  m u st be  re s tr ic te d . Com m on sense  applies, b u t everyone is responsib le  for en su rin g  th a t: 1) any p e rso n ­
al d a ta  w hich you hold is k ep t securely; and  2) p e rsonal in form ation  is n o t d isclosed e ith e r orally  o r in w ritin g  
o r o therw ise  to  any u n au th o rised  th ird  party.

C onsult your m anager or your link p e rso n  if you a re  in any do u b t ab o u t secu rity  of pe rso n a l in fo rm ation  or 
w h at you could disclose to  a th ird  party .

Enforcement

I t is a crim inal offence to  obtain, disclose o r p ro cu re  th e  d isc losure  of p e rso n a l in form ation  know ingly or 
recklessly, w ithou t th e  co n sen t of th e  d a ta  subject.

T h ere  is a defence for anyone who can  show  th a t  it w as ‘in th e  public in te re s t’. If you a re  in any  doub t, p lease 
d iscuss any com pliance issue w ith  th e  legal d ep artm en t.

F A IL U R E  T O  C O M P L Y

Failure to  com ply w ith  any p a r t  o f th e  Code of C onduct o r a Policy, including th is  D ata  P ro tec tio n  Policy, by 
an em ployee could lead to d iscip linary  action  in accordance w ith  th e  C om pany’s d isc ip linary  p ro ced u res, up 
to  and  including te rm in a tio n  of em ploym ent. In  th e  case of som eone who is no t an  em ployee, th e  rela tionsh ip  
o r any a rran g em en ts  w ith  th e  C om pany could be  te rm in a ted  w ithou t notice, or such  o th e r action  tak en  a s  the  
Com pany m ight decide. See th e  FAILURE TO COMPLY W IT H  T H E  CODE OF CONDUCT OR A  POLICY 
section of th e  Code of C onduct.

S ep tem b er 2011

2 The legal d e p a rtm e n t should b e  consulted  for gu idance on all m a tte rs  of C om pany b u sin ess  by  any p e rso n  
to  w hom  th e  Code of C onduct o r th e  Policies apply, on b o th  sides of th e  Evening S ta n d a rd  L im ited  /  
In d ependen t P r in t  L im ited  business.
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