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G L O B A L  O P E R A T I N G  P R O C E D U R E  f o r  D A T A  

P R O T E C T I O N

This Procedure applies to all BBC’s Divisions, including the BBC Trust.

In addition to this 'Global' Procedure, each Division has its own specific procedure 
which captures the local arrangements in place to deliver compliance with the Data 
Protection Act and associated legislation (the Act), the BBC's Data ProtectioTi 
Handbook (DP Handbook) and any instructions provided by Information Security 
(IS). This regime exists to ensurepersonal data held by the BBC is properly 
protected and to provide BBC management with systems assurance.

The Information Policy and Compliance department (IPC) is available to offer advice 
on how to interpret and work in compliance with the A ct and the DP Handbook. 
The IS team is available to offer advice on the technical measures required in order 
to protect personal data.

W ho to contact for advice:

Please see this link for the up-to date Data Protection Representatives and Contacts 
[add link]

C o n te n ts :
1. Data Protection Activities
2. Advice and Approval
3. Legal and Contractual Responsibility
4. Reporting Data Protection Compliance (See Half-Yearly Return Template and 

Guidance)
5. Training
6. Data Protection Audits
7. Risk Reporting
8. Subject Access Requests and other Data Subject Rights
9. Data Security Breaches
10. Outsource Service Providers 
I I. Approaches from the ICO
12. Review and Updates to  Procedure

1. D a ta  P ro te c t io n  A c tiv it ie s

Each Division in the BBC processes personal data. However, the circumstances in 
which personal data is processed varies greatly, both inside individual groups as well 
as between divisions. Each Division shall maintain a Register of Data Protection 
Activities that provides an overview of all activities in the Division in which personal 
data are processed.

This Register shall be reviewed and approved by the Division and IPC on a 6 
monthly basis.

2. A d v ic e  and  A p p ro v a l P rocesses
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The advice and apxproval o f IPC (and IS w here  appropriate) must be sought if there is 
any question o r uncertainty regarding compliance w ith the A c t o r the  DP Handbook. 
You should contact your IPC Adviser o r information security w ho will advise and 
provide necessary approval and highlight any o ther consultation th a t might be 
necessary. iPC retains a log o f advice provided by the IPC team , to  maintain 
precedent, consistency and to  dem onstrate compliance.

3 . L eg a l a n d  C o n tra c tu a l R e s p o n s ib ility

Every person-working at the BBC (employees, contractors and freelancers etc) must 
only deal w ith personal data in accordance w ith th e  Act, the DP Handbook and the  
C om puter Misuse Act, and also appropriate guidance from  the Information  
Commissioner (eg Employment Practices Code).

Data Protection is so im portant at the BBC that if employees breach this policy it 
may result in disciplinary measures being brought against them .

This is linked w ith  your rights and responsibilities set o u t in the Acceptable U se 
Policy

Everyone is responsible fo r ensuring that personal data is kept secure in accordance 
w ith any applicable guidance issued by BBC Information Security ism@ bbc.co.uk.

The Divisional Procedures outline w ho in each division will fulfil the particular roles 
of the DP Representative, DP Contacts and IPC advisers.

4 . R e p o rt in g  D a ta  P ro te c t io n  C o m p lia n c e

4 .1 A t  the end o f the 2"'* and 4 *  q uarter (at 30 September and 3 1 March)> each 
Division is required to  rep o rt on compliance w ith the DP Handbook and 
Procedures.

Standard form  reports known as Returns provide:

•  Representation from  th e  Division’s D irec to r that the Division has 
maintained awareness o f DP issues throughout the preceding quarters;

•  Summary o f significant changes to  the DP Activities Register;
•  Update on any Data Protection issues or security breaches arising from  

previous half yearly meeting;
•  Detail on any progress made w ith  Data Protection audit o r risk issues; 

and
•  Training statistics

The DP Return is prepared by the designated DP Representative and signed 
by the Divisional D irector.
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The DP Return must be submitted to  the IPC departm ent by 3 1 O ctober and 
30 April respectively.

The DP Representative will m eet w ith  the relevant IPC Advisers in 
N ovem ber and May to  discuss each Return, the Register o f Data Protection  
Activities, progress on audit issues, training, security-issues, m ajor issues and 
anyx)ther matters arising. The IRC Adviser will reco rd  any action points and 
rep o rt progress against them  in the next Return.

From tim e to  tim e it may be necessary to  instigate a period o f additional or 
m ore detailed reporting by specific business units, because th ere  is 
heightened Data Protection risk o r systems risk in that area. In these cases 
the Head o f IP C  o r  IPC Adviser will contact the Divisional D ire c to r and/or 
the DP Representative to  agree the reporting requirements.

5 . T ra in in g

Data protection training must be undertaken at least once every 3 years and is 
applicable to  BBC staff as set out below.

F ace  to  F ace  T ra in in g

T h e  DP Representative will identify th e  people within the Division w ho require Face 
to  Face DP Training. This list will be reviewed at the May meeting w ith the IPC  
Adviser.

As a minimum the list fo r  Face to  Face training will include (unless otherwise agreed 
with IPC):

•  DP Representative
•  DP Contacts
•  Legal and Business Affoirs staff
•  A ll finance and HR staff
•  A ll IT  Co-ordinators

•  o ther classes o f stafh:hat are identified in the Division Procedures. Individuals 
identified as requiring Face to  Face training w ill be exem pt if on maternity o r  
other long-term leave.

The DP Representative will be required to  report on the number o f people w ho  
have completed the training as at the last day o f the reporting period ( 3 1 March and 
30 September), O n that date a t  le a s t 95%  of staff identified as requiring Face to  
Face Training must have completed the training'.

For the purposes of reporting period ending 31 March 2009 only, Face to Face training compliance 
figures may include those who have completed the Online Training module
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Data protection online training is compulsory fo r all staff and freelancers w ith  a BBC 
login except fo r individuals:

•  W ork ing  outsidtrthe European Econom icA rea (except those in Switzerland, 
Guernsey; Isle o f Marrand Jersey)

•  W h o  have received face t o  fece data protection training;
•  on m aternity o r o ther long-term leave;

- •  specifically been exem pted by IP C fro m  undertaking the training

The DP Representative wHI be required to  report annually on the num ber o f  people 
w ho have completed the training as at 3 1*' March. O n  that day a t  le a s t 80%  o f staff 
Identified as requiring Online Training must have completed the training.

6 . D a t a  P ro te c t io n  A u d it in g

BBC^s Data Protection compliance regime will be subject to  rolling audits 
undertaken by both internal and, on occasion, external auditors, as advised from  
tim e to  time.

7 . R isk R e p o rt in g

Data Protection Compliance w ilt be reported Half Yearly Compliance Report as^weH 
as the General Counsel’s Annual Legal Risk re p o rt

8. S u b je c t A ccess  R eq u ests  a n d  R eq u ests  t o  S to p  P ro cess in g  P e rs o n a l 
D a ta

All individuals have certain rights under the A ct in relation to  the way the BBC 
handles their data. W h e re  Divisions receive a Subject Access Request o r a Section 
10 Request they will forw ard them  immediately to  I PC.

S u b je c t  A ccess  R e q u e s ts

Any individual may request in writing and on payment o f £  10 to  the BBC, a copy of 
all the data the BBC holds about them. This is subject to  a number o f exemptions. 
Please forw ard all subject access requests to  IPC.

All Data Protection subject access requests and requests under received by BBC 
must be handled prom ptly in accordance w ith  the published guidance. These 
requests must be complied w ith in 40  calendar days.
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The IPC team will co-ordinate the response to  the requester; the D P  Representative 
and their selected DP Contacts will have the responsibility fo r collecting ail the  
relevant information from  within the Division w here IPC require th e ir assistance.

" S e c t io n  1 0  R e q u e s ts **  P ro c e s s in g  C a u s in g  U n w a r r a n t e d  D a m a g e  o r  D is tre s s

Individuals m ay,pursuant to  slO o f the Act^ request_that the BBC cease, o r noti>elng 
processing the ir data if it would cause substantial dam age  o r substantial distress and 
that damage o r distress is unw arranted. These requsts must be in w riting and the  
individual must establish why this unwarranted damage o r distress would occur.

T h ere  are a number o f exemptions to  the application o f section 10 (eg in relation to  
the BBC’s journalistic output) so it is im perative that all s 10 requests are forwarded  
to lE C .

"S ection  11 R e q u e s ts **  D i r e c t  M a r k e t in g

W h e re  the BBC sends D irect Marketing (eg programme newsletters) it must always 
provide an accessible means fo r individuals to  request that BBC stops this direct 
marketing activity (eg “Unsubscribe” button). See the DP Handbook fo r further 
information o r  contact IPC with questions. DP Representatives must ensure that 
w here marketing activities are conducted in their Division that they comply w ith  
these requirements.

9 . D a ta  S e c u r ity  B re a c h  P ro c e d u re s

W h e r e  a  d a ta  s e c u r ity  breach^ o ccu rs  th e  D P  R e p re s e n ta t iv e  o r  IP C  m u s t  
b e  im m e d ia te ly  in fo rm e d  a n d  th e  D a t a  S ecu r i ty  B re a c h  P ro c e d u re s m u s t  
b e  fo llo w e d .

10. O u ts o u rc e  S e rv ic e  P ro v id e rs  (O S P )

The DP Representative o r the DP C o n ta c t will liaise w ith the IPC Adviser and the  
OSP regarding the Data Protection compliance o f the OSPs working fo r the Division 
w ho also process lar^e amounts o f personal data on behalf o f th e  BBC.

The DP Representative o r relevant DP Contact will attend quarterly OSP Security 
and D ata Protection Meetings (w fiere they exist) and act on any actions identified in 
those meetings.

11. A p p ro a c h e s  f r o m  th e  In fo rm a t io n  C o m m is s io n e r ’s O ffic e  ( IC O )

 ̂ Data Security breach is; Loss/disclosure/inappropriate access or mishandling of either
•  Large volumes of personal data (ie details of more than 100 individuals)
•  Personal data that that could cause potential harm to the individuals (eg financial/credit card details for a small 

number of staff); or

•  Particularly sensitive data for smaller volumes (eg medical records, contract details of key talent, contact details of 
anonymous sources)
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If a Division is contacted by the IC O  they should immediately contact the ir IPC  
Adviser w ho will co-ordinate the response to  the IC O .

12. R e v ie w  an d  U p d a te s  t o ih e s e  P ro c e d u re s

These Procedures (and the Divisfonal Procedures) are reviewed a t least annually and 
are updated as required, in o rder to  ensure that they continue to  reflect best 
practice, in particular the following issues are considered:

•  w hether levels of awareness o f the A ct and the D P  Handbook are being 
maintained; and

•  w hether the reporting fram ew ork and referral levels are ensuring that Data  
Protection issues are being captured.
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