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For Distribution to CPs

1. SOCIAL MEDIA AND THE POLICE

Social media has evolved into a powerful global communications channel. The way we

communicate is rapidly changing as a result, and social media and the Internet are having an
impact on many aspects of our lives, both positive and negative.

and toreach a much wider audience through the sharing facilities that social meqla C|tes
the cornerstones of its success.

Balanced and proportional

used as extensions of our central web service to increase our rea¢t
platforms. As a result, they have been used to great effect,,

and some good community engagem*én
sustained. ;

Itis equally |m_[_;6r"cant to consider the content of posts on personal Facebook, Twitter, UTube and
other social media sites. Apparently innocent and innocuous comments, such as a grumbling post

about an early morning operational start for example, could prove to be compromising to
operational security.

The simple rule is ‘If in doubt, leave it out.” Build a mental firewall and avoid commenting on
anything remotely connected to work.
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2. WHY USE SOCIAL MEDIA?

In using these channels, our aim is to integrate with the force’s wider communications approach
and reach a wider— and potentially more targeted - audience to help us in a wide range of areas,

from community engagement and reassurance to intelligence gathering, information and witness
appeals to aid investigations.

Proactive use of social media
e Provide clear lines of communication for community engagement and reassurance
e Extend the reach of police messages on personal safety and crime prevention advice
e Encourage sharing of our communications to harder to reach audiences 4

Supporting our response during times of heightened publicinterest ¥
e Provide a clear voice direct to the public, partners and stakeholders and communltjes
e Respond to community concerns in a timely manner Z é’z‘%f”’//
e Provide reassurance and encourage spreading of that reassuranCe tof:reC|p|ent s contacts
° Encourage people to come forward with intelligence and; 0

s\,
° Quallty rather than quantity - To ensur.-f‘ ‘ trong presence ‘we minimise the number of public.
accounts.on each social media channel‘*th' re an extension of our core web5|te service and
el onlln :presence.

part of our tried and tested multi

* R

e Management of social medla ZPubIlc facmg social media channels are managed centrally from
the Corporate Communlcatmnsf @-:pa,rtment the benefits of this approach are:
e Clear lines of communlcatlon to fhe public when they are searching social media sites for

K’ m/w’
ga;ﬁ’
us

FACILITATION;,OF LOCAL ENGAGEMENT TO SPECIFIC COMMUNITIES

= Supporting police operations / incidents - In specific operational situations an additional
online presence can be set up as a temporary solution to address a local issue where it is felt to

be appropriate. This will be'agreed by Head of eServices or escalated to the Head of Corporate
Communications if required.

NB: This is a temporary solution until the new website (V4 goes live) where community issues
will be focussed on the new website and the public will be encouraged to engage there. Social
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media will be used to share and cross publish the Community Issue to ensure wider reach, but it
is an extension of the core website service.

Criteria for these special cases is as follows:

There is proven evidence that the target community will not engage with the police via

their main social media account and only a locally branded account will work

e eServices remain the guardians of the account with engagement being done in
collaboration with the team and the local officers who have been granted access

e Guidance be given to the officers on appropriate use

e Breach of guidance will result in immediate closure of the service

e Clear guidance is given to the organisation when questioned that this is a temp
solution and has an operational purpose

INTELLIGENCE AND OPERATIONAL USE

. Districts and units have been provided with open source accounts ot F‘acebook and Twitter Y
created by eServices to facilitate open source intelligence gathermg ana ‘éss contact as
well as for operational commander use during public order mudggts

Clear guidance has been given and is dlsplayed on the§account proflles that these do not
%ﬁad directing people to the main

Normal protocol ,
We monitor the constabulary’s
normal situations.

Material mcludlng video content is published through a variety of channels by Corporate
Communicatiens using a mixture of automated and manual publication.

Scaling up the service during critical incidents

During Silver or Gold incidents, monitoring and engagement moves over to the Press teamin

Corporate Communications as primary users and is supported by the eServices team. See the
Critical Incident Plan for more information.
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4. DETAILED PROTOCOLS FOR INDIVIDUAL SOCIAL MEDIA CHANNELS

YouTube

= Why
We use YouTube to host and share all our website videos for the purpose of appeals, proactive
messages and general advice and information.

= Who

The account is maintained by eServices in Corporate Communications. This includgs management
of videos but also comment moderation and responses when required. ﬂ%

= What j

All videos use a standard template for the mtroductory part of the video, whlch mcludes th_e 'rest
the title of the video and the website address, and a “watermark” of the website addressgoverlald

in one of the corners. The video description includes reference to the canten?of the \ﬁdeo and a
X &l
link back to the parent page of the website. e . B

By default, comments are always set to pre-moderated.

PO ‘w

Videos are removed from YouTube when they have servecfthelr pugrpo

FACEBOOK

= Why

Facebook is used for public engagemé&l ation sharing as an extension of ocur main
website service and multi-channel on‘f i trategy There are a number of accounts and services

we use for different purposes. These inclt isingle point of contact account for public
engagement, individual campalgn pages,or ‘appllcatlons and Facebook adverts. Facebook’s
application programme mterfaceé’Z(A//Is)’;are also used for sharing content on our main website
re severa?’open source intelligence accounts used for encouraging
, and other people the police would like to speak to.

The g ar{w accouint is maintained by eServices in Corporate Communications. The e-services team
will po fj' & espo’nd to users, create dedicated campaign applications and adverts, and look
after all aspects of maintaining the account. All communications officers within Corporate

Communlcatmrasxhave access to the account and can post news and appeals where appropriate.

f#"s

The overt intelligence accounts are malntalned by various intelfigence units and are overseen by
eServices.

» What
A set style profile image has been created for the corporate account and these are used at all

times to achieve consistency and a strong profile.

We make it clear that Facebook accounts are not the route for reporting urgent crimes to the
police as they are not monitored round the clock.
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Appendix 1 contains guidance on the protocols for the Open Source intelligente accounts,

Engagement and discussion is encouraged amongst followers and new followers are encouraged
to help spread our communications reach.

We do not tolerate speculation and misinformation on our accounts, and in particular during a live
investigation. This is made clear to the people who post on the page, and it is moderated and
comments removed as and when required. Repeat offenders are banned from the page.

Facebook accounts currently in operation
Main Constabulary account: http://www.facebook. com/avonandsomersetpollce

pad

Pt
o
A
'i»

Cranium Caviar: http://www.facebook. com/pages/wwwcranlumcawarcom/26356387223

In the Zone Campaign site for Bristol Student Burglary

Studentsj40949 149876

TWITTER

" Why

, and look: after all aspects of maintaining the accounts. AII the communlcatlons
rate Corqmunlcatlons have access to the main accounts for the constabulary,

The Inciden rmanders account is managed by designated staff within Operations.

,

= What
A set style profile image has been created for the corporate account and should be used at all
times.

We make it clear that Facebook accounts are not the route for reporting urgent crimes to the
police as they are not monitored round the clock.

Engagement and discussion is encouraged amongst followers and new followers are encouraged
to help spread our communications reach.
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News from the main website newsroom is automatically published into the main constabulary
Twitter feed and individual updates are also provided as and when required.

From time to time we use Twitter as a method to provide live coverage of events from a policing
perspective, such as the Glastonbury Festival or operation Relentless, however this is as an
extension of our core service to reach a wider audience.

Twitter accounts currently in oepration

Main police account: www.twitter.com/aspolice
Glastonbury account: www.twitter.com/policeatglasto
Cranium Caviar: www.twitter.com/CraniumCaviar )
Police Witness and Victim Advocates: www.twitter.com/Aswitnessvictim
Incident Commanders: www.twitter.com/ASPIncidentComm

FLICKR

Why

Flickr accounts:cufrently in operation
Main Constabulary account: http://www.flickr.com/photos/aspolice/

USTREAM

Why
Ustream is used by the Constabulary to broadcast live video events. The events are usually PR
related and include the Community Policing Awards and the Live and Unsigned competition.
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During the event, engagement with viewers takes place as well. We are exploring the potential of
this service for more operational events such as briefings and meetings.

Who

The account is maintained by eServices in Corporate Communications, who run the video stream
and community engagement prior to and during events.

What

A set style profile image has been created for the corporate account and should be used at all
times.

The video is set to bhe recorded during broadcast so it can be available on the Constbm;
Ustream channel for people that missed the live event. 7

The live video is embedded into a website or microsite, and visitors are drj
the Ustream channel itself.

Ustream accounts currently in operation
Main Constabulary account: www.ustream.tv/user/asPolice

WEB CHATS b

Why - E

Web chats are used as part of the Constabula y'S websi
- between members of the constabulary, thet
. W

‘sefvice to allow live virtual discussions
. b.Ilc and paftners.

Who
The platform was developed and,lsysupp

edln house by eServices in Corporate
Communications. '

( -

Web chats aré’dpén to all units and teams within the constabulary who want to engage with the
public. '

There is a set fortnightly schedule that rotates through different areas of the force and is focussed
on local neighbourhood teams as an alternative to physical PACT meetings.

However, web chats can be set up at anytime for public engagement. In the past, chats have
included engagement with the Chief Constable and other senior officers, as well as themed chats
that were used in relation to specific incidents and operations.

20

MOD200011111


http://www.ustream.tv/user/asPolice

For Distribution to CPs

Chats are promoted via Facebook, Twitter and the constabulary website. The public can sign up for
reminders to be sent via e-mail or text message on the day of the chat.

The transcript is published at the end of the chat, usually within one working day once any
information that needs editing has taken place.
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Appendix 1

Guidance for open source intelligence and operational accounts on social media channels

E-services will support each district and department in setting up an overt Facebook site (e-
services maintains control over usernames and passwords and account allocation).

Responsibility for authorising the creation of a Facebook account rests with the District
Intelligence co-ordinator or Department Manager

f‘?f&,.
The District Intelligence co-ordinator or Department Manager will confirm the naiigs,
persons allowed access to the account and be respon5|ble for the day to day use of

—

The TW|tter accounts shy uld b,g:\\{(med in cooperation with Corporate Communications during public
':.?:.

mctdents*?Whe : corporat tesponse is required and good lines of communications must be in
place tall times

K
\»‘\
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