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This guidance contains information to assist policing in England,
Wales and Northern Ireland. It  is not protectively marked under the 
Government Protective Marking Scheme.

This guidance has been produced by the National Policing Improvement 
Agency (NPIA) on behalf of the Association of Chief Police Officers 
(ACPO). It  will be updated according to legislative and policy changes 
and re-released as required.

The NPIA was established by the Police and Justice Act 2005. As part of 
its remit the NPIA is required to develop policing doctrine, including 
guidance, in consultation with ACPO, the Home Office and the Police 
Service. Guidance produced by the NPIA should be used by chief officers 
to shape police responses to ensure that the general public experience 
consistent levels of service. The implementation of all guidance will 
require operational choices to be made at local level in order to achieve 
the appropriate police response.

If you would like to  receive this publication in an  
a lternative  form at, p lease contact:

Specialist O perations Centre 
W yboston Lakes, G reat North Road 
W yboston, Bedfordshire 3BY

Telephone: 0 8 ^5  000  5^63 
Email: soc@ npia.pnn.police.uk

All o th er enquiries relating to  th is publication should 
also be addressed  to  th e  Specialist O perations 
Centre a t  th e  above address.
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The purpose of the Police Service is to uphold the low fairly and 
firmly: to prevent crime; to pursue and bring to justice those 
who break the law; to keep the Queen’s Peace; to protect, help 
and reassure the community: and to be seen to do all this with 
integrity, common sense and sound Judgement.

Police Service Statement of Common Values

For th e  Police Service to  be in te lligence  led in p ro te c tin g  th e  public, 

p reven ting  crim e  and b ring ing  c rim ina ls  to  Justice th e n  th e  e ffe c tive  

m a n a g e m e n t o f  in fo rm a tio n  is v ita l. Since 2 0 0 5  th e  M oPI 

p ro g ra m m e  has p u t a fram e w o rk  in p lace to  im p rove  th e  w a y  forces 

collect, record, eva lua te , review  and  then , m os t im p o rta n tly , im prove  

th e  q u a lity  o f  ac tions  taken as a resu lt o f  b e tte r q u a lity  in fo rm a tio n . 

The  firs t stages o f th is  p ro g ra m m e  are com ing  to  an end and  th e  

im p rove m e n ts  M oP I has m ad e  to  in fo rm a tio n  m a n a g e m e n t and 

use are  clear.

Forces are now  m ak ing  them selves ready fo r th e  in tro d u c tio n  o f the  

Police N a tio n a l D atabase  w h ich  w ill revo lu tion ise  po lic ing . I f  the  

m a x im u m  b ene fits  are to  be o b ta in e d  fro m  th e  PND th e n  M oPI 

m us t c o n tin u e  to  be a t th e  h ea rt o f  our work.

This second e d itio n  o f th e  M oP I gu ida nce  was produced  as a d irec t 

resu lt o f  th e  experience o f  forces and re flec ts  n a tio n w id e  lea rn ing  

and  experience. I t  em phasises th e  need fo r co m m on  standards w h ile  

ta k ing  in to  a cco u n t d iffe r in g  local p rio rities . This new  g u ida nce  will 

ensure th a t  forces are ready to  m ax im ise  th e  p ub lic  p ro tec tion , 

in ve s tig a tio n  and p rosecu tion  o p p o rtu n itie s  th a t  th e  PND w ill b ring 

and  so ensure w e p rov ide  all o f  our co m m u n itie s  w ith  th e  best 

possible Police Service.

A ilsa  Beaton

Head o f ACPO In fo rm a tio n  M a n a g e m e n t
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The m urde r o f  H olly  W ells and  Jessica C hapm an  in A u gu s t 2 0 0 2  by 

Ia n  H untley, and  th e  subsequen t in q u iry  by Sir M ichae l Bichard, 

had a p ro fou n d  and fa r-reach ing  e ffe c t on th e  w a y  th e  Police Service 

gathers, m anages, uses and  shares in fo rm a tio n . In  July 2005 , as a 

d irec t resu lt o f  th e  B ichard inqu iry , th e  H om e Secretary issued a 
s ta tu to ry  Code o f  Practice on the M anagem ent o f  Police 
Inform ation, h e re a fte r referred to  as th e  M oPI Code o f  Practice.

As p a rt o f a w ide -ran g in g  p ro g ra m m e  o f w ork to  address th e  issues 

id e n tif ie d  by Sir M ichae l B ichard, ACPO (2006) G uidance on the 
M anagem ent o f  Police Inform ation  was pub lished. I t  fo rm e d  th e  

basis o f  a n a tio n a l im p le m e n ta tio n  p ro je c t th a t  w ill run u n til 

D ecem ber 201 0 . This revised e d itio n  o f  th e  gu idance  is in ten de d  to  

take  a cco u n t o f  th e  experience o f  im p le m e n ta tio n , as well as 

s ig n ifica n t d eve lopm en ts  to  th e  c o n te x t o f  po lice  in fo rm a tio n  

m a n a g e m e n t in th e  last th re e  years.

Th is g u ida nce  has been deve loped by th e  N a tio n a l Policing 

Im p ro v e m e n t A gency  (N P IA ) on b e h a lf o f  th e  A ssoc ia tion  o f  C h ie f 

Police O fficers and  th e  H om e O ffice . The  d e ve lo p m e n t o f  th is  

g u ida nce  has invo lved Police Service co nsu lta tio n  w ith  ch ie f o fficers, 

sub jec t experts  and  p rac titioners . There  has also been extensive 

co n ta c t w ith  experts  on in fo rm a tio n  m a n a g e m e n t fro m  o u ts ide  th e  

Police Service.

Th is is n o t a fu n d a m e n ta l overhaul o f  th e  ex is ting  M oP I fram ew ork, 

and  th e  s truc tu re  and  to n e  o f  th e  gu idance  rem a in  cons is ten t w ith  

th e  previous version. T h a t fram ew ork , encom passing  a s ta tu to ry  code 

o f p ractice  under th e  Police A c t 1995, se tting  o u t th e  principles o f 

in fo rm a tio n  m a n a g e m e n t, a ccom pa ny in g  gu idance  describ ing  th e  

process fo r  in fo rm a tio n  m a n a g e m e n t, and  associated  lea rn ing  and 

im p le m e n ta tio n  products, has rep ea te d ly  been tested  and  fo un d  to  

be f i t  fo r  purpose. In  th is  gu idance  th e  a b b re v ia tio n  M oP I w ill be 

used to  refer to  th e  n a tio n a l fra m e w o rk  fo r th e  m a n a g e m e n t o f 

po lice  in fo rm a tio n  in its e n tire ty .

There have been no changes to the statutory Code o f  Practice 
on the M anagem ent o f  Police Inform ation. This gu idance  

describes th e  processes th a t  su pp o rt th e  princ ip les set o u t in th e  

M o P I Code o f  Practice. I t  is des igned to  p rov ide  a co m m on  

n a tio n a l fram e w o rk  fo r th e  m a n a g e m e n t o f  police  in fo rm a tio n , 

h ig h lig h tin g  th e  im p o rta n ce  o f co m m on  standards in h igh-risk areas 

o f a c tiv ity . A CP O  (2010) G uidance on the M anagem ent o f Police 
Inform ation, Second Edition h e re a fte r referred to  as th e  M oPI 
Guidance, is designed to  c o n tr ib u te  to  enhanced  p ub lic  sa fe ty  by 

im p rov ing  th e  a b ility  o f  th e  Police Service to  p rope rly  m an a g e  and 

share o pe ra tio n a l in fo rm a tio n  w ith in  a cons is ten t fra m e w o rk  as 

requ ired  by th e  B ichard recom m enda tions .
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T he  Police Service has never been under g re a te r pub lic  sc ru tiny  in 

re la tio n  to  how  it gathers, m anages and  uses in fo rm a tio n  a b o u t 

ind iv idua ls. S im ilarly, th e  ba lance  betw een an in d iv id u a l’ s hum an  

rights, civil libe rties and pub lic  p ro te c tio n  has never been so closely 

exam ined . The  recent European C ourt o f  H um an  R ights ju d g m e n t in 
th e  case o f S and Marper v The UK [2 0 0 8 ] ECHR 1581 on th e  

law fu lness o f re ta in in g  DMA sam ples o f unconv ic ted  ind iv idua ls  has 

p o te n tia lly  w ide -ran g in g  im p lica tions , as does th e  b roade r pub lic  

p o licy  d e b a te  a b o u t th e  e x te n t to  w h ich  th e  UK has becom e a 

‘ surve illance so c ie ty ’ . I t  is, the re fo re , im p o r ta n t th a t  th e  

m a n a g e m e n t o f  po lice  in fo rm a tio n  (M oP I) is seen to  a p p ly  equa lly  

to  in fo rm a tio n  held n a tio n a lly  and  locally.

M oP I is a fram e w o rk ; it  does n o t p rescribe  h ow  all in fo rm a tio n  

shou ld  be d e a lt w ith  on  a case-by-case basis. C h ie f o ffice rs  are 

a cco u n ta b le  in law  fo r  th o se  dec is ions and  n o th in g  w ith in  th e  

M o P I Code o f  Practice  o r th e  M o P I G uid ance  changes th a t  

a c c o u n ta b ility . However, th e  p rinc ip les  o f  M oP I p ro v id e  a w a y  o f 

b a la n c in g  p ro p o rt io n a lity  and  necess ity  th a t  a re  a t th e  h e a rt o f  

e ffe c tiv e  po lice  in fo rm a tio n  m a n a g e m e n t. T h e y  also h ig h lig h t th e  

issues th a t  need to  be cons ide red  in o rd e r to  c o m p ly  w ith  th e  law  

and  m a n a g e  risk assoc ia ted  w ith  po lice  in fo rm a tio n . T he  M o P I 
Code o f  Practice  and th e  M o P I G uid ance  are  c o m p o n e n ts  o f  a 

n a tio n a lly  agreed  im p le m e n ta tio n  s tra teg y . Th is  s tra te g y  invo lves 

th e  d e fin it io n  o f th re sho ld  s ta nd a rd s  d raw n  fro m  th e  M o P I Code  
o f  Practice  and th e  M o P I G uidance. These s ta nd a rd s  are p a rt o f 

th e  overa ll package  th a t  c h ie f o ffice rs  shou ld  have regard  to  under 

th e  te rm s  o f th e  Police A c t 1995.

T he  M o P I G uid ance  is designed to  co n tr ib u te  to  enhanced  pub lic  

sa fe ty  by im p rov ing  th e  a b ility  o f  th e  Police Service to  p rope rly  

m an ag e  and  share o pe ra tio n a l in fo rm a tio n  w ith in  a n a tio n a lly  

cons is ten t fram ew ork . ACPO recognises th a t  ch ie f o ffice rs  are 

requ ired  to  ba lance  resources a g a in s t local po lic ing  needs. Each 

ch ie f o ffic e r is a ffo rd e d  th e  f le x ib ility  to  dec ide  on th e  scale o f 

im p le m e n ta tio n  fo r each s tandard  co n ta ine d  w ith in  th e  th e  M o P I 
G uidance, based on th e  ind iv idua l s tructure , resources, p rio rity , risk 

and  th e  local needs o f  each force.

T he  o n g o in g  d eve lopm en t, under th e  IM PACT p rog ram m e, o f  th e  

Police N a tio n a l D atabase  (PND) provides an exam ple  o f th e  

re q u ire m e n t fo r a co m m o n  and cons is ten t app roach  to  th e  

m a n a g e m e n t o f  in fo rm a tio n  across th e  Police Service. The  bene fits  

o f  th e  PND, in te rm s  o f  th e  id e n tif ic a tio n  o f  links be tw een  people, 

objects, loca tions  and  events across d if fe re n t fo rce  areas, depend  on
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th e  a d o p tio n  o f a cons is ten t app roach . This g u idance  is no t, however, 

techn ica l in na tu re , and  does n o t describe th e  fu n c tio n s  or ope ra tions  
o f a n y  p a rticu la r in fo rm a tio n  m a n a g e m e n t system . G u idance on th e  

PND w ill be issued p rio r to  its g o ing  live.

There  is a need fo r  M oP I d eve lo p m e n t and p lann ing  to  c o n tin u e  as a 

d yn a m ic  process beyond  in itia l im p le m e n ta tio n . Forces should  keep 

polic ies and  procedures under regu la r review  to  ensure e ffectiveness, 

e ffic ie n cy  and  co n tin ue d  a lig n m e n t w ith  M oP I princip les.
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This section describes what is meant by police 
information and why it is vital for the Police Service. 
It  also provides an outline of the legal basis for the 
management of police information and the stages 
involved in it.

Key principles of this section are that:

• This guidance is derived from A C P O  (2 0 0 5 )

C o d e  o f  P ra c tic e  on th e  M a n a g e m e n t  o f  P o lice  

In fo rm a t io n ;

• Police information is information fo ra  policing 
purpose;

• Police information must be managed lawfully;

• Information is a corporate resource for the 
Police Service.

©ACPO NPIA 2010 11
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1..1 lic it I s  t h i s  
C iaicic irice?

Effective  po lic ing  depends on e ff ic ie n t in fo rm a tio n  m a n a g e m e n t and 

th is  g u ida nce  sets o u t a fra m e w o rk  fo r th e  m a n a g e m e n t o f  police 
in fo rm a tio n . As such, th e  g u ida nce  is based on w ork over m a n y  years 

on d e fin in g  po lic ing  processes and  deve lop ing  n a tio n a l standards. 

This gu idance  brings to g e th e r th is  w ork in a co he re n t n a tio na l 
fram e w o rk  fo r th e  m a n a g e m e n t o f  po lice  in fo rm a tio n . In  so do ing , it 

m eets  key reco m m e n d a tio n s  o f  th e  B ichard In q u iry  th a t  called fo r 

th e  d eve lo p m e n t and  im p le m e n ta tio n  o f  a s ta tu to ry  Code o f Practice 

fo r police  in fo rm a tio n  m an a g e m e n t.

Th is g u ida nce  supports  ACPO (2005) Code o f  Practice on the 
M anagem ent o f  Police Inform ation, A p p e n d ix  1, (re fe rred  to  in 

th is  g u idance  as th e  M o P I Code o f  Practice).

T he  M o P I G uidance  replaces th e  fo llo w in g :

• A CP O  (200^) Code o f  Practice on D ata  Protection;
• A CP O  and H M C E  (1999) Code o f Practice on the Recording 

and Dissem ination o f  Intelligence M aterial;
• A CP O  and H M C E  (1999) Standards for the Recording and  

Dissem ination o f  Intelligence M aterial;
• A CP O  (2006) G uidance on the M anagem ent o f  Police 

Inform ation.

All o th e r g u ida nce  re levan t to  th e  m a n a g e m e n t o f  police  

in fo rm a tio n  rem ains va lid . Specific  links to  o th e r g u ida nce  are 

ind ica te d  in th e  text.

1..2 W h c i t  I s  P o lics i 
I r i fo rm c i t io r i?

For th e  purposes o f  th is  gu idance , police  in fo rm a tio n  is in fo rm a tio n  

required  fo r a po lic ing  purpose. The  M o P I Code o f  Practice defines 

po lic ing  purposes as:

(a) p ro te c tin g  life  and  p roperty :

(b) preserving order;

(c) p reven ting  th e  com m iss ion  o f offences:

(d) b ring ing  o ffende rs  to  jus tice :

(e) a n y  d u ty  o r respons ib ility  o f  th e  police  aris ing from  
co m m on  or s ta tu te  law.

These five  po lic ing  purposes p rov ide  th e  legal basis fo r co llec ting , 

record ing , eva lua ting , sharing  and re ta in in g  po lice  in fo rm a tio n .

T he  po lic ing  purposes set o u t in th e  M o P I Code o f  Practice do  n o t 

rep lace or supersede a n y  ex is ting  d u ty  o r pow er d e fined  by s ta tu te  
or co m m on  law.

NOT PROTECTIVELY MARKED ©ACPO NPIA 2010 13
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I t  is essentia l th a t  a po lic ing  purpose is estab lished in o rder fo r 

in fo rm a tio n  to  be lega lly  held.

T he  po lic ing  purposes set o u t in th e  M o P I Code o f  Practice are 

d e libe ra te ly  de fin ed  a t a h igh  level and  do n o t d e fin e  every po lic ing  

a c tiv ity  in de ta il. The  fa c t th a t  ind iv idua l a c tiv it ie s  ore n o t listed does 

n o t m ean th a t  th e re  is no legal basis fo r p e rfo rm in g  th e  activ ities . For 

exam ple , in fo rm a tio n  re la tin g  to  key po lic ing  fu n c tio n s  such as roads 

po lic ing , pub lic  order, co un te r-te rro rism  or p ro te c tio n  o f ch ild ren  and 

o th e r vu lnerab le  groups, w h ile  n o t spec ifica lly  referred to , w ill f i t  

w ith in  one  or m ore  o f th e  po lic ing  purposes.

T he  five  po lic ing  purposes are n o t m u tu a lly  exclusive. In fo rm a tio n  

can be co llected  fo r  one  po lic ing  purpose and  used fo r ano the r.

Policing relies on co n tin uo us  risk m a n a g e m e n t. I t  is essentia l th a t  

processes fo r m a n a g in g  police  in fo rm a tio n  focus on m a n a g in g  th e  

risk a tta ch e d  to  th a t  in fo rm a tio n . This can be done  by ensuring  th a t  

th e re  are clear and cons is ten t processes fo r co llec ting , record ing  and 

e va lua ting  in fo rm a tio n , and  by estab lish ing  e ffe c tive  processes fo r 

ta k ing  a p p ro p ria te  a c tion  on th e  basis o f  po lice  in fo rm a tio n . Later 

sections o f th is  g u ida nce  discuss th is  in m ore  dep th , b u t e ffec tive  

in te lligence  m a n a g e m e n t is a t th e  h ea rt o f po lice  in fo rm a tio n  

m a n a g e m e n t.

In te llig e n ce  m a n a g e m e n t involves link ing  in fo rm a tio n  fro m  a w ide  

range o f  sources in o rder to  bu ild  up a co m p os ite  p ic tu re . I t  a im s to  

h ig h lig h t links be tw een  people, ob jects, loca tions and events th a t  are 

essentia l in su pp o rting  th e  po lic ing  purposes previously described. 

Id e n tify in g  links enables decis ions to  be m ad e  a b o u t p rio rities  and 

resources needed to  m an a g e  risk. The  dec is ion -m ak ing  process is 

described in de ta il in th e  N a tio n a l In te llig e n ce  M ode l (N IM ).

N IM  depends on in fo rm a tio n  to  feed th e  in te lligence  process. The 

im p lica tio n s  o f th is  on th e  w a y  in w h ich  in fo rm a tio n  is m an ag ed  are 
described in 2 The Process for Managing Police Inform ation and 

A CP O  (2005) Guidance on the N ational Intelligence Model.

1 3  iR fo r r r ic it io r i  
CIS €1 i e s o a r c f : ;  f o r  
P o iic iric i?

C ollection  o f  a p p ro p ria te  in fo rm a tio n , its accura te  assessm ent and 

tim e ly  analysis, is v ita l to  e ffe c tive  and  e ff ic ie n t po lic ing .

In fo rm a tio n  co llected  fo r one  po lic ing  purpose m a y  have a va lue  to  

ano the r: the re fo re , all po lice  in fo rm a tio n  should  be tre a te d  as a 

co rpo ra te  resource. In fo rm a tio n  co llected  fo r one  business area 

w ith in  a fo rce  m a y  be re levan t e lsew here in th e  force, or to  a n o th e r 

fo rce  or agency.
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I t  is essentia l th a t  in fo rm a tio n  con be co llected , recorded and 

eva lua ted  in a cons is ten t m an ne r across o rg an isa tio na l and fo rce  

boundaries. Police in fo rm a tio n  is o co rpo ra te  resource fo r th e  w ho le  

Police Service: it  should  n o t m a tte r  w here  th e  in fo rm a tio n  o rig in a te d  

fro m  and should be ava ilab le  to  su pp o rt all po lic ing  purposes across 
th e  coun try .

In fo rm a tio n  has, h is to rica lly , been held in business areas and  IT  

system s th a t  are n e ith e r connected  nor searchable. This has m e a n t 

th a t, even w ith in  th e  sam e force, it  has been d if f ic u lt  to  link people, 

objects, loca tions  and  events. Th is s itu a tio n  is exace rbated  a t o 

reg iona l and  n o tio n a l level because o f o lock o f co m m o n  standards 

fo r in fo rm a tio n  record ing  and  eva lua tion . As a result, sharing  

in fo rm a tio n  w ith in  th e  Police Service and  w ith  key partne rs  is 

unnecessarily  com p lex. The  process fo r ensuring  th a t  police  

in fo rm a tio n  is a co rpo ra te  resource a t b o th  fo rce  and  n a tio n a l level is 

described in 2 The Process for Managing Police Information.

This g u ida nce  provides a d e fin it io n  o f  n a tio n a l s tandards fo r police  

in fo rm a tio n  m a n a g e m e n t to  su pp o rt th e  e s tab lish m en t o f a 

co m m o n  in fo rm a tio n  in fra s truc tu re  fo r po lic ing . The  IM PACT 

p ro g ra m m e  is deve lop ing  a n a tio n a l c a p a b ility  fo r th e  Police Service 

to  link people, objects, loca tions  and events across fo rce  boundaries 

to  p rov ide  a n a tio n a l in fo rm a tio n  resource. T h a t p ro g ra m m e  is 

u nde rp inned  by th is  gu idance .

For fu rth e r in fo rm a tio n  on th e  IM PACT p rog ram m e, see

http://www.npiaextranet.pnn.police.uk/microsite/impact/
index.html

1..^ Leiicii B cisis f t i r  
M ciric ig irig  P o l ic e  
IriP c ifm citicm

In  o rder fo r police  in fo rm a tio n  to  be m ade  ava ilab le  to  support 

po lic ing  purposes th e  legal fram e w o rk  should  firs t be understood .

This gu idance  h ig h lig h ts  th e  key princ ip les th a t  should  be sa tis fied  fo r 

police  in fo rm a tio n  to  be m an ag ed  law fu lly : it  does n o t set o u t th e  

legal fra m e w o rk  in de ta il. I t  shou ld  be em phasised th a t  com p liance  

w ith  th e  law  can never be ignored  because it  is inconven ien t.

There  are a n um be r o f stages to  ach iev ing  law fu l m a n a g e m e n t o f 

po lice  in fo rm a tio n . These stages are sum m arised  be low  and  a p p ly  to  

all th e  phases o f  th e  in fo rm a tio n  m a n a g e m e n t cycle th a t  are 

described in de ta il in th is  gu idance .
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Establishing a policing purpose

Establish ing a po lic ing  purpose is th e  co rners tone  o f e ffe c tive  

m a n a g e m e n t o f  po lice  in fo rm a tio n . The  in fo rm a tio n  m us t have a 

po lic ing  purpose if  a  law fu l basis fo r h o ld ing  it is to  be estab lished.

I f  there is no policing purpose then the information cannot be 
held as police information.

The Human Rights Act 1998

T he  H um an  R ights A c t 1998  (HRA) inco rpo ra ted  m o s t o f  the  

European C onven tion  on H um an  R ights (ECHR) in to  UK law. The 

ECHR con ta ins  fu n d a m e n ta l rights, w h ich  have a bea ring  on th e  

m a n a g e m e n t o f  po lice  in fo rm a tio n . The  HRA requires UK leg is la tion  

to  be co m p a tib le  w ith  th e  ECHR and makes it  un law fu l fo r a pub lic  

a u th o r ity , inc lud ing  a police  force, to  a c t in a w a y  th a t  is 

in c o m p a tib le  w ith  righ ts  d e fined  by th e  ECHR.

T he  ECHR sets o u t a fra m e w o rk  o f  fu n d a m e n ta l rights, inc lud ing  th e  

r ig h t to  life  (A rtic le  2) and  th e  r ig h t n o t to  be sub jected  to  to rtu re , 

in h u m a n  or d eg rad ing  tre a tm e n t (A rtic le  3). A rtic le  8 o f th e  ECHR 

p ro tec ts  an in d iv id u a l’s r ig h t to  respect fo r p rivacy and fa m ily  life. 

Th is r ig h t is n o t abso lu te ; b u t it  m a y  n o t be in te rfe red  w ith  excep t ‘ in 

accordance  w ith  th e  law, in pu rsu it o f  a le g itim a te  a im ; and  w here  it 

is necessary in a d e m o cra tic  so c ie ty ’ . This places a respons ib ility  on 

po lice  forces to  estab lish a po lic ing  purpose fo r co llec ting , record ing  

and  re ta in in g  personal in fo rm a tio n .

P ro p o rtio n a lity  is also im p o r ta n t to  th e  m a n a g e m e n t o f  police 

in fo rm a tio n . In  essence, th e  g re a te r th e  in te rfe rence  w ith  an 

in d iv id u a l’s p rivacy th e  h ighe r th e  th resho ld  required. This te s t is 

p a rticu la rly  re levan t to  th e  co llec tion  o f in fo rm a tio n  by covert or 

in trus ive  m eans -  a c tiv ity  w h ich  is regu la ted  by th e  R egula tion  o f 

In v e s tig a to ry  Powers A c t 2 0 0 0  (RIPA).

Eurther g u idance  on th e  HRA can be fo u n d  at: 

http://www.justice.gov.uk/guidance/humanrights.htm

Is police information personal data?

Once th e  po lic ing  purpose is estab lished, th e  issue arises o f w h e th e r 

th e  in fo rm a tio n  is covered by th e  D a ta  P ro tection  A c t 1998  (DPA). I f  

th e  in fo rm a tio n  is personal o r sensitive  personal d a ta  then , under th e  

te rm s o f th e  DPA, it  m us t be m an ag ed  in accordance  w ith  th e  e ig h t 

d a ta  p ro te c tio n  princip les.
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Personal d a ta  is d e fin ed  by th e  DPA as in fo rm a tio n  a b o u t a liv ing 

person w ho  can be id e n tif ie d  fro m  th a t  da ta . M uch police  

in fo rm a tio n  is covered by th e  DPA, and  is referred to  in th is  gu idance  

as personal in fo rm a tio n .

What are the requirements of the Data Protection Act 1998?

T he  DPA requires personal in fo rm a tio n  to  co m p ly  w ith  th e  e ig h t d a ta  

p ro te c tio n  princ ip les w h ich  are th a t in fo rm a tio n  is:

•  Being fa ir ly  and  la w fu lly  processed:

•  Being processed fo r specified  and  law fu l purposes and n o t in any  

m an ne r in co m p a tib le  w ith  those  purposes:

•  A dequa te , re levan t and n o t excessive:

•  A ccura te  and, w here  necessary, up to  date ;

•  N o t be ing  kept fo r longe r th a n  is necessary;

•  Being processed in accordance  w ith  ind iv idua l rights:

•  Secure:

•  N o t to  be transfe rred  to  coun tries  ou ts ide  th e  EU (or European 

Econom ic A rea  coun tries  th a t  have a b ila te ra l a g re e m e n t w ith  

th e  UK) w ith o u t a d e q u a te  p ro tec tio n .

I t  is im p o r ta n t to  bea r in m in d  th a t  th e  a p p lic a tio n  o f th e  DPA 1998  

depends on circum stances. As such, th e re  is a burden  o f 

resp on s ib ility  to  a u d it personal in fo rm a tio n  o f a sensitive  na tu re . Eor 

exam ple , in fo rm a tio n  show ing  an in d iv id u a l in a p ub lic  p lace  taken 

fro m  an o ve rt CCTV system  m a y  be personal in fo rm a tio n  unde r th e  

te rm s  o f  th e  DPA, b u t is fa r less sensitive  th a n  a p ic tu re  o f an 

in d iv id u a l in th e ir  b ed ro om  o b ta in e d  fro m  a covert device  dep loyed  

w ith  th e  a p p ro p r ia te  RIPA a u th o ritie s . In  d ischa rg ing  respons ib ilities  

unde r th e  DPA th e re  m u s t be regard  to  th e  p rinc ip le  o f 

p ro p o rtio n a lity : in sho rt th e  m ore  sensitive  th e  in fo rm a tio n , th e  
h ig he r th e  th resho ld  fo r  processing.

T he  DPA also requires th a t  th e  sub jec t o f  in fo rm a tio n  can have 

access to  it  a t th e ir  request. There  are a n um be r o f  e xem p tio ns  fro m  

th e  DPA inc lud ing  section  28 (n a tio n a l security), section  33 (research 

and  sta tis tics) and section  35 (lega l proceedings).
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Section 29  o f th e  DPA 1998  is p a rticu la rly  re levan t to  police  

in fo rm a tio n  because it  creates e xem p tio ns  to  ce rta in  d a ta  p ro tec tio n  

p rinc ip les w here  d a ta  is processed or shared fo r  th e  purposes of:

•  Prevention or d e te c tio n  o f crim e;

•  A pprehens ion  or p rosecu tion  o f o ffenders :

•  Assessm ent o r co llec tion  o f a n y  ta x  or du ty .

T he  e xem p tio ns  a p p ly  to  ce rta in  princ ip les o f  th e  DPA w here  th e  

a p p lica tio n  o f  those  princ ip les w ou ld  be ‘ likely to  p re ju d ice ’ th e  

purposes referred to  above. These e xem p tio ns  shou ld  be a pp lied  on a 

case-by-case basis and ca n n o t be used to  Justify  ro u tin e  d a ta  

processing. Further in fo rm a tio n  on th e  DPA is ava ilab le  a t 

http://www.ico.gov.uk and A CP O  (2009) M anual o f  G uidance on 
D a ta  Protection.

1 . J  S t a g e s  o f  
M a o a g i a g  P o lic o  
l a f a r r a a t i a a

There  are a n um be r o f stages in th e  m a n a g e m e n t o f  police 

in fo rm a tio n :

•  C ollection;

•  Recording;

•  Eva lua tion  and A c tio n in g ;

•  Sharing;

•  Review, R etention  and  Disposal.

These stages are described in d e ta il in subsequen t sections.
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T h e  P r o c e s s  f o r  

M anaaina Police
I n t o r e io t i o n
This section describes the need for corporate and 
consistent processes to manage police information, 
and the implications for the way in which police 
information is managed within forces.

Key principles of this section are that:

• It  is essential to have common processes 
for managing police information across the 
Police Service.

• Certain police information will have a particular 
significance for policing purposes.

• There needs to be a link between police 
information that is held in different business areas. 
This should be managed through an information 
management strategy.

• There are a number of core responsibilities for 
managing police information that should be in 
place in every force.
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2..1 N e e d  f o r  
C o m m o n  P r o c o s s o s

Policing purposes require  in fo rm a tio n  to  be co llected  on a w ide  range 

o f ac tiv ities . This in fo rm a tio n  w ill com e  fro m  various sources and  w ill 

be received in d if fe re n t ways. As a result, in fo rm a tio n  co llected  fo r 

one  po lic ing  purpose m a y  need to  be re la ted  to  in fo rm a tio n  co llected  

e lsew here and fo r  a d if fe re n t purpose. This requires cons is ten t 

processes to  be in p lace across all po lic ing  ac tiv it ie s  in o rder to  

m an ag e  po lice  in fo rm a tio n  as a co rpo ra te  resource fo r th e  Police 

Service as a w ho le .

A t fo rce  level th e re  is a need fo r processes to  be in p lace  e nab ling  

in fo rm a tio n  to  be linked and co m p os ite  records to  be m a in ta in ed . 

Forces should  have th e  a b ility  to  have centra l overs igh t o f  all 

in fo rm a tio n  held w ith in  th e ir  o rg an isa tio n . This can be fa c ilita te d  

by techn o lo gy , a lth o u g h  even th e  best IT  systems are d e p e n d a n t 

on cons is ten t processes be ing  in p lace and adhered  to . This gu idance  

does n o t spec ify  a n y  te chn o lo g ica l so lu tions fo r in fo rm a tio n  

m a n a g e m e n t, b u t sets o u t co m m o n  business processes fo r 

m a n a g in g  po lice  in fo rm a tio n .

2,.2 R e c o rc ii The m a n a g e m e n t o f  records is fu n d a m e n ta l to  e ffe c tive  in fo rm a tio n  

m a n a g e m e n t. T he  in te g r ity  o f  po lice  in fo rm a tio n  relies on th e  

in fo rm a tio n  be ing  trus ted , accep tab le , useable and ava ilab le .

To assist th e  eva lua tion , a c tio n in g , sharing  and  review  o f  in fo rm a tio n , 

th e  in fo rm a tio n  should be in a fo rm a t th a t  is accessible and  easy to  

use, w h e th e r it  is an e lectron ic, p h o to g ra p h ic  o r paper record.

T he  purpose o f records m a n a g e m e n t is to  ensure th a t  police 

in fo rm a tio n  is d o cu m e n ted  and  m a in ta in e d  in such a w a y  th a t  its 

ev id en tia l w e ig h t and in te g r ity  is n o t com prom ised  over tim e .

To achieve th is, records need to  be m an ag ed  th ro u g h o u t th e ir  

lifecycle  fro m  crea tion  to  d isposal. This process involves th e  a u d it 

and  m a in te n a n ce  o f  records to  enab le  th e m  to  rem a in  useful fo r a 

po lic ing  purpose. Th is also enables th e  d ischarge  o f legal 
respons ib ilities  o u tlin e d  in 1 The Purpose of Managing Police 
Information.

Records shou ld  be m an ag ed  in line w ith  a records m a n a g e m e n t 

policy. For fu rth e r in fo rm a tio n  see Lord Chancellor’s (2002)
Code o f Practice on the M anagem ent o f  Records issued under 
section  46 o f the Freedom o f  Inform ation A ct 2000.
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2 3  C r i t ic a l  
l a f o r r r i a t i a r i  A r e a s

Som e police  in fo rm a tio n  w ill be p a rticu la rly  va luab le  to  po lic ing . This 

g u ida nce  c a n n o t describe e xac tly  w h a t police  in fo rm a tio n  w ill be 

critica l in a n y  g iven circum stance; decis ions can o n ly  be m ade  by 

s ta f f  in possession o f th e  re levan t facts.

T he  N a tio n a l In te llig e n ce  M ode l (N IM ) has a s ig n ifica n t bea ring  on 

d e te rm in in g  critica l police  in fo rm a tio n . The  d e ve lo p m e n t o f  a 

N a tio n a l S tra teg ic  Assessm ent, w h ich  id e n tif ie s  overall risk areas fo r 

po lic ing , in fo rm s th e  N a tio n a l C o m m u n ity  S a fe ty  Plan. The  s tra teg ic  

assessm ents m ad e  a t fo rce  and  BCU level are used to  set a con tro l 

s tra teg y  d e fin in g  p a rticu la r p rio rities . The  co n tro l s tra teg y  should 

fo rm  th e  basis o f  an in te lligence  re q u ire m e n t th a t  ide n tif ie s  specific  

in fo rm a tio n  needs, dep en d in g  on local c ircum stances. There  is 

ce rta in  in fo rm a tio n , however, th a t  should  a lw ays be considered:

•  In fo rm a tio n  a b o u t know n or suspected o ffenders:

•  In fo rm a tio n  o b ta in e d  fro m  sensitive or covert sources;

•  In fo rm a tio n  a b o u t serious o ffe n d in g , inc lud ing

- te r ro r is m

-  serious and o rgan ised  crim e

-  serious sexual and v io le n t o ffe n d in g

-  o ffences a g a in s t ch ild ren  and  vu lnerab le  adu lts

-  d om e s tic  v io lence  o ffences

-  series o ffe n d in g  linked to  pers is ten t and  p ro lific  o ffenders :

•  In fo rm a tio n  a b o u t th re a ts  to  life  o r o f  serious harm .

In fo rm a tio n  on these  critica l areas w ill com prise  fa c tu a l in fo rm a tio n  

such as de ta ils  o f  arrests, charges and s ta tem en ts , as well as de ta ils  

o f  suspected o ffe n d in g  or th e  m e th o d  em p loyed  to  c o m m it o ffences 

(m odus operand! or MO).

Further in fo rm a tio n  on th is  process can be fo un d  in A CP O  (2005) 
G uidance on the N ation al Intelligence Model.

In  d ischarg ing  respons ib ilities  fo r th e  m a n a g e m e n t o f  police  

in fo rm a tio n , ch ie f o ffice rs  should have regard to  th e ir  d u ty  to  p ro te c t 

th e  public, p a rticu la rly  those  m em bers  o f  soc ie ty  such as vu lnerab le  

a du lts  and  ch ild ren  w ho  are less ab le  th a n  o thers  to  p ro tec t 

them selves. This is re in fo rced  by th e  H um an R ights A c t 1998  (HRA), 

p a rticu la rly  A rtic le  2 ( r ig h t to  life) and  A rtic le  3 (p ro h ib itio n  o f 

to rtu re , in h um a n  or d eg rad ing  tre a tm e n t) . Case law  has stressed 

th e  responsib ilities o f th e  po lice  to  ensure th a t  these  righ ts  are 

sa feguarded. Forces should, the re fo re , should have specific  

a rran ge m en ts  in p lace to  m an a g e  in fo rm a tio n  re la tin g  to  
pub lic  p ro tec tio n .
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T he  M o P I  C ode  o f  P ra c t ice  acknow ledges th a t  th e re  are classes o f 

in fo rm a tio n  w h ich  ore critica l to  e ff ic ie n t p ub lic  p ro te c tio n  

a rrangem en ts , described os ‘ ce rta in  p ub lic  p ro te c tio n  m a tte rs ’ .

Such m a tte rs  ore o subset o f  pub lic  p ro te c tio n  genera lly  and  refer to  

o n ly  those  o ffende rs  w ho  pose th e  h ighes t possible risk o f  harm .

For th e  purpose o f th is  gu idance , ‘certain public protection 
m atters’ are d e fined  as:

•  In fo rm a tio n  re la ting  to  all o ffende rs  w ho  have ever been 

m an ag ed  under M u lti-A ge n cy  Public P ro tection  A rrangem en ts  

(MAPPA):

•  In fo rm a tio n  re la ting  to  ind iv idua ls  w ho  have been convicted, 

a cq u itte d , arrested, ques tioned , charged or im p lica te d  in re la tion  

to  m urder, a serious o ffe n ce  as specified  in th e  C rim ina l lu s tice  

A c t 200 3 , o r h is to rica l o ffences th a t  w ou ld  be charged as such if  

c o m m itte d  to da y :

•  P o ten tia lly  D angerous People -  those  w ho  have n o t been 

conv ic ted  o f, or ca u tio ne d  for, a n y  o ffe n ce  o f  a sexual o r v io le n t 

n a tu re  and  w ho  do n o t fa ll w ith in  a n y  o f th e  MAPPA categories. 

T he ir behaviour, however, gives reasonab le  g rounds fo r be liev ing  

th a t  th e re  is a real like lihood  o f th e m  c o m m itt in g  an o ffe nce  or 

o ffences likely to  cause serious harm . For fu rth e r in fo rm a tio n  see 

A C P O  (2007) G u id an ce  on  P ro te c t in g  th e  Pub lic: M a n a g in g  

S e xu a l O ffe nd e rs  a n d  V io le n t  O ffenders.

For fu rth e r in fo rm a tio n  on rev iew ing  and re ta in in g  in fo rm a tio n  

re la ted  to  ce rta in  pub lic  p ro te c tio n  m atte rs , see 7 Review, Retention 
and Disposal.

2..^ B i is lr ie s s  A r e a s  
f o r  M o ric ig lr ig  
l e f o r f r i o t i e r i

Police in fo rm a tio n  w ill be recorded in a n um be r o f loca tions, 

dep en d in g  on th e  specific  purpose fo r w h ich  it  has been co llected , fo r 

exam ple , records o f de ta inees w ill be held in a cus tody  system . I t  is 

im p o rta n t, however, th a t  a record sto red in one  business area can be 

linked to  a record in a n o th e r one.

There  are a n um be r o f business areas ho ld ing  po lice  in fo rm a tio n  th a t  

co n ta in  records th a t  are p a rticu la rly  s ig n ifica n t fo r po lic ing  purposes. 

These include:

•  C rim e Recording;

•  D om estic  V io lence:

•  Child Abuse In ve s tig a tio n ;

•  Public P rotection;
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•  M issing Persons;

•  Case and Custody:

•  In c id e n t Records;

•  F irearm s Licensing;

•  In te llige nce .

Business areas containing sensitive information:

•  PNC:

•  ViSOR:

•  PND.

These various business areas have d is tin c t c rite ria  fo r how  

in fo rm a tio n  is recorded on th em , such as th e  N a tio n a l C rim e 

Recording S tandard , b u t these s tandards shou ld  su pp o rt th e  

fu n d a m e n ta l p rinc ip le  th a t  in fo rm a tio n  held in any  business a rea  is 

capab le  o f be ing  read ily  linked w ith  in fo rm a tio n  held in a ny  o th e r 

po lice  business area.

The  previous subsections estab lished th e  need fo r in fo rm a tio n  to  be 

m an ag ed  co rp o ra te ly  and  fo r critica l in fo rm a tio n  to  be cap tu red  fo r a 

po lic ing  purpose.

In  o rder to  fa c ilita te  th is, th e  processes fo r m a n a g in g  police  

in fo rm a tio n  w ith in  each fo rce  should  firs t be d e fined  in a fo rce  

In fo rm a tio n  M a n a g e m e n t S tra tegy  (IM S ) and  fu rth e r deta ils  

co n ta ine d  in su pp o rting  po licy  o r p rocedure  d o cu m e n ta tio n . The 

M oP I Code o f  Practice requires an IM S  to  be deve loped  w ith in  each 

fo rce  and  m a in ta in e d  under th e  respons ib ility  o f  a ch ie f o ffice r.

T he  IM S  is a h igh-leve l d o cu m e n t w h ich  sets o u t th e  princ ip les 

a pp ly in g  to  in fo rm a tio n  m a n a g e m e n t w ith in  th e  force. The  s tra teg y  

w ill be ow ned  by ch ie f o ffice rs  and  ava ilab le  to  all s ta f f  to  review. I t  

should  also be m ade  ava ilab le  to  partners and th e  public.

T he  IM S  id e n tif ie s  th e  in fo rm a tio n  c o m m u n ity  w ith in  th e  fo rce  and 

de fines th e  processes fo r m a n a g in g  in fo rm a tio n  w ith in  th e  fo rce  and 

w ith  partners. I t  a llow s in fo rm a tio n  to  be e xp lo ited  w herever it  is 

needed w ith in  th e  force, and  de fines how  barriers can be overcom e.

T he  IM S  sets o u t th e  fo llo w in g :

•  W ho  is responsib le  fo r police  in fo rm a tio n  held w ith in  th e  force;

•  The  purposes fo r co llec ting  and h o ld ing  in fo rm a tio n ;

•  W h ich  business areas ho ld  in fo rm a tio n  w ith in  th e  force, and  th e  

s tandards th a t w ill a pp ly  w ith in  those  areas;

2^ NOT PROTECTIVELY MARKED ©ACPONPIA2010

MOD200008415



For Distribution to CPs

NOT PROTECTIVELY MARKED Guidance on the Management of Police Information, 2nd Ed 
2: The Process for Managing Police Information

' The  sa feguards app lied  to  police  in fo rm a tio n  held by th e  force;

' The  re la tio n sh ip  be tw een  police  in fo rm a tio n  held w ith in  

d if fe re n t business areas;

' W h ich  processes ensure th a t  police  in fo rm a tio n  is a u d ite d  fo r 

accuracy and relevance to  th e  po lic ing  purposes;

' W h a t con tro ls  are app lied  to  ensure th e  in te g r ity  and  security  o f 

po lice  in fo rm a tio n  held by th e  force;

' The  tra in in g  in p lace to  su pp o rt th e  m a n a g e m e n t o f  police  
in fo rm a tio n ;

' The  d ed ica ted  resources in p lace to  su pp o rt th e  de livery o f th e  

IM S  and th e ir  re la tio n sh ip  to  o th e r business areas;

' A rrangem en ts  fo r rece iv ing records and  m o n ito r in g  record 

keeping;

' H ow  th e  fo rce  com plies  w ith  n a tio n a l and local security  po licy  

and  standards.

The  processes invo lved in th e  m a n a g e m e n t o f  po lice  in fo rm a tio n  are 

varied  and  com plex. Subsequent sections o f  th is  g u ida nce  de fine  

specific  respons ib ilities  re la tin g  to  th e  co llec tion , record ing, 

eva lua tion , a c tio n in g , sharing , review, re te n tio n  and  d isposal o f 

police  in fo rm a tio n .

There  are a n um be r o f core responsib ilities w h ich  should  be in p lace 

ce n tra lly  in o rder to  su pp o rt e ffe c tive  in fo rm a tio n  m a n a g e m e n t. This 

subsection  de fines those  responsib ilities. T hey shou ld  n o t be seen as 

a d d it io n a l requ irem en ts  on forces to  those  required  by th e  N IM . 

These respons ib ilities  are co m p le m e n ta ry  to  those  o u tlin e d  in th e  

peop le  assets in A C P O  (2005) G u id a n ce  on  th e  N a t io n a l  

In te llig e n ce  M o d e l. Existing role p ro files m a y  be a d o p te d  to  inc lude 

th e  responsib ilities requ ired  fo r m a n a g in g  po lice  in fo rm a tio n .

T he  m os t su itab le  s ta ffin g  and  structu ra l a rran ge m en ts  w ill va ry  

be tw een  forces dep en d in g  on size, resources and o pe ra tion a l 

responsib ilities. The  core responsib ilities should  be c learly  o u tlin e d  in 

th e  IM S.

T he  ch ie f o ffic e r has overall respons ib ility  fo r a fo rc e ’s com p liance  

w ith  th e  M o P I  Code  o f  P ra c t ic e  and th e  im p le m e n ta tio n  o f  th is  

gu idance . T he  ch ie f o ffic e r owns th e  IM S  and  has respons ib ility  fo r 

ensuring  th a t  fo rce  polic ies and processes co m p ly  w ith  th is  gu idance .
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In  d ischarg ing  these  responsib ilities, ch ie f o ffice rs  m a y  w ish to  

ensure th a t  th e re  is a centra l overs igh t role fo r all in fo rm a tio n  held by 

th e  force. Such a role w ou ld  be accou n ta b le  to  th e  ch ie f o ffic e r fo r 

th e  everyday m a n a g e m e n t o f  police  in fo rm a tio n  w ith in  th e  force.

A  n um be r o f  forces have a lready  fo llow ed  good  p ractice  by 

a p p o in tin g  a ch ie f in fo rm a tio n  o ffic e r a t senior m a n a g e m e n t level to  

oversee in fo rm a tio n  m a n a g e m e n t w ith in  th e  o rg an isa tio n .

A longs ide  th e  requ irem en ts  o f  th e  M oP I Code o f  Practice, th e  D ata  

P ro tection  A c t 1998  places a legal o b lig a tio n  on th e  ch ie f o ffice r, as 

d a ta  contro lle r, to  co m p ly  w ith  th e  d a ta  p ro te c tio n  princip les, sub ject 

to  exem ptions , in re la tio n  to  all personal in fo rm a tio n  con tro lled  by 

th e  force.

All po lice  s ta f f  invo lved in th e  m a n a g e m e n t o f po lice  in fo rm a tio n  

have th e  fo llo w in g  responsib ilities;

•  A p p ly  th e  basic princ ip les o f e ffe c tive  in fo rm a tio n  m a n a g e m e n t 

as con ta ine d  w ith in  th e  M oPI Code o f  Practice and th is  

gu idance :

•  A p p ly  d a ta  q u a lity  p rinc ip les to  all po lice  in fo rm a tio n  as set o u t 

in ^  Recording of Police Information;
•  A p p ly  o pe ra ting  rules re levan t to  th e  business areas to  w h ich  

th e y  have access;

•  A p p ly  rules re la ting  to  in fo rm a tio n  security:

•  Ensure com p liance  w ith  all re levan t leg is la tion  inc lud ing  th e  

H um an  R ights A c t 1998, D a ta  P ro tection  A c t 1998  and Freedom  

o f In fo rm a tio n  A c t 2000 .
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This section explains why police information is 
collected, and how it is collected.

Key principles of this section are:

• Police information is collected for a policing purpose;

• Police information is collected in line with 
requirements defined by the NIM  process;

• Collection is the first stage in the management 
of police information;

• Information is collected in one of three ways -  
through routine collection, tasked information 
and volunteered information.
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3  J  W h y  P o l ic e  
I n f o r m a t i o n  I s  
C o iio c to c I

The collection and recording of police information is vital to 
effective policing.

T he  co llec tion  o f  police  in fo rm a tio n  is th e  s ta rt o f  th e  in fo rm a tio n  

m a n a g e m e n t process: the re fo re , w hen  in fo rm a tio n  is co llected  it is 

essentia l th a t  it  is processed accura te ly  and  cons is ten tly . This stage 

should  n o t be seen in iso la tion  as it a ffe c ts  all o th e r stages o f 

in fo rm a tio n  m a n a g e m e n t, fro m  how  th e  in fo rm a tio n  is recorded to  

how  long it w ill be re ta ined.

T he  princ ip les and  s tandards o f  po lice  in fo rm a tio n  m a n a g e m e n t 

should  a p p ly  fro m  th e  p o in t o f  co llec tion . A  fo rce  In fo rm a tio n  

M a n a g e m e n t S tra tegy  (IM S ) a llow s fo r in fo rm a tio n  requ irem en ts  

to  be set and, the re fo re , d e te rm ines  w h a t in fo rm a tio n  shou ld  be 

co llected . The  IM S  supports  th e  se tting  o f fo rce  and  BCU level 

in te lligence  requ irem en ts , as a d yn a m ic  process, in accordance 

w ith  N IM . These requ irem en ts  su pp o rt service de live ry  and 

d e te rm in e  business needs th ro u g h  id e n tif ie d  n a tio n a l and  fo rce /loca l 

po lic ing  plans.

Police in fo rm a tio n  is co llected , eva lua ted, ana lysed and risk assessed 

fo r a p p ro p ria te  a c tion . This includes e va lua tion  fo r its in te lligence  

va lue  as well as its be ing  used fo r business m a n a g e m e n t and 

s ta tis tica l analysis. The  co llec tion  and  subsequen t record ing  and 
e va lua tion  o f police  in fo rm a tio n  a llo w  areas o f risk to  po lic ing  

business to  be id e n tif ie d , p rio ritised  and  ac tioned .

T he  m eans o f co llec tion  o f in fo rm a tio n  is re levan t to  how  th e  

in fo rm a tio n  should  be processed. For exam ple , th e re  is a d is tin c tio n  

be tw een  in fo rm a tio n  th a t  is vo lun tee red , such as th e  d a ta  in a crim e 

report, and  th a t  w h ich  is g a th e re d  covertly, fo r exam ple , fro m  a 

covert h um an  in te lligence  source. In  som e c ircum stances th e  w a y  in 

w h ich  po lice  in fo rm a tio n  is co llected  m a y  lead to  specific  

requ irem en ts  as to  its record ing  and  use, fo r exam ple , in fo rm a tio n  

covered by th e  R egula tion  o f In v e s tig a to ry  Powers A c t 1998  (RIPA).

3 . J  M o w  P o l ic e  
I r i f o r m o t io r i  I s  
C o iia c to c i

Police in fo rm a tio n  is co llected  in a n um be r o f  ways. T he  focus on 

n e ig h bo u rh oo d  po lic ing  has seen an increase in th e  vo lum e  o f 

vo lun tee red  in fo rm a tio n  re la tin g  to  crim e  and  d isorder. The 

a d o p tio n  o f in te lligence -led  approaches to  po lic ing  has resu lted in 

an increase in in fo rm a tio n  g a th e rin g  th ro u g h  p rio ritised  tasking  

and  c o o rd in a tio n  processes.

Police in fo rm a tio n  is co llected  reactive ly  or p ro ac tive ly  th ro u g h  

ro u tin e  co llec tion , tasked in fo rm a tio n  or vo lun tee red  in fo rm a tio n .
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This is w here  in fo rm a tio n  is co iiected  as p a rt o f  rou tine  ope ra tion a i 

and  po iic ing  a c tiv ity .

M uch o f th is  in fo rm a tio n  is o n iy  re ievan t fo r th e  specific  po iic ing  

purpose fo r w h ich  it  w as co iiected . Som e in fo rm a tio n  co iiected  as 

p a rt o f ro u tin e  business w iii, however, prove to  be re ievan t to  an 

e n tire iy  d if fe re n t po iic ing  purpose.

Aii po iic ing  ac tiv it ie s  gene ra te  poiice  in fo rm a tio n , fo r exam pie ;

•  R esponding to  inc idents:

•  Arrests:

•  Targeted patro i:

•  S top and  account:

•  S top and  search:

•  C ountering  a n ti-so d a i behaviour:

•  F irearm s iicensing:

•  T ra ffic  stops:

•  C rim ina i investiga tions:

•  Pubiic inquiries:

•  CCTV:

•  A u to m a tic  N um be r Piate R ecogn ition  (ANPR):

•  R eg istra tion o f sex o ffenders.

S tandards fo r record ing  poiice  in fo rm a tio n  are covered in 

k  Recording Police Information.

Tasked in fo rm a tio n  is in fo rm a tio n  w h ich  has been de iibe ra te iy  

so u g h t o u t and co iiected  fo r a specific  purpose. I t  refers to  p rio ritised  

co iiec tion  on p rob iem s and ta rg e ts  id e n tif ie d  w ith in  in te iiigence  

requ irem en ts  th ro u g h  th e  N IM  task ing  and  co -o rd in a tio n  process. A 

task ing  can be a t a n a tio n a i, reg iona i, force, BCU or n e igh bo u rh oo d  

ievei and  can be e ith e r short o r iong te rm .

Tasking m a y  be th e  consequence o f a iong -s tand ing  in te iiigence  

re q u ire m e n t o r as a resu it o f  a specific, short-te rm , o pe ra tio n a i need. 
Th is w iii depend  on w h e th e r th e  in fo rm a tio n  is in re ia tio n  to  a 

specific  issue, fo r exam pie , w here  in fo rm a tio n  is needed to  id e n tify  

th e  car a nam ed  suspect is using, o r w h e th e r it  is a generai 

requ irem en t, fo r exam pie , w here  in fo rm a tio n  is needed on th e  supp iy 

o f  Qass A  drugs in a specific  area. Tasked in fo rm a tio n  m a y  aiso arise 

fro m  co iiec ting  in fo rm a tio n  du ring  m a jo r  crim e  inves tiga tions . This 

w iii usua iiy be on a sho rt-te rm  basis and fo r a specific  reason in 

re ia tio n  to  an in ve s tiga tion , fo r exam pie , house-to -house  enquiries.
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Tasking in fo rm a tio n  con take  p ioce os p o rt o f  th e  n o rm o i b rie fin g  

process or a d a iiy  b rie fin g  o f p a tro i o ffice rs , o r i t  cou id  fo rm  a 

b rie fin g  as p a rt o f  a p ianned  o p e ra tio n  using specia iised resources 

such as su rve iiiance  te a m s  or ANPR. The  in fo rm a tio n  co iiec ted  fro m  

a task ing  w iii usua iiy  be repo rted  by a tte n d in g  a d e b rie f and 
ve rb a iiy  in fo rm in g  th e  supervisor, a n d /o r  co m p ie tin g  a 5x5x5 

In fo rm a tio n /In te ii ig e n c e  Report. Once th e  in fo rm a tio n  has been 

d isse m in a ted  a t a d eb rie fing , it  w iii be recorded in th e  m o s t 
a p p ro p r ia te  fo rm a t. For m ore  in fo rm a tio n  seeA C P O  (2006) 
G uidance on the N atio n al Briefing Model.

Tasked in fo rm a tio n  usua iiy derives from :

•  In te iiig e n ce  co iiec tion  pians;

•  Proactive po iic ing  a c tiv ity , fo r exam pie , surveiiiance:
•  Tasking o f CCTV and  ANPR systems;

•  Tasking o f covert h um an  in te iiigence  sources (CFilS);

•  Search ing o f in te rna i and  externa i databases in response to  a 

specific  task ing , eg, te ie p h o n e  b iiiing  d a ta  fo r a m a jo r crim e 

inqu iry .

V o iun teered  in fo rm a tio n  refers to  a n y  in fo rm a tio n  th a t  is received 

w h ich  m a y  n o t have been co iiected  as a resu it o f  be ing  tasked or 

ro u tin e iy  co iiected . This ty p e  o f in fo rm a tio n  is usua iiy  co iiected  from  

th e  generai pub iic, c o m m u n ity  con tac ts  and  partners.

V o iun teered  in fo rm a tio n  m a y  n o t necessariiy re ia te  to  a specific  

task ing  or in te iiigence  requ irem en t. I t  is usua iiy received because 

peop ie  w a n t so m e th in g  done  w ith  th e  in fo rm a tio n , fo r exam pie , i f  a 

m em be r o f  th e  pub iic  caiis w ith  in fo rm a tio n  a b o u t a f ig h t occurring  

ou ts ide  a pub.

V o iun teered  in fo rm a tio n  can aiso refer to  in fo rm a tio n  w h ich  has 

been asked fo r by th e  poiice. For exam pie , fo iio w in g  a poiice  appea i 

fo r in fo rm a tio n  on a Ford T ransit van used in an a rm ed  robbery, a 

m em be r o f  th e  pub iic  m a y  rep o rt a s igh ting  o f th e  vehicie.

C o m m u n ity  in te iiigence  can aiso be regarded  as vo iun teered  

in fo rm a tio n . Locai in fo rm a tio n  fro m  a c o m m u n ity  is received and, 

w hen  assessed, can p rov ide  in te iiig en ce  on issues w h ich  a ffe c t 

ne ighbou rhoods.
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This vo lu n ta ry  m e th o d  o f co llec ting  in fo rm a tio n  can be received in 

a n y  fo rm a t a t any  tim e . I t  w ill include:

•  A n y  pub lic  c o n ta c t th ro u g h  co m m a n d  and  co n tro l o r crim e 

systems:

•  V o lun ta ry  o rgan isa tions , fo r exam ple , N e ig hb ou rh o od  W atch;

•  A n on ym ou s  in fo rm a tio n , fo r exam ple , C rim estoppers or th e  a n t i­

te rro rism  ho tline :

•  Partner agencies, fo r  exam ple , social services fo r a child  

p ro te c tio n  m a tte r.

For fu rth e r de ta ils  on in fo rm a tio n  sources, seeA CPO  (2005) 
G uidance on the N ation al Intelligence Model.

S>S 3J.1
•  Ensure th a t  c lear in te lligence  requ irem en ts  have been set;

•  Ensure th a t  th e  co n tro l s tra teg y  drives th e  in te lligence  

requ irem en t:

•  Ensure s ta ff  are m ade  aw are  o f w h a t th e  in te lligence  

requ irem en ts  are.

3.3.3 SypstTvisoKS
•  Provide b rie fings  and  taskings to  s ta f f  dep loyed  on in fo rm a tio n  

co llec tion :

•  Provide th e  o p p o r tu n ity  fo r d eb rie fing  opera tions.

Ensure th a t  th e y  are aw are  o f th e  cu rren t in te lligence  

requ irem ents :

Ensure th a t  in fo rm a tio n  is co llected  fo r a po lic ing  purpose.
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This section gives guidance on how and where police 
information should be recorded for a policing purpose. 
It  also outlines how the method of recording police 
information can facilitate subsequent searching and 
linking to other information.

Key principles of this section are:

• Police information is recorded fora policing purpose;

• Police information must be recorded correctly 
first time;

• Recorded police information should be searchable 
and retrievable;

• Police information may be recorded in different 
business areas depending on its purpose;

• Person records allow for police information held 
in different business areas to be interlinked.
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4  J  W h y  i e c o r c l i r ig  
I n f o r m a t i o n  I s  
I m p n r tc i r i t

Recording police  in fo rm a tio n  a llow s it to  becom e a co rpora te  

resource by trans fe rring  th e  in fo rm a tio n  fro m  an ind iv idua l to  th e  

o rg a n isa tio n a l m em ory.

T he  w a y  in w h ich  police  in fo rm a tio n  is recorded a llow s fo r it  to  be 

eva lua ted  and  ac tioned . The  b ene fits  o f  record ing  po lice  in fo rm a tio n  

in accordance  w ith  n a tio n a l s tandards include:

•  Ensuring th a t  all po lice  in fo rm a tio n  is held in accordance  w ith  

th e  law;

•  The  a b ility  fo r th e  in fo rm a tio n  to  su pp o rt decis ion m aking  

th ro u g h  N IM ;

•  P rovid ing an a u d ita b le  dec is ion -m ak ing  process:

•  The  a b ility  to  eva lua te , risk assess and co rrob o ra te  o th e r re la ted  

in fo rm a tio n :

•  The  a b ility  to  share in fo rm a tio n  w ith in  th e  Police Service, o th e r 

agencies and  th e  public.

Failure to  record in fo rm a tio n  co rrec tly  can p reven t forces fro m  

be ing  ab le  to  a d e q u a te ly  m an ag e  risk to  th e  public, crea te  a 

p o te n tia l m isuse o f resources and so fa il to  m e e t n a tio n a l and local 

po lic ing  objectives.

k 2 .  P r in c ip le s  o f  
l lo c o rd ir ig

There  are a n um be r o f key p rinc ip les w h ich  a p p ly  to  th e  record ing  o f 

police  in fo rm a tio n  regardless o f its fo rm a t and business a rea w here  it 

is held. The  person record ing  th e  in fo rm a tio n  m us t ensure th a t  th e y  

have regard  to  these  princip les.

•  A  record m us t have been c rea ted  fo r a po lic ing  purpose.

•  A ll records m us t co m p ly  w ith  th e  d a ta  q u a lity  princ ip les set o u t in 
^.3 Data Quality Principles.

•  A  record o f police  in fo rm a tio n  is th e  s ta rt o f  an a u d it tra il and 

m us t id e n tify  w ho  com p le te d  th e  record, w hen  it  was com p le ted  

and  fo r w h a t purpose.

•  Before record ing  in fo rm a tio n , checks should  be m ade  in o th e r 

business areas to  see w h e th e r th is  in fo rm a tio n  is a lready  held: 

th is  w ill help to  avoid  unnecessary dup lica tion .

•  I f  in fo rm a tio n  is recorded on an ind iv idua l w ho  is th e  sub ject o f 

an ex is ting  record, th e n  th e  record should  re fle c t th is.

•  I f  it  becom es a p p a re n t th a t  th e  in fo rm a tio n  be ing  recorded is 

connected  to  o th e r in fo rm a tio n  th e n  it m us t be a p p ro p ria te ly  

linked.
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' Police in fo rm a tio n  m us t be recorded as soon as p rac ticab le  in 

accordance  w ith  th e  s tandards re la ting  to  th e  business a rea in 
w h ich  th e  in fo rm a tio n  is held.

' W hen  record ing  police  in fo rm a tio n , cons ide ra tion  should be 

g iven to  th e  a p p lica tio n  o f  th e  a p p ro p ria te  G overnm ent 

Protective M ark ing  Schem e (GPMS) m ark ing .

' W here  a p p ro p ria te , th e  source o f th e  in fo rm a tio n  shou ld  be 

recorded to  ensure accuracy and  to  assist in requests fo r  fu rth e r 

in fo rm a tio n .

Dcitci < 3 y a iity D ata  q u a lity  is fu n d a m e n ta l to  successful in fo rm a tio n  m a n a g e m e n t. 

I t  is essentia l th a t  all in fo rm a tio n  is recorded p rope rly  a t th e  ou tse t. 

Failure to  do  so w ill lead to  fu rth e r w ork and  an increased like lihood 

o f m issing a v ita l link. F ligh -qua lity  in fo rm a tio n  helps to  ensure th a t 

a p p ro p ria te  a c tion  is taken, m eans th a t  in fo rm a tio n  can be shared 

w here  possible, and  th a t  it  can be re ta ined , reviewed and d isposed o f 

app ro p ria te ly .

All po lice  in fo rm a tio n  m us t con fo rm  to  th e  fo llo w in g  d a ta  q u a lity  

princip les:

• Accurate -  care m us t be taken  w hen  record ing  in fo rm a tio n  and, 

w here  a p p ro p ria te , th e  source o f th e  in fo rm a tio n  m us t also be 

recorded. I f  th e re  is a n y  d o u b t over th e  a u th e n tic ity  o f  th e  

in fo rm a tio n , c la r ifica tio n  m us t be so u g h t fro m  th e  source. 

In accu ra te  in fo rm a tio n  m us t be corrected  as soon as possible. In  

ensuring  accuracy it  is im p o rta n t n o t to  de le te  h is to ric  

in fo rm a tio n  th a t  m a y  be s ig n ifica n t (such as de ta ils  o f  previous 

addresses).

• Adequate -  recorded in fo rm a tio n  m us t be accura te  and 

su ffic ie n t fo r th e  po lic ing  purpose fo r w h ich  it  is processed. The 

n a tu re  o f  th e  even t w ill d e te rm in e  th e  in fo rm a tio n  th a t  is 

re levant. A ll recorded in fo rm a tio n  m us t be easily unders tood  by 

others.

• Relevant -  in fo rm a tio n  recorded m us t be re levan t to  th e  

po lic ing  purpose. O p in ions need to  be c learly  d is tingu ished  fro m  

fact.

• Timely -  in fo rm a tio n  m us t be p ro m p tly  recorded in to  th e  

re levan t business a rea in accordance  w ith  th e  agreed tim escales.
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How Polico 
Iriforrriotiori Is 
llocorcteci

Police information can be recorded in different formats and held in 
different business areas according to the purpose for which the 
information has been recorded. Police business requires information 
to be linked within forces and across force boundaries.

The IMS should specify where information is recorded. It is a 
requirement of the Data Protection Act 1998 that business areas 
that contain personal data are registered with the Information 
Commissioner. For further information se e A C P O  (2009) M a n u a l o f  

G u id a n ce  on  D a ta  P ro tec tion .

Forces use the National Crime Recording Standard (NCRS) to record 
crime. The NCRS promotes consistency between police forces in 
recording crime and a victim-orientated approach to crime recording. 
This standard has three basic principles:

• All reports of incidents will result in the registration of an incident 
report by the police (whether from victims, witnesses or third 
parties and whether crime related or not):

• An incident will be recorded as a crime (notifiable offence) if, on 
the balance of probability,
i) the circumstances as reported amount to a crime defined by 

law, and
ii) there is no credible evidence to the contrary;

• Once recorded, a crime will remain recorded unless there is 
additional verifiable information to disprove it.

Crime reports will record details which include:

• Name;
• Time, day, date of incident:
• Time, day, date of recording;
• How the crime was reported:
• Who reported the crime and the method:
• Location;
• Modus Operand! (MO) - it is particularly important that this field 

is as complete as possible because it will often form the basis for the 
identification of suspects.

For further guidance see H om e  O ff ic e  (2009) C ou n tin g  Ru les  

fo r  R eco rded  C rim e  at
http://www.homeoffice.gov.uk/rds/countrules.html
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In some instances there may be some recorded crimes which will 
be classified as a ‘no crime’, according to specific criteria. For further 
information see H om e  O ff ic e  (2009) C ou n tin g  R u le s  fo r  

R eco rd ed  C rim e  Section C at 
http://www.homeoffice.gov.uk/rds/countrules.html

Information in cases of domestic abuse must be recorded in 
compliance with the NCRS. It is essential that the crime record 
clearly identifies the domestic abuse and includes information 
such as the location and identity of the person making the report, 
whether the parties are injured, description of the suspect, and 
identity of the parties involved including the victim and children. For 
further information seeACPO (2008) G u id an ce  on  In v e s t ig a t in g  

D o m e s t ic  Abuse .

There are a number of systems which contain information on child 
abuse investigation matters; some of these are paper based. Most 
systems will record information relating to referrals made to the 
police and social services. Information recorded should include, for 
example, names, allegation details and dates, details of suspects, 
other family members and significant people, and the initial decision 
made at the time of the report. As many child abuse records are 
categorised under the victim’s details, it is particularly important that 
the details of suspects or offenders are clearly identified within the 
record to enable cross-referencing.

For further information see.ACPO (2009) G u idance  on  In ves tiga tin g  

C h ild  A b u se  a n d  Sa fegu a rd in g  Children, Second Edition.

In this guidance, public protection refers to details of offenders who 
have been convicted of serious sexual or violent offences and who 
are the subject of extended supervision or registration arrangements. 
Public protection also includes potentially dangerous persons who 
may not have been convicted of serious offences but whose 
behaviour causes significant concern about their risk of serious 
offending in the future. See 2.3 Critical Information Areas.
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The Violent Offender and Sex Offender Register (ViSOR) is a national 
system for managing violent and sex offenders. It is operated by the 
Police Service in conjunction with the National Offender 
Management Service. ViSOR allows information and intelligence 
regarding violent and dangerous offenders to be exchanged, and 
records information such as names, arrests, appearance, MO, pets 
and up-to-date images.

Public protection records generally contain sensitive information 
relating to victims of serious sexual or physical assault; details of the 
source of information in respect of the offence or incident under 
investigation; details of anyjoint agency investigation and, where 
relevant, information relating to the offender.

It is essential that this information is recorded accurately and is 
searchable against other business areas in order to ensure 
consistency of information. For further information refer to ACPO 
(2007) G u id an ce  on  P ro te c t in g  th e  Pub lic: M a n a g in g  S exu a l 

O ffe n d e rs  a n d  V io le n t  O ffenders.

Information on missing persons should be recorded on a National 
Reporting Form - Missing Person Investigation. This is a nationally 
recognised form which has been adopted by forces, either in a paper 
format, or by using IT systems which comply with the information 
recording requirements of the form. Information to be recorded on 
this form includes missing status details of the missing person, 
informant details and circumstances leading to their disappearance. 
For further information se e A C P O  (2010) G u id an ce  on  the  

M a n a g e m e n t  R e co rd in g  a n d  In v e s t ig a t io n  o f  M is s in g  Persons, 

Second Edition.

A custody system allows for the management of processes 
involved in the detention of individuals in a police custody suite. 
Information on these systems includes prisoners’ personal details 
and arrest details.

A case system manages all aspects of case file preparation following 
the decision to instigate proceedings. This includes the management 
of defendants and witnesses.
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There are a number of different cose and custody systems within 
the Police Service, for example, the National Strategy for Police 
Information Systems (NSPIS) case and custody. These systems 
are designed to interface with Crown Prosecution Service systems 
and enable communication across all agencies in the criminal 
justice system.

Information recorded on these systems should meet the standards 
for them alongside the general data quality principles os outlined in 
^.3 Data Quality Principles.

The Notional Standard for Incident Recording (NSIR) ensures that oil 
appropriate incidents, whether crime or non-crime, ore recorded by 
the police in a consistent and accurate manner. This allows the 
resulting information to be used at local and notional levels to meet 
the management and performance information needs of oil 
stakeholders. An incident report is defined as any communication, by 
whatever means, from any person, about o matter that comes to 
police attention and which is required by the NSIR to be recorded. 
When recording information on an incident record, there are a 
number of minimum data standards to be complied with:

• Time and date when the report was received:
• Method of reporting;
• Time and date when the report was recorded:
• An incident Unique Reference Number (URN);
• Details of the person making the report (name, address and 
telephone number);

• Sufficient information to describe the location and nature of 
the report.

For further guidance see Home Office (current) Counting Rules at 
http://www.homeoffice.gov.uk/rds/countrules.html

The National Firearms Licence Management System (NFLMS) holds 
information about legally held firearms. Information recorded on 
NFLMS includes:

• Data on persons holding a shotgun - name, address, date of 
birth, certificate number, conditions of licence, serial numbers:

• Section 1 firearm - the same details as above and also 
ammunition;
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' Registered dealers - name, address, licence information and 
what explosives con be held, this information is linked to 
the PNC;

' Revocations and refusals.

An intelligence business area is the central information area for 
recording and evaluating police information that has on intelligence 
value. This business area usually contains a central index of the 
names of people who ore of interest to the police. Information 
recorded in this business area is influenced by the intelligence 
requirements identified by forces.

Information for on intelligence purpose is recorded on the 5x5x5 
Informotion/Intelligence report. The 5x5x5 is a tool which allows the 
Police Service to manage information which has risk attached to it. It 
is the standard format for managing the evaluation, source and the 
provenance of the information, and the manner in which it should be 
handled and disseminated. The use of o 5x5x5 provides on audit trail 
which is integral to the NIM process. It ensures consistency between 
forces and enables forces to shore intelligence more easily. The 
majority of information in an intelligence business area should be 
recorded using the 5x5x5.

Some information that may be considered for intelligence purposes, 
however, will have been recorded in other business areas, eg, crime 
reports, custody records. In some circumstances there may be an 
automatic link between these areas; in other circumstances it may be 
necessary to manually update the intelligence business area by 
submission of o 5x5x5.

There should be the capability to link records held in the intelligence 
business area. Forces should hove the ability to link information 
across business areas in terms of people, objects, location and events. 
By placing a marker against information which con be linked, it 
highlights that there is other information known and so allows for the 
appropriate action to be taken, for example, where an individual is 
the subject of o number of crime reports with a similar MO.

For further information see Appendix 2.
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The Police National Computer (PNC) contains significant police 
information recorded in compliance with national standards. A PNC 
record is created for persons who:

• Are the subject of Judicial process for recordable offences, 
including information about their current status;

• Have previous convictions for recordable offences, including 
reprimands, warnings and cautions;

• Are currently disqualified from driving;
• Are wanted by the police:
• Have been arrested and fingerprints or DNA samples have 

been taken;
• Are missing or have otherwise come to notice;
• Have a firearms marker.

The PNC also contains links to the Driver and Vehicle Licensing 
Agency (DVLA) driving licence database. The vehicles application 
contains details of over 50 million vehicles including all vehicles 
registered in the British mainland, foreign vehicles that have been 
reported stolen in the UK and other vehicles of particular interest to 
the police. The PNC also contains details of certain categories of 
objects known as property, including specific items of contractors’ 
plant, vehicle attachments such as trailers, engines, containers and 
sidecars, marine craft, animals and firearms.

Information recorded onto the PNC should adhere to the PNC Code 
o f  Practice 2005 and PITO (2005) PNC User M anua l Volumes 1 
and 2.

Categorising records allows information to be arranged so that a 
force knows what information is held where. It also helps to identify 
the information that is needed in support of the force information 
management strategy and intelligence requirements.
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Records can be categorised in terms of people, objects, locations and 
events (POLE). This guidance concentrates on person records as 
these are of greatest importance and present most risk for offenders, 
victims and sources. This approach also acknowledges the legal 
requirement to process personal information appropriately. Further 
development of the standards for records of objects, locations and 
events is being taken forward within the IMPACT programme.

For the purpose of this guidance, the creation of a person record will 
contain, as a minimum, one of the following:

• Forename;
• Family name;
• Partial name;
• Nickname;
• Alias.

A description without a name attached will not lead to the creation 
of a person record. Other desirable basic fields to include on a person 
record are:

• Age (date of birth);
• Sex;
• Colour/Ethnicity:
• Fleight.

In order to create a person record, every effort should be made to 
establish a person’s identity. The greater the detail, the greater the 
likelihood the record will be unique. This should, however, be 
proportionate to the reason for recording the information, for 
example, more information would be needed to identify a murder 
suspect compared with a witness to a shoplifting.

Establishing a unique reference number (URN) which can be linked to 
a person record is a desirable factor in the organisation of 
information. Having a URN for records held within the IMPACT 
business areas allows for the all the information known on a person 
across the different business areas to be linked. Although this may 
not be possible in every force at present, the initiation of this 
referencing will allow for information to be managed more effectively 
both at force and national level.
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PNC is a source which can help confirm a person’s identity. Checks 
should be made on the PNC to establish whether a person is already 
known to the Police Service. PNC name checks alone should not be 
the only method of verification and cannot be relied on solely for 
correct identification. Biometric data, such as fingerprints, DNA or 
recorded marks and scars, should be used to confirm a person’s 
identity where possible. If a PNC record can be accurately linked to a 
person record, then a cross-reference should be made on the person 
record to the PNC ID.

The delivery of the IMPACT Police National Database (PND) will 
provide a capability to search people records nationally. For further 
information on the IMPACT programme, see 
http://www.npiaextranet.pnn.police.uk/microsite/impact/ 
index.html

' Ensure data quality is treated as a priority:
' Ensure there is the ability to link and cross-reference information 
across the different business areas;

' Ensure that staff responsible for recording police information are 
trained in accordance with the National Training and Delivery 
Strategy.

Perform a regular dip sample of records to ensure that they 
comply with data quality and recording principles:
Ensure staff are recording information in the appropriate format: 
Provide feedback to staff on record creation.

All staff are responsible for recording information for a policing 
purpose. Staff should:

• Record information in the appropriate format;
• Record information in compliance with the recording and data 
quality principles:

• Make all necessary efforts to ensure person records are unique.
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R eco rd in g  P o lic e  In fo rm a t io n

• Ensure information is recorded for a policing purpose;
• Ensure information is recorded in the appropriate format for 

the business area in which it is held;
• Ensure information is recorded according to the data quality 

principles -  accurate, adequate, relevant and timely;
• Ensure checks are made to avoid creating duplicate records;
• Ensure links are made to existing records;
• Ensure correct GPMS marking.
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This section describes the process for evaluating and 
actioning police information.

Key principles of this section are:

• Information will be evaluated and risk assessed 
for its accuracy, value and sensitivity;

• Evaluation allows for action to be determined 
and priorities to be identified;

• Evaluation allows for the identification of links 
with other police information recorded elsewhere.

• Evaluation enables the quality assurance of 
police information;

• Information recorded through the 5x5x5 
process will undergo evaluation by the relevant 
intelligence unit;

• Evaluation should be proportionate to the nature 
of the information.
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5..1 Why E¥cilycite 
Policy loformotioo?

Police information will undergo a form of evaluation appropriate to 
the policing purpose for which the information was collected and 
recorded. All police information is evaluated to determine its 
provenance, accuracy, continuing relevance to a policing purpose 
and what action, if any, should be taken. Provenance is the ability to 
determine the reliability and credibility of the source, and the value 
of the content of the information.

The evaluation process determines the type of action that should be 
taken on the information. Action may include an immediate 
response, further development of the information, whether to share 
the information with others or deciding not to do anything with the 
information at that time, subject to review.

Evaluation involves searching and making connections with other 
records. This may require staff to search the different business areas.

Evaluation should be proportionate to the nature of the information. 
Eor example, an incident record will be evaluated quickly to 
determine the urgency of response required. A crime in action would 
normally require a faster response than an abandoned vehicle report. 
A series of reports relating to similar events or situations might, 
however, require a more in-depth analysis to see if they represent a 
pattern. Eor example, a series of reports of fires being started at 
particular locations might warrant details being entered onto an 
Information/Intelligence Report.

S .2  Principiys of 
Eociiyytinci Policy 
Iriformotioo

When evaluating any police information, the following principles 
apply regardless of the business area where the information is held:

• The provenance, accuracy and reliability of the information 
should be established;

• Provenance will include assessment of the reliability of the 
source, risk to the source and subject, risk to the storage and use 
of the information;

• A risk assessment will apply where appropriate;
• A decision will be made whether to sanitise the police 

information where the source or content is sensitive;
• Identify links between different records;
• Information will be assessed for its intelligence value;
• A priority assessment can be applied.
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53 Hciw Police 
Iriformoticiri Is 
Eeoiycitecl

Police information is evaluated in accordance with the format in 
which it was recorded and the business area where it is held. 
Alongside the general principles in 5.2 Principles of Evaluating 
Police Information, specific evaluation criteria apply to the 
following business areas.

Most forces will have a central crime reporting capability and local 
crime management units. Local force policies will determine the 
processes by which reports of crime are assessed and evaluated. It is 
also important to ensure that there are processes to ascertain the 
accuracy of the report, and that records of these processes are 
maintained.

All forces are required to comply with the NCRS as outlined in 
i iA A  Crime Recording. Crime reports are a key business 
management information source. Crime records and their standards 
are primarily concerned with investigating and recording crime rather 
than evaluating the information contained in them. It is essential 
that all crime records are created in compliance with the NCRS and 
are available to aid further development and become a source of 
information.

By evaluating crime reports, information can be identified which may 
have an intelligence value. Crime reports have personal details of 
victims and witnesses and, if known, offenders. Details of crime 
location, offending methods (MO) and times of offences are also 
recorded. This evaluation may occur automatically but, in other 
circumstances, the information may need to be recorded onto a 
5x5x5 for input into the intelligence business area.

S J .2  D om estic

Domestic abuse records (like crime reports) contain details of victims, 
witnesses and suspects/offenders. Due to the sensitivity and high-risk 
nature of the information, it is particularly important that records are 
properly evaluated to ensure appropriate responses. Key risk factors 
may include:

• History of previous incidents:
• Potential risk to children;
• Dynamic factors, for example, dispute over custody of children.

For further information se e A C P O  (2008) Guidance on 
Investigating Domestic Abuse.
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Records of child abuse investigations are particularly sensitive 
because of the age of the victim and the seriousness of the 
offending. The vulnerability of a child as a potential witness may also 
mean that it may be considered not to be in their best interests to 
proceed to prosecution. In all cases the information must be linked to 
the suspect to identify patterns of repeat offending. Evaluation 
should ensure that details of suspected or known offenders are 
captured along with details of their MO. For example, abuse of trust 
or any evidence of grooming.

For further information se eA C PO  (2009) G u id an ce  on  In ves tig a tin g  

C h ild  A b u se  a n d  Sa fegu a rd in g  Children, Second Edition.

S 3 A  Fri&tsfcticm

Public protection information is sensitive and high risk and, therefore, 
requires rigorous evaluation and risk assessment. Finking information 
about public protection to the intelligence system will achieve this. In 
most forces public protection records are already recorded using the 
5x5x5 reporting system. Where this is not yet the case, there should 
be a marker on the intelligence system to indicate the existence of a 
public protection record.

All information relating to threats to public safety should be recorded 
on a 5x5x5 because of the risk to the source and the public.

See Public Protection for the definition of public protection, as 
it relates to this guidance.

Records created in this business area generally focus on the details 
and circumstances of the missing person. It is particularly important, 
therefore, that the subsequent evaluation process identifies and 
records any relevant links to any other business areas.

For further guidance se e A C P O  (2010) G u id a n ce  on  the  

M a n a g e m e n t  R e co rd in g  a n d  In v e s t ig a t io n  o f  M is s in g  Persons, 

Second Edition.
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The details of people in police custody are an important source of 
information that may have an intelligence value. It is essential that 
the personal details of oil detainees ore verified to ensure the 
accuracy of the person record. Any details held on the custody 
record, for example, visitor details, contact telephone numbers or 
unique characteristics of the detainee should also be considered in 
relation to its possible intelligence value. This evaluation may occur 
automatically but, in other circumstances, the information may 
need to be recorded onto a 5x5x5 for input into the intelligence 
business area.

An incident report is usually the first record relating to a particular 
crime or incident. Once the report is recorded, it should be considered 
and evaluated for its intelligence value. Forces should comply with 
the NSIR when recording incidents.

Calls from the public for assistance or reports of incidents are initially 
managed through force or BCU command and control systems.
Such reports are evaluated for their accuracy before being assessed 
for the level of policing response necessary. Incident reports are also 
managed through a priority assessment process, identifying the 
urgency of the response required. For further information on the 
standards which apply, see
http://www.homeoffice.gov.uk/rds/countrules.html

Many forces have adopted an immediate incident research capability 
or bureau (IRB). The IRB is responsible for conducting immediate 
research on the details of Incident reports relating to high-risk issues, 
by examining all other business area records relevant to the report. 
The IRB ensures that all officers attending incidents ore informed of 
any risks they ore likely to face on attending the location or dealing 
with the subject of the report.

Information contained in the NFLMS will be subject to the principles 
of evaluation in 5.2 Principles of Evaluating Police Information.
The information held within this business area may link to records 
held in other business areas and could provide potential intelligence, 
for example, the reasons for a firearms licence revocation.
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The 5x5x5 is part of the evaluation process and is central to 
managing the risk attached to that record. The 5x5x5 establishes the 
provenance of the information and the reliability of the source which, 
in turn, influences how the information should be handled and 
disseminated. This process is fundamental to:

• Evaluating individual intelligence records:
• Action management;
• The ultimate integrity of the intelligence business area os the key 

location for information about known or suspected criminals.

The evaluation role is usually performed by the intelligence unit. It is 
good practice for the process of recording and evaluating intelligence 
records to be undertaken in two stages: where one person is 
responsible for recording the information on a 5x5x5, and the other 
is responsible for the quality assurance and evaluation role.

The evaluation of intelligence records against information held in 
other business areas provides further quality assurance for action 
management. This evaluation process is integral to NIM; see 
A C P O  (2005) G u id an ce  on  th e  N a t io n a l In te llig e n ce  M od e l.

For further information on the 5x5x5 evaluation process, see 
Appendix 2.

The evaluation of information enables priorities to be identified and 
the appropriate action to be taken. An action management process is 
the means of identifying whether on immediate response is needed, 
for example, o threat to life or significant risk to the public.

Actioning any police information results in one of the following 
responses:

• Initiating o response - this could include on immediate 
operational response to the information, o decision to shore the 
record with other partners, or o referral to the tasking and co­
ordination group. If the information is likely to lead to on 
investigation, the principles of oil investigations ore outlined in 
A C P O  (2005) P ra c tice  A d v ic e  on  Core In ves t ig a t iv e  D octrine .

• Generating further research and development - this could 
include the development of intelligence products.
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• Making a decision not to do anything; but to review the 
information at a future date.

• Deciding to take no action.

The process of decision making is set out in NIM. This describes the 
deveiopment of inteiiigence products, the tasking and co-ordination 
process, and the aiiocation of resources.

For further guidance on the decision-making process, see 
A C P O  (2005) G u id an ce  on  th e  N a t io n a l In te llig e n ce  M od e l.

• Ensure that the inteiiigence business area is robust, reiiabie and 
reievant;

• Foiiow the principies of NIM;
• Ensure that the staff responsibie for evaiuating poiice 

information are trained in accordance with the Nationai Training 
and Deiivery Strategy.

5.5.2
• Oversee the quaiity assurance process for accuracy, adequacy, 

reievancy and timeiiness;
• Perform o reguior dip sompie of records created in their business 
area to ensure the 5x5x5 is being used where necessary;

• Ensure the proper compietion of the 5x5x5 in iine with this 
guidance.

' Quaiity assure the recording of the 5x5x5 and ensure the iinking 
of information where reievant;

' Identify opportunities for anaiysis of series or iinked events;
' Appiy provenance to the information recorded;
' Appiy reievant priority assessment if appropriate;
' Disseminate information where appropriate.
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This section provides guidance on the information 
sharing process and emphasises the importance of 
sharing police information with others.

Key principles of this section are that:

• Policing requires information to be shared within 
the Police Service, with partner agencies and 
the public.

• Police forces should actively seek to share 
non-personal information. Personal information 
should also be shared but is subject to certain 
safeguards which all police staff should
be aware of.

• Establishing a policing purpose and a legal 
gateway is the basis for sharing police information.

• Information sharing agreements between the 
police and partner agencies should be used to 
ensure consistent and proportionate sharing.
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6..1 Why There Is- e 
hleeci To Shore 
Police Inforoicitren

Information sharing refers to the processing of information, either on 
a one-off or an ongoing basis between partners for the purpose of 
achieving a common aim.

Effective policing relies on the Police Service to communicate and 
share information with a wide range of partners. Information 
sharing:

• Can help to deliver improved public services:
• Leads to an increased openness among partners, which, in turn, 

builds confidence and trust in the Police Service:
• Is a two-way process that enables links to be made between 

people, objects, locations and events that would not be possible 
otherwise:

• Increases expertise, professionalism and an understanding of 
the process of sharing information;

• Enables partners to make informed decisions about how best to 
protect the public.

While there are clear advantages in sharing information with others, 
information can only be shared where it is lawful to do so. 
Information should not be shared purely as a matter of routine. Each 
case should be viewed individually with informed decisions made 
about whether to share or not.

Nothing in this section conflicts with any existing arrangements to 
protect sensitive information.

This guidance does not cover disclosure of material in connection 
with criminal proceedings as defined under the Criminal Procedure 
and Investigations Act 1995.

6.2 Iriforrricitiori 
Slreririf Lanclsccipe

There are three main scenarios where police information can be 
shared:

• Required by or under statute (statutory obligation);
• Permitted by or under statute (statutory power);
• Using common law.

Eurther detail on these categories can be found in 6.3 Statutory  
Obligation to 6.5 Common Law.
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The term statutory disclosure applies where there is a specific legal 
obligation to disclose police information to another party.

Examples of statutory disclosures include court orders, the Notifiable 
Occupations Scheme and disclosures to the Child Support Agency 
and the Criminal Records Bureau (CRB).

Where there is a frequent and continuing need for the Police Service 
to disclose information then forces, with their partners, should 
develop a memorandum of understanding (MoU), an information 
sharing agreement (ISA) or a service level agreement (SLA). These 
should clearly set out the statutory obligations of the organisations 
involved, together with the procedures to ensure effective, timely and 
consistent disclosure.

There are a number of national Mods that have been developed by 
ACPO, on behalf of the Police Service, with government 
organisations. Where these exist, they should be used and forces 
need not develop their own.

Key schemes where the Police Service is obliged to disclose 
information include the following.

The Police Act 1997 creates a statutory scheme for the disclosure of 
criminal records and police information on potential employees to 
prospective employers. The CRB is responsible for the scheme and for 
ensuring that employers have sufficient information to make a 
judgement on the suitability of a potential employee to work with 
children or vulnerable adults.

The CRB and ACPO have a Disclosure Quality Assurance Framework 
(QAF) to help to ensure consistency between forces on the disclosure 
of information by the police to the CRB. It does this by:

• Documenting which police business areas are to be searched 
and under what circumstances;

• Standardising the criteria used to decide if information in a 
police business area is potentially relevant;

• Standardising the criteria used to decide if disclosure is 
appropriate;

• Ensuring the rationale for decision making is recorded.

For further information on the CRB disclosure scheme, see the CRB 
website at http://www.crb.gov.uk/
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Information relating to this scheme can be found in 6.5.2 Notifiable 
Occupations Scheme.

6.3.3 AMt6s:;s6ty Schsmsss
Ib 3Tol.#ct C3IWr#si 3bi?t%rafei«

The Independent Safegaurding Authority (ISA) was created in 2009 
and has four statutory duties. These are to:

• Maintain a list of individuals barred from engaging in regulated 
activity with children;

• Maintain a list of individuals barred from engaging in regulated 
activity with vulnerable adults;

• Make well-informed and considered decisions about whether an 
individual should be included in one or both barred lists; and

• Reach decisions as to whether to remove an individual from a 
barred list.

The ISA replaces PoVA, PoCA and List 99 with two lists:

• The ISA Children’s barred list;
• The ISA Vulnerable Adults barred list.

For further information about the ISA see 
http://www.isa-gov.org.uk

6.3.6 tb-e Freisdom of Iofor?ooboo
Act 2666

Section 1 of the Freedom of Information Act 2000 (FOIA) provides 
individuals with a statutory right to access information held by public 
authorities (including police forces). Members of the public have a 
right to be told whether or not the police force holds the information 
sought and, if so, to have the information communicated to them.

There are exemptions to FOIA disclosures: more information about 
this can be found in ACPO (2008) Freedom o f  Information  
M anual o f  Guidance, Version 5. This manual also describes the 
standards which all forces are expected to adopt to ensure a 
consistent approach across the Police Service to manage the right of 
access to information provided by the FOIA.
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Sections 7 to 9A of the Data Protection Act 1998 (DPA) provide 
individuals with a statutory right of access, commonly known as 
Subject Access, to their personal data held by forces. The most 
important element of this right is the entitlement to be provided with 
a copy of their personal data within a forty day statutory time limit.

This is subject to certain exemptions, further information can be 
found in ACPO (2009) M anua l o f  Guidance on Data Protection,

which also identifies the other disclosures provided by the DPA and 
describes the standards which all forces are expected to adopt to 
ensure a consistent approach across the Police Service.

Stattetory Power The term statutory power applies where there is a specific legal 
power, but not an obligation, to share police information with 
another party.

The Police Service shares a common purpose for managing 
information. This means that forces can share information with one 
another without the use of information sharing agreements, 
memorandums of understanding or service level agreements.

When sharing information within the Police Service, it is important 
that there is an audit trail of the identity of the person requesting the 
information and of the information that is being shared.

Some systems such as the PNC, ViSOR and the NFLMS facilitate 
information sharing at a national level. The PND will add to these 
capabilities.

There is a clear legal distinction between making police information 
available within the Police Service and making it available to other 
parties. For the purposes of this guidance, the Police Service includes 
those forces defined in section 1 of the Police Act 1995, the Serious 
Organised Crime Agency (SOCA), and other forces not covered by 
section 1 with whom separate arrangements exist.

The Police Service also shares and receives information with people 
outside the police. This subsection focuses on information sharing 
with partner agencies, which fall into two broad categories: those 
that have a statutory purpose to share or receive information and 
those that do not.
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Before sharing information outside the Poiice Service, it shouid first 
be determined whether a statutory purpose exists for that 
information sharing. Where the poiice are requested to share 
information with a partner that wiii be used, for exampie, to protect a 
chiid, the agency receiving that information must identify a iegai 
power that aiiows them to iawfuiiy request and process it.

Using the exampie given, section A7 of the Chiidren Act 1989 aiiows 
for sodai services to request information from other agencies as part 
of an ongoing chiid protection inquiry. Simiiariy, section 115 of the 
Crime and Disorder Act 1998 gives the power to share information 
within Crime and Disorder Reduction Partnerships and Youth 
Offending Teams for crime prevention purposes and other purposes 
specified by that Act.

For further information see http://www.crimereduction.gov.uk

Im.CI¥E Where the poiice are requested to share information with a partner 
and a statutory obiigation or power does not exist, a poiicing purpose 
shouid be estabiished as the decision to share is risk based, and 
shouid take into account the source of the information and any 
restrictions on its onward dissemination. This shouid be baianced 
against the requirements of the common iaw duty of confidence, the 
Fiuman Rights Act 1998 and the Data Protection Act 1998. For 
exampie, a poiice force which pians to share information on known 
hooiigans with a footbaii dub so that the dub can ban them from 
attending footbaii matches, shouid first estabiish a poiicing purpose 
for doing so.

In cases where the poiice wish to share information about sexuai 
offences with schoois or other educationai estabiishments, an officer 
of ACPO rank shouid make the decision to share, baianced with the 
requirements of the FiRA and the DPA.

E.5.1

The term dissemination in this context is usuaiiy appiied to the 
passing of inteiiigence records from one agency to another, or from 
one department to another. It occurs when the hoider of the 
materiai recognises its potentiai significance to another party. 
Dissemination may invoive sanitisation of the originai information 
and/or the imposition of certain conditions restricting its further 
dissemination or use without reference to the originator.
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The process for dissemination of intelligence records is described in 
detail in Appendix 2.

6.5.2 Sehsijnsi

The Notifiable Occupations Scheme relates to professions or 
occupations that carry special trust or responsibility. Here the public 
interest in the disclosure of convictions and other information by the 
police generally outweighs the normal duty of confidentiality owed 
to the individual.

Clitsckiist 2 S h a r in g  P o lic e  In fo rm a t io n

• Where a statutory provision exists, this provides a specific 
purpose for sharing police information with an outside 
agency.

• Where a statutory provision does not exist, the decision to 
share is based on establishing a policing purpose and 
undertaking o risk assessment.

6,6 How Hie Hoiico 
Shcir© Iriforriiatiori

The decision to share information requires careful judgement in 
which data protection and human rights considerations are balanced 
with policing purposes. Any information that the police are 
considering sharing with a partner agency should, therefore, be 
necessary for the purpose for which it is being shared.

The following principles in this subsection help to determine whether 
the information the police are considering sharing is necessary, and 
are specific to personal data only.

Non-personal data is not subject to the same tests or considerations. 
Sharing of non-personal data is widespread, for example, making 
available details of burglaries in a specific area to a Neighbourhood 
Watch group. In considering requests for police information, thought 
should be given as to whether it is lawful and necessary to disclose 
any personal information.
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Police information must be accurate and care should be taken to 
ensure that it remains relevant for the purpose for which it is being 
shared. The police may also share information that has been 
recorded by another agency. Where this occurs, special care should 
be applied to its validity to ensure that it is both relevant and 
complies with the principles contained in the DPA. Any conditions 
imposed by the originating agency should be observed before 
sharing takes place.

6,6,2 I6:>6c#
OWK 6te6ts

M u s t B# Jt§69«;6 cm

The relevance of a specific record should be decided on a case-by­
case basis. For example, it may not be necessary to share details of 
all information held about a particular individual, including details of 
acquittals or convictions not recorded on the PNC or elsewhere.

There may be instances in which other information comes to light 
that makes an earlier record more relevant. For example, the age of 
the victim of a sexual assault may not be apparent from the record 
of conviction on PNC, but may be relevant to the request for 
information, particularly if there is a large age gap between the 
offender and victim.

The police may also consider it relevant, in certain circumstances, to 
provide a partner agency with information that falls outside the 
request. For example, information might be shared about a person 
who resides or associates with an individual, as this may help to build 
a more complete picture for the partner agencies such as whether a 
child is living at the same address as a convicted sex offender.

6.6,6 66ot66 6# 6xPic6t'm6

When sharing information, the relevance of the information to the 
request should be clearly explained. Sufficient information should be 
provided to the partner agency to ensure that it is meaningful 
without making it difficult to read or understand.

Flaving made a decision on whether the information is relevant for 
the purpose for which it is being shared, the decision should be 
recorded against the record so that it can be audited at a later date.
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Information sharing must be carried out within the existing legal 
framework. Where there is an absence of a specific duty to share, a 
power or policing purpose will usually need to be identified. This 
means that the legal obligations for processing information under 
common law, the DPA and the HRA should be considered before 
sharing can take place.

In considering whether to share personal information, forces should 
ensure that a fair balance is achieved between the protection of an 
individual’s rights and the general interests of society. Sharing 
personal information may be proportionate if:

• The individual concerned consents to the information being 
shared: or

• The purpose justifies infringing the right to privacy: and
• The measures taken to meet the purpose are rational and fair;
• The means used to share are no more than is necessary to 
accomplish the purpose.

There is a lower threshold to meet the test of proportionality when 
sharing factual information. There is a higher threshold to share 
personal information about less serious crimes as there is a lower 
public interest in this information being exchanged.

This means that police officers will need to ensure, on a case-by-case 
basis, that the information they are considering sharing is in the 
public interest and is proportionate, necessary and meets a 
legitimate aim under Article 8 of the European Convention on 
Human Rights (ECHR). It is significant that any public authority (for 
example, a local authority) will be bound by the same obligations 
under the HRA as the Police Service.

0 0 0

The DPA provides a framework for decision-making in relation to 
personal or sensitive personal information. The DPA places a 
requirement on chief officers to process information in compliance 
with the eight principles set out in ^A Legal Basis for Managing 
Police Information.

Eurther information on the DPA can be found in ACPO (2009) 
M anual o f  Guidance on Data Protection.
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The common low duty of confidence applies where information of a 
personal or sensitive nature is collected and recorded. A breach of 
confidence will apply when the information collected and recorded is 
used in an unlawful manner. There are, however, a number of 
exceptions to the duty, specifically:

• Where there is a legal requirement (either under statute or a 
court order) to disclose the information;

• Where there is an overriding duty to the public (for example, 
where the information concerns the commission of a criminal 
offence or relates to life-threatening circumstances):

• Where the individual to whom the information relates has 
consented to the sharing.

The police also owe a duty of confidentiality to victims and witnesses 
of crime, who may expect a greater level of privacy than offenders. A 
balance, therefore, needs to be struck between sharing such 
information and the rights of victims and witnesses to privacy.

In certain circumstances consent does not need to be sought. For 
example, where the request to share meets a policing purpose and 
does not compromise operational procedures or an individual’s 
safety. An assessment of the vulnerability of those at risk and the 
impact of the disclosure on the individual will need to be made 
before making a decision whether to seek consent.

S lic ir ir ic i T lir o iic | li 

SlMirlrig Agreement

Information Sharing Agreements (ISAs) - also known as Information 
Sharing Agreements or Protocols - should be used when the police 
request or are requested to share information with others. 
(Inform ation Sharing Agreements should not be confused with 
the Independent Safeguarding Authority which shares the 
acronym ISA.)

Note: Some forces use the terms Memorandum of 
Understanding (MoU), Information Exchange Agreement (lEA) 
or Information Exchange Protocol (lEP). In the context of MoPI 
these terms are interchangeable with ISA.
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An ISA is a formal arrangement between organisations who wish to 
share personal information held and managed centrally within force. 
The IMS should clearly state where ISAs are stored and who is 
responsible for their maintenance.

Establishing ISAs with partners has a number of advantages. In 
particular, they:

• Ensure consistency in the way information is shared;
• Allow the police to place conditions on the way information will 

be handled by the partner agency and vice versa;
• Ensure that information can be shared lawfully;
• Help build confidence in the role that the police play in 

protecting the public.

An ISA does not stop the ability to place conditions on the sharing 
of sensitive information between the police and other partners 
where appropriate.

The flow chart on the following page sets out the process of 
developing an ISA. Where ISAs already exist, the flow chart can be 
used to check that the existing arrangements enable consistent and 
lawful information sharing.
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Figure: 1 .Intofmzitlon Shuriug Agruuutaut (ISA) Prote:5U Chart
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§,8,1 §stol>i§§i?t§ © 
§©w#r

Once a need or request fo r sharing  in fo rm a tio n  has been ide n tif ie d , 

it  w iii be necessary to  ensure th a t  th e  sharing  is in accordance  w ith  a 

iegai pow er (such as section  115 o f  th e  C rim e and  D isorder A c t 

1998 ), o r th a t  it  m eets  one  o f  th e  po iic ing  purposes set o u t in th e  

M oP I Code o f  Practice. This is th e  m os t im p o rta n t step in th e  

process as, w ith o u t it, it  w iii n o t be possibie to  share in fo rm a tio n  

iaw fu iiy .

6,8,2 18#©yfyl©g I.© t§© 8 f  r©©m©©t

D etaiis o f  th e  p a rtne r agencies, and  nam es, addresses and  co n ta c t 

de ta iis  shouid  be recorded in th e  a g reem en t. Id e n tify in g  partne rs  in 

th e  a g re e m e n t aiso heips to  co n firm  w h e th e r th e  p a rtne r can reiy on 
a s ta tu to ry  purpose to  request in fo rm a tio n  or w h e th e r th e  decision 

to  share is based on risk and, the re fo re , requires a po iic ing  purpose to  

be estab iished.

§.§3 $©l2i©f C)©l, 1.8© 8r©©©©s for §§©§©§ l©for©r©ti©©

S e tting  o u t in th e  a g re e m e n t th e  process fo r  sharing  is p a rticu ia riy  

im p o rta n t. I t  p rovides those  invo ived in th e  process w ith  a ciear 

u nd e rs ta nd in g  o f how  th e  in fo rm a tio n  w iii be shared, w ith  w h o m  and 

w hen. I t  aiso represents an o p p o r tu n ity  fo r forces to  p iace co nd itio ns  

on how  th e  partne rs  m a y  use th e  in fo rm a tio n  and  shou id  fo rm  p a rt 

o f  th e  a g re e m e n t itse if. The fo iio w in g  questions shouid be asked 

w hen  deve iop ing  an ISA.

What information is being shared?

The ISA w iii need to  set o u t th e  ty p e  o f  in fo rm a tio n  be ing  shared. 

This couid  inc iude  de ta iis  o f  ind iv idua is, conv ic tions, cau tions  or o th e r 

in fo rm a tio n . I t  m a y  aiso be necessary to  id e n tify  w here  the  
in fo rm a tio n  is kept. (A ny  in fo rm a tio n  be ing  shared shouid, however, 

be p ro p o rtio n a te  and necessary fo r th e  purpose fo r  w h ich  it is 

be ing  shared.)
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Who will have access to the information and what may they 
use it for?

The police  m a y  w ish to  id e n tify  ind iv idua ls  o r business areas w ith in  

p a rtn e r agencies th a t  w ill have access to  th e  shared in fo rm a tio n , 

p a rticu la rly  i f  it  is sensitive  in fo rm a tio n  th a t  m ay  com prom ise  an 

o pe ra tion  or p lace an ind iv idua l a t risk. The police  m a y  w ish to  look 

a t a n y  ve ttin g  or c o n fid e n tia lity  ag ree m e n ts  th e  p a rtne r agency  m ay  

have in p lace to  co un te r th is. Furtherm ore, th e  police  m a y  also w a n t 

to  ensure th a t  th e  p a rtne r has a p o licy  fo r th e  s to rage  o f  in fo rm a tio n . 

W here  th e  police  share in fo rm a tio n  w ith  o thers  w ho  do n o t recognise 

th e  GPMS, th e  decis ion as to  w ho  has access and  w h a t th e y  m a y  use 

it fo r, is a risk-based decision.

How will the information being shared be kept accurate and up 
to date?

Police forces are responsib le  fo r  ensuring  th a t a n y  in fo rm a tio n  th e y  

share is accura te  and  curren t, in line  w ith  ex is ting  n a tio n a l o r local 

s tandards set o u t in th e  IM S.

For how long a period will the information be retained?

The ISA can be used to  spec ify  w hen  th e  in fo rm a tio n  th e  p a rtne r 

received shou ld  be review ed and  subsequen tly  re ta ined  or disposed 
o f. This should be undertaken  in line w ith  fo rce  review, re te n tio n  and 

d isposal po licy  co n ta ine d  in th e  IM S.

How will the information being shared be recorded?

Procedures should  be in p lace to  ensure th a t  a n y  in fo rm a tio n  sharing 

is recorded and d ocu m e n ted  in a reg istered file . A  file  needs to  be 

kept to  ensure th a t  th e  process can be a u d ite d  a t a la te r da te , and  to  

a id  th e  review  p a rt o f  th e  process.

How is the security of the information being shared ensured?

The a g re e m e n t can be used to  a p p ly  a p ro tec tive  m ark ing  to  th e  

in fo rm a tio n  be ing  shared in line w ith  th e  GPMS, w here  app licab le . 

There  m a y  also be a need to  a p p ly  o th e r sa feguards to  the  

processing o f in fo rm a tio n  th a t  m a y  a ffe c t its tra n s it o r s to rage  a t a 

p a rtn e r ’s site.
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Who is accountable for the ISA?

Every ind iv idua l invo lved in th e  d ra ftin g  o f  on ISA has a respons ib ility  

to  ensure th a t  th e  in fo rm a tio n  be ing  shared is processed in 

co m p lia nce  w ith  th e  law  and  w ith  n o tio n a l s tandards. W here  

possible, th e  nam es o f  th e  ind iv idua ls  responsib le  fo r th e  

d e ve lo p m e n t o f  th e  ISA w ith in  forces and  p a rtne r agencies should  be 

c learly  s ta ted  on th e  reg istered file .

Who will approve and authorise the ISA?

Once th e  ISA has been fina lised , th e  Police Service and  p a rtn e r 

agenc ies shou ld  ensure th a t  th e y  fu lly  unde rs tand  and  agree  w ith  

th e  purpose, process and  co n d it io n s  o f  th e  a g ree m e n t. A pp rova l 

w ith in  th e  Police Service w ill n o rm a lly  com e  fro m  o business area 

ow ner. S igna tu re  to  th e  a g re e m e n t shou ld  co m e  fro m  o sen ior 

m e m b e r o f  s ta ff, ty p ic a lly  an ACPO rank o ff ic e r  o r o person 

d e le g a te d  by th e m . In  p a rtn e r agencies, th e  s ig n a to ry  shou ld  also 

be o sen ior m e m b e r o f  s ta f f  w ho  can be held a cco u n ta b le  fo r th e  

processing o f  in fo rm a tio n .

How will forces ensure compliance with the Data Protection Act 
1998 if the information being shared is personal or sensitive 
personal information?

W henever personal in fo rm a tio n  is held by an o rg an isa tio n , it  m ust 

be processed in accordance  w ith  th e  e ig h t princ ip les o f  th e  D a ta  

P ro tection  A c t 1998.

Where will the ISA be held?

All ISAs should  be held ce n tra lly  and  m ode  ava ilab le  to  s ta f f  on th e  

fo rce  in tra n e t. A  h igh-leve l su m m a ry  o f th e  a g re e m e n t con be added  

th a t  provides o b rie f descrip tion  o f th e  purpose, partne rs  and  process 

to g e th e r w ith  th e  nam e  o f  th e  ind iv id ua l w ho  is tasked w ith  

m a in ta in in g  th e  a g reem en t.

ISAs should  a lso be m ode  p ub lic ly  ava ilab le , w here  possible. The 

process fo r sharing  in fo rm a tio n  shou ld  be kept os tra n sp a re n t os 

possible os th is  w ill encourage  p a rtne r agencies to  seek fu rth e r 

o p p o rtu n itie s  to  share in fo rm a tio n .

Provid ing these  questions have been answ ered, are clearly 

exp la ined  in th e  d o c u m e n t and recorded, th e n  in fo rm a tio n  sharing 

can take  place.
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M. iU.

An ISA provides a fram e w o rk  to  fa c ilita te  con fidence  in in fo rm a tio n  

sharing . I t  should  n o t be view ed as a bu reaucra tic  obstacle  to  be 

overcom e be fo re  a n y  in fo rm a tio n  sharing  can take place. For 

exam ple , w here  th e  police  are invo lved in a partne rsh ip  a rra n g e m e n t 

w ith  a n o th e r agency, it  w ou ld  n o rm a lly  be a p p ro p ria te  fo r an ISA to  

be in place, b u t ind iv idua ls  w ork ing  w ith in  th e  pa rtne rsh ip  (such as a 

po lice  o ffic e r w ith in  a local a u th o r ity )  should n o t feel constra ined  to  

fill in a fo rm  every t im e  th e y  speak to  a co lleague.

6 .9  l l€ ¥ le w Review is an essentia l p a rt o f  a n y  ISA. The a im  o f a review  is to  

ensure th a t  th e  a g re e m e n t is ach iev ing  its purpose and  th e  actua l 

process o f  sharing  is o pe ra ting  sm oo th ly . I t  should  be carried o u t by 

th e  fo rce  d a ta  p ro te c tio n  o ffic e r in co n ju n c tio n  w ith  p a rtn e r agencies 

and  be pe rfo rm ed  on an annua l basis, excep t w here  th e  a g re e m e n t is 

in its firs t year w hen  it  shou ld  be review ed a fte r  th e  firs t six m onths.

The  fo llo w in g  stages set o u t th e  process o f  review.

Each s ig n a to ry  o rg a n isa tio n  has a respons ib ility  to  m a in ta in  up-to - 

d a te  co n ta c t de ta ils  o f  th e  key ind iv idua ls  o pe ra ting  or m a n a g in g  th e  

sharing  a c tiv ity . W hen  a change  in personnel occurs, th e  p a rtne r in 

ques tion  should  ensure th a t  th e  o th e r partne rs  are m ade  aw are  o f 

th e  change  and  a d ju s t th e  a g re e m e n t accord ing ly .

6.9.2 Is tii-s Still UssiftS Fit for ForgossS

A  review  represents an o p p o r tu n ity  to  te s t w h e th e r th e  a g re e m e n t is 

still useful and w h e th e r th e  purposes fo r w h ich  it w as estab lished are 

re levant. Som e a g reem en ts  m a y  have been crea ted  fo r a specific  

purpose th a t  no longe r exists. O thers m a y  be a long-te rm  

c o m m itm e n t to  share. I f  partners decide  th a t th e  a g re e m e n t is no 

longe r useful, it  should be te rm in a te d .

C onsidera tion  should  also be g iven to  w h e th e r th e  correct 

in fo rm a tio n  is be ing  shared a t th e  r ig h t t im e  as specified  in th e  

ag ree m e n t. A  review  m a y  id e n tify  a need fo r a d ju s tm e n t to  re flec t 

th e  chan g ing  needs o f th e  Police Service or a p a rtne r agency. A n y  

changes, however, w ill need to  be app roved  by each p a rtn e r agency  

and  recorded accord ing ly . W here  th is  occurs, an a d d e n d u m  w ith  

agreed m o d if ica tio n s  should  be added  to  th e  ISA. A lte rna tive ly , i f  

th e re  are subs tan tia l a m e n d m e n ts  to  th e  o rig in a l ISA, a new  ISA m ay  

be necessary.
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Reviewing th e  a g re e m e n t provides on o p p o r tu n ity  to  discuss any 

p rob lem s th a t m a y  have arisen du ring  th e  period  o f review. There 

m a y  be concerns a b o u t th e  w a y  in w h ich  th e  in fo rm a tio n  has been 

shared or th a t  th e  in fo rm a tio n  has been used in o d if fe re n t w a y  th a n  

w as in tended .

A n o th e r s ig n ifica n t issue relates to  leg is la tive  changes. Reviewers w ill 

need to  be aw are  o f  a n y  a m e n d m e n ts  to  ex is ting  leg is la tion  or any 

new  leg is la tion  enacted  th a t  m a y  hove on im p a c t on th e  ag reem en t. 

A ga in , a ny  changes w ill need to  be recorded, approved  and added  in 

on a dd en du m .

Finally, a  review  m a y  also id e n tify  gaps w here  on o p p o r tu n ity  to  

shore in fo rm a tio n  w ou ld  help to  achieve one  or m ore  o f th e  po lic ing  

purposes.

A t th e  end o f th e  review, o decis ion should  be m ode  on w h e th e r to  

extend  th e  a g re e m e n t fo r o fu rth e r period  (typ ica lly  one  year) or 

w h e th e r to  te rm in a te  it. A n y  decis ion should be recorded, c learly 
s ta tin g  th e  reasons fo r  choosing  a p a rticu la r course o f  ac tion .

6., 1 0  f l l €  Pl"0£€SS  

of Sliciririg Polico 
Iriforrrioticiri 
Ootsicte ciri ISA

W here  an ISA does n o t exist, o r th e  decis ion to  share is a o n e -o ff, th e  

fo llo w in g  checklist prov ides a rem inde r o f  th e  key questions th a t  w ill 

help to  ensure a n y  in fo rm a tio n  sharing  is law fu l.
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CliecWist B Sharing Information outside an ISA

• Who is asking for the information?

• Have the name, position, organisation and contact details of 
the person asking for the information been recorded?

• Has the identity of the person requesting the information 
been verified?

• What information is being asked for? What purpose will it be 
used for?

• Is the information being requested personal information?

• Does a statutory or common law provision exist, and has a 
policing purpose to share information been established?

• If yes, how do they want the information?

• When do they want the information?

• Once information has been shared; record the decision, why 
it was made, and what information was shared.

6 J 1  ll® sp c ir is illiiit ie s
•  S uppo rting  s ta f f  to  share in fo rm a tio n  a pp ro p ria te ly ;

•  P rovid ing a system  fo r record ing  decis ions on w h e th e r o r n o t to  

share in fo rm a tio n ;

•  Ensuring th a t  all ISAs are held and  m an ag ed  ce n tra lly  w ith in  

force;

•  Ensuring th a t  th e  process o f sharing  in fo rm a tio n  is adhered  to  by 

those  in a supervisory and user capac ity ;

•  A u th o ris in g  ISAs;

•  Ensuring th a t  s ta f f  w ho  have a respons ib ility  fo r sharing  

in fo rm a tio n  are tra in ed  in accordance  w ith  th e  N a tio n a l T ra in ing  

and  Delivery S tra tegy.

6 . 11,2

•  S uppo rting  s ta f f  to  share in fo rm a tio n  a pp ro p ria te ly ;

•  A u d itin g , on an ad hoc basis, th e  decis ion to  share m ad e  by 

users, inc lud ing  th e  necessity, accuracy and  a de qu acy  o f 
in fo rm a tio n  shared;

•  C hecking w h e th e r th e  decis ion to  share m eets  a po lic ing  purpose 

or o th e r legal d u ty  o r power;

•  Ensuring th a t  in fo rm a tio n  be ing  shared does n o t com prom ise  

a n y  po lice  o pe ra tion  or th e  sa fe ty  o f  others;
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' Ensuring th a t  a risk assessm ent process is adhered  to  by th e  user 

w hen  m ak ing  a decis ion to  shore in fo rm a tio n ;

' Ensuring th a t  ISAs are reviewed in accordance  w ith  fo rce  policy:

' P rovid ing feedback to  s ta f f  on th e ir  pe rfo rm ance .

' Ensuring th a t  in fo rm a tio n  is re levant, accura te  and  a d e q u a te  fo r 

th e  purpose fo r w h ich  it  is be ing  shored;

' Ensuring th a t  w hen  personal in fo rm a tio n  is shared, th e  

requ irem en ts  o f th e  D a ta  P ro tection  A c t 1998, th e  Elumon 

R ights A c t 1998  and th e  co m m on  law  d u ty  o f con fidence  have 

been fu lfille d :

' A p p ly in g  a p ro tec tive  m ark ing  to  th e  in fo rm a tio n  be ing  shared 

under th e  GPMS w here  app licab le , or ca rry ing  o u t a risk 

assessm ent w here  th e  sharing  is w ith  th e  partne rs  in th e  

vo lu n ta ry  or p riva te  sectors w ho  do n o t have a s ta tu to ry  purpose 

to  share in fo rm a tio n ;

' Recording decis ions to  share or n o t to  share in fo rm a tio n  in 

accordance  w ith  th e  IM S;

' Ensuring th a t  th e  in fo rm a tio n  be ing  shared is la w fu lly  d isclosable  

fo r a s ta tu to ry  purpose and  is p ro p o rtio n a te  and  necessary to  

achieve a po lic ing  purpose:

' Eollow ing ex is ting  fo rce  polic ies set o u t in th e  IM S  th a t  co m p ly  

w ith  th is  gu idance .
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This section explains what is meant by the terms 
review, retention and disposal. It provides guidance on 
the timeframes for reviewing information and the 
criteria used for deciding whether to retain the 
information or dispose of it.

Chief officers are required to balance resources against 
local policing needs. In this context, chief officers 
should develop risk-based review, retention and 
disposal policies and procedures which have regard to 
this guidance document and the M o P I  C o d e  o f  

P rac tic e , while also taking into account the resources 
available to the force and other policing demands.

Key principles of this section are:

• The review of police information is central to 
risk-based decision making and public protection;

• Records must be regularly reviewed in order to 
ensure that they remain necessary for a policing 
purpose, and are adequate and up to date;
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Forces are responsible for reviewing their 
own records;

The type and amount of information held on 
an individual must not be excessive and must 
be proportionate to the risk they pose to 
the community;

The review process should be documented for 
audit purposes;

Records should be disposed of when there is no 
longer a policing purpose for retaining them.
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W h y  R e v ie w  
Police Infmmmtmn?

The p rim a ry  purpose o f  review, re te n tio n  and  d isposal p rocedures is 

to  p ro te c t th e  pub lic  and help m an ag e  th e  risks posed by know n 

o ffende rs  and o th e r p o te n tia lly  dangerous  people.

Reviewing in fo rm a tio n  held by forces to  d e te rm in e  its a de qu acy  and 

co n tin u in g  necessity fo r a po lic ing  purpose is a re liab le  m eans o f 

m e e tin g  th e  requ irem en ts  o f th e  D a ta  P ro tection  Act. Review 

procedures should  be practica l, risk focused and  ab le  to  id e n tify  

in fo rm a tio n  w h ich  is va luab le  to  th e  po lic ing  purpose and  needs to  

be re ta ined . Review procedures should  n o t be overly  com p lex  b u t 

should  be as s tra ig h tfo rw a rd  as is o p e ra tio n a lly  possible.

Th is g u ida nce  is p rinc ip a lly  concerned w ith  th e  process fo r  review ing 

personal in fo rm a tio n  covered by th e  D ata  P ro tection  Act. Review o f 

non-persona l in fo rm a tio n  is n o t e xp lic it ly  covered a lth o u g h  it  is good  

p ractice  to  a p p ly  th e  princ ip les o f  th is  gu idance .

To m an ag e  risk e ffe c tive ly  th e  Police Service should  have s tandard  

procedures in p lace fo r  rev iew ing records and  m ak ing  in fo rm ed , 

accou n ta b le  decis ions on th e  re te n tio n  or d isposal o f  in fo rm a tio n . 

Review procedures ensure th a t  in fo rm a tio n  re ta ined  by th e  Police 

Service is held law fu lly , and  m a y  help  to  p reven t forces being 

overloaded  by th e  vo lum e  o f  in fo rm a tio n  cap tu red  and  recorded.

O the r key drivers are w ith in  co m m o n  and s ta tu te  law, p a rticu la rly  th e  

e ig h t princ ip les o f th e  D a ta  P ro tection  Act. A  fa ilu re  to  review  and 

re ta in  in fo rm a tio n  a p p ro p ria te ly  m a y  be un law fu l and  u nde rm ine  

pub lic  con fidence  in th e  Police Service.

T he  g u ida nce  p rov ided  in th is  section  relates to  in fo rm a tio n  held on 

all po lice  system s o th e r th a n  th e  PNC. The  review, re te n tio n  and 

d isposal o f  in fo rm a tio n  on th e  PNC shou ld  be conducted  in 

accordance  w ith  th e  PNC R etention  Guidelines. I t  should be noted  

th a t  th e  s tep-m ode l, w h ich  fo rm s th e  basis o f  th e  PNC R etention 

G uide lines is, by na tu re , a review  process. There  is no a d d it io n a l 

re q u ire m e n t to  fu rth e r review  records held on th e  PNC unless an 

excep tiona l case requires th is  to  be undertaken.

NOT PROTECTIVELY MARKED © A C P O N P IA 2 01 0 81

MOD200008472



For Distribution to CPs

NOT PROTECTIVELY MARKED Guidance on the  M anagem ent o f Police In fo rm ation , 2nd Ed 
7: Review, Retention and Disposal

?..2 Legcii Issum There  are a n um be r o f specific  legal provis ions th a t a re  re levan t to  

th e  review, re te n tio n  and d isposal o f  police  in fo rm a tio n . These are 
sum m arised  in 7.2.1. Human Rights Act 1998 to  7.2.^. Freedom 
of Information Act 2000.

Public a u th o ritie s , in c lu d ing  po lice  forces, m us t a c t in a w a y  th a t  

com p lies  w ith  th e  European C onven tion  on H um an  R ights (ECHR) 

and  th e  H um an  R ights A c t 1998. In  re la tio n  to  record re te n tio n  

th is  requires a p ro p o rt io n a te  app roach  to  th e  personal in fo rm a tio n  

held a b o u t ind iv idua ls . T he  decis ion  to  re ta in  personal records 

shou ld  be p ro p o rt io n a te  to  th e  p e rson ’s risk o f  o ffe n d in g , and  th e  

risk o f harm  th e y  pose to  o the rs  and  th e  c o m m u n ity . A  h ighe r 

p ro p o rt io n a lity  te s t shou ld  be m e t in o rder to  re ta in  records a b o u t 

re la tive ly  m in o r o ffe n d in g .

Case law  places a heavy respons ib ility  on th e  Police Service to  ensure 

th a t  ce rta in  ca tegories o f police  in fo rm a tio n  are n o t ro u tin e ly  shared 

ou ts ide  th e  Police Service w ith o u t a separa te  p ro p o rt io n a lity  te s t 

be ing  undertaken . The  fa c t th a t  in fo rm a tio n  is re ta ined  fo r a po lic ing  

purpose does n o t m ean th a t  it  can necessarily be shared o u ts ide  th e  

Police Service.

Records o f  personal in fo rm a tio n  th a t  co m p ly  w ith  th e  D ata  

P ro tection  A c t 1998  (DPA) princ ip les can be held la w fu lly  by th e  

Police Service. All o th e r legal requ irem en ts  gove rn ing  th e  h an d ling  o f 

personal records should  be considered secondary to  th e  DPA. This is 

because a ny  record c o n ta in in g  personal in fo rm a tio n  th a t  does n o t 

co m p ly  w ith  th e  DPA m ust be e ithe r a m ended  or d isposed of.

C om pliance  w ith  th e  DPA princ ip les w ill assist forces in th e ir  

co m p lia nce  w ith  o th e r re levan t leg is la tive  requ irem ents . Eor fu rth e r 
in fo rm a tio n  see 1 The Purpose of Managing Police Information.

723  Cmmrtiil Pmmdum IswisstigatlKms Act 1 9 i i

T he  C rim ina l Procedure and  In ve s tig a tio n s  A c t 1995  (CPIA) has 
estab lished requ irem en ts  fo r re ta in in g  in fo rm a tio n  re levan t to  

inve s tiga tion s  fo r set periods o f tim es. I t  sta tes th a t re levan t 

in fo rm a tio n  m us t be re ta ined  a t least un til:

•  A  decis ion is taken w h e th e r to  in s titu te  proceed ings a g a in s t a 

person fo r an o ffence ;

•  The  accused is conv ic ted , a cq u itte d  or th e  p rosecu to r decides 

n o t to  proceed w ith  th e  case;
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•  The  conv ic ted  person is released fro m  cus tody  or hosp ita l, in 

those  cases w here  a custod ia l sentence or hosp ita l o rder is 

im posed:

•  Six m o n th s  fro m  th e  d a te  o f co nv ic tion  in all o th e r cases.

Note: T he  re te n tio n  periods set dow n  by th e  CPIA are a m in im u m  

re q u ire m e n t and, in m os t cases, th e  re te n tio n  requ irem en ts  o u tline d  

in th is  gu idance  w ill fa r exceed those  im posed  by th e  CPIA. 

In fo rm a tio n  should still be re ta ined  fo r as long as it  is necessary and 

p ro p o rtio n a te  to  do  so, irrespective  o f  th e  CPIA requ irem en ts  fo r it. 

For exam ple , th e  PNC w ill ho ld  all co nv ic tion  d a ta  u n til th e  record 

sub jec t is deem ed  to  have reached 100  years o f age, regardless o f 

how  long th is  in fo rm a tio n  is requ ired  fo r  CPIA purposes.

T he  FOIA encourages accura te  record keeping. A  request under th e  

FOIA does n o t m ean  th a t  records ca n n o t be u pd a te d  once th e  

in fo rm a tio n  has been disclosed.

Section  77 o f th e  FOIA m akes it an o ffe n ce  to  d e lib e ra te ly  a lte r or 

erase records once  an a p p lic a tio n  fo r access to  th e m  has been m ade  

in an e ffo r t  to  avo id  hav ing  to  d isclose th e m . Th is m eans th a t  forces 

m a y  have to  d isclose a n y  records th a t  th e y  ho ld , even if  these 

records are inaccura te , excessive or o the rw ise  con travene  th e  D a ta  

P ro tection  A c t 1998. I t  is, th e re fo re , im p e ra tive  th a t  all records are 

review ed fo r  necessity  and  a d e q u a cy  so th a t  th e y  can be c o n fid e n tly  

d isclosed if  required.

There  are th re e  key te rm s essentia l to  th e  review  process: Review, 

R etention  and  Disposal. T hey are de fin ed  below .

To e xam ine  a person record and all associa ted  records, to  ensure:

•  There  is a co n tin u in g  po lic ing  purpose fo r ho ld ing  th e  record:

•  The  record is adequa te , up to  d a te  and  n o t excessive:

•  T h a t all personal records co m p ly  w ith  th e  princ ip les o f th e  D a ta  

P ro tection  A c t 1998:

•  The  assessm ent as to  th e  level o f  risk th e  person is perceived to  

p resen t is correct.
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T he  co n tin ue d  s to rage  o f and  con tro lled  access to  in fo rm a tio n  

held fo r a po lic ing  purpose, w h ich  has been ju s t if ie d  th ro u g h  th e  

e va lua tion  and  review  process.

7 3 3

T he  rem ova l o f  in fo rm a tio n  fro m  all po lice  systems to  th e  e x te n t 

th a t  th e  in fo rm a tio n  ca n n o t be restored. I t  m us t be Justified 
th ro u g h  th e  e va lua tion  and  review  process. See 7.8 Disposal fo r 

fu rth e r e xp lana tion .

7A National 
Rotoatioa
Assossrnarit Crltoria

This subsection  sets o u t th e  fram e w o rk  fo r decis ion m ak ing  on th e  

re te n tio n  o f police  in fo rm a tio n . The  key p o in ts  re la ting  to  th e  

N a tio n a l R etention  Assessm ent C rite ria  are:

•  The  in fr in g e m e n t o f  an in d iv id u a l’s p rivacy c rea ted  by th e  

re te n tio n  o f th e ir  personal in fo rm a tio n  m us t sa tis fy  th e  

p ro p o rt io n a lity  test;

•  Forces should be co n fid e n t th a t  a n y  records th e y  d ispose o f are 

no longe r necessary fo r po lic ing  purposes:

•  There  shou ld  be a cons is ten t app roach  to  th e  re te n tio n  o f  police 
in fo rm a tio n .

All records w h ich  are accurate , adequa te , up to  d a te  and  necessary 
fo r po lic ing  purposes w ill be held fo r a m in im u m  o f six years fro m  th e  

d a te  o f crea tion . Th is six-year m in im u m  helps to  ensure th a t  forces 

have su ffic ie n t in fo rm a tio n  to  id e n tify  o ffe n d in g  p a tte rns  o v e rtim e , 

and  helps gua rd  a g a in s t in d iv id u a ls ’ e ffo rts  to  avoid  d e te c tio n  fo r 

le n g th y  periods.

Beyond th e  six-year period , th e re  is a req u ire m e n t to  review  w h e th e r 

it is still necessary to  keep th e  record fo r a po lic ing  purpose. The  

review  process specifies th a t  forces m a y  re ta in  records o n ly  fo r as 

long as th e y  are necessary. T he  te m p la te  in Appendix ^  provides 

g u ida nce  on estab lish ing  w h e th e r or n o t in fo rm a tio n  is still needed 

fo r a po lic ing  purpose.

T he  n a tio n a l re te n tio n  c rite ria  asks a series o f questions, focused on 

know n risk factors, in an e ffo r t  to  d raw  reasonab le  and  in fo rm e d  

conclusions a b o u t th e  risk o f  harm  presented by ind iv idua ls  or 

o ffenders . These questions are:
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Is there evidence of a capacity to inflict serious harm?

I t  m a y  be th e  case th a t  an ind iv idua l has been arrested fo r a 

re la tive ly  m in o r o ffence , th e  de ta ils  o f  w h ich  w ou ld  n o t o rd in a rily  be 

re ta ined  fo r on extended  period  o f tim e . The  c ircum stances o f  th e  

o ffence , however, suggest th a t  th e  suspected o ffe n d e r has h igh-risk 

tendenc ies  th a t  need to  be m o n ito re d  and m an ag ed  in th e  fu tu re . 

For exam ple , w h ile  th e  th e f t  o f  w o m e n ’s underw ear fa lls in th e  

ca teg o ry  o f  p ro p e rty  crim e, such o ffences m a y  in d ica te  th a t  th e  

p e rp e tra to r carries o risk o f  c o m m itt in g  sexual o r v io le n t o ffences.

O the r exam ples o f behav iou r th a t  m a y  cause concern in th is  co n te x t 

inc lude  a n im a l crue lty, th re a ts  to  others, v io lence  in a d om estic  

se tting , ha te -based  behav iou r and  p re d a to ry  behaviour. A ny  

inc iden ts  invo lv ing  th e  use o f w eapons should  also be inc luded  in 

th is  ca tegory .

Are there any concerns in relation to children or 
vulnerable adults?

In  m o s t cases beh av iou r b ro u g h t to  th e  a tte n tio n  o f th e  po lice  

w ill be v iew ed m uch m ore  seriously i f  th e  in te n d e d  v ic tim  is a ch ild  

o r vu lne rab le  a d u lt. A n y  o ffe n ce  d irec ted  a t a ch ild  or vu lnerab le  

a d u lt cou ld  in d ica te  a ca p a c ity  fo r  in f lic t in g  ha rm  and  th e  

p e rpe tra to r, w h e th e r conv ic ted  or a lleged , w ou ld  need to  be 

m a n a g e d  a ccord ing ly .

I t  is im p o r ta n t th a t  records re la tin g  to  o ffences  a g a in s t ch ild ren  

and  vu lne rab le  a du lts  a re  re ta ined , os th e y  m a y  la te r co n tr ib u te  

to  v e tt in g  and  ba rring  decis ions fo r  ind iv id ua ls  w ho  a p p ly  to  w ork 

w ith  these  groups.

Did the behaviour involve a breach of trust?

A  w illingness to  b e tray  others, especia lly  those  in a pos ition  o f 

vu ln e ra b ility  or dependency, is an in d ica to r o f  s ig n ifica n t 

c r im in a lity  and o fte n  de fines th e  line be tw een  o p p o rtu n is tic  and 

p re m e d ita te d  o ffe n d in g .

O ffences th a t  invo lve a breach o f tru s t are p a rticu la rly  s ig n ifica n t in 

th e  c o n te x t o f e m p lo y m e n t ve ttin g  and  barring . For exam ple , an 

a lle g a tio n  o f s tea ling  fro m  o d e p a rtm e n t sto re  w ou ld  n o t necessarily 

lead to  o p ro h ib it io n  on w ork ing  w ith  vu lnerab le  peop le  b u t an 

a lle g a tio n  o f th e f t  spec ifica lly  ta rg e te d  a g a in s t on e lderly  person 

m a y  do so.
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Is there evidence of established links or associations which 
might increase the risk of harm?

Research in th e  a rea  o f  c rim ina l lifes ty le  and  assoc ia tions has 

d e m o n s tra te d  a c lear link be tw een  spend ing  t im e  w ith  o th e r 

o ffe n d e rs  and  th e  like lihood  o f re o ffe n d in g . Th is is p a rticu la rly  

s ig n ific a n t in c ircum stances w here  th e  id e n tif ie d  g ro up  o f  o ffe nd e rs  

is a lre a d y  deem ed  to  pose o risk o f  serious harm . For exam ple , 

m em bers  o f a rm ed  gongs, ne tw orks o f p aedoph iles  o r o rgan ised  

c rim e  synd ica tes m a y  have g re a te r o p p o r tu n ity  o r m o tiv a tio n  to  

o ffe n d  and  can be a ffe c te d  by th e ir  peer g roup . Th is risk ca teg o ry  

inc ludes m em bers  o f  o rgan ised  c rim e  groups, such as drug 

tra ff ic k in g  syndicates, w hose  c rim in a l associates are in teg ra l to  

th e ir  o ffe n d in g .

Are there concerns in relation to substance misuse?

Drug and  a lcoho l m isuse can a c t os o tr ig g e r or ca ta lys t fo r  o ffe n d in g  
behaviour. A d d itio n a lly , in assoc ia tion  w ith  o th e r crim e-re la ted  

factors, it  con increase th e  risk o f harm  to  others.

T he  presence o f substance  m isuse as a risk fa c to r in on in d iv id u a l’ s 

o ffe n d in g  or a lleged  o ffe n d in g  m a y  also a ffe c t th e  ty p e  o f 

b e h av iou r th a t  is cons idered  re levan t fo r th e  purposes o f rese tting  

th e ir  c lea r period  p rio r to  a scheduled  review . For exam ple , a 

co n v ic tio n  fo r  d rink -d riv ing  m a y  reset th e  c lear period  fo r a v io le n t 

o ffe n d e r i f  a lcoho l is an id e n tif ie d  risk fa c to r w h ich  increases his or 

her risk o f  harm .

See 7.6.5 Clear Periods fo r  th e  d e fin it io n  and  fu rth e r de ta il o f 

c lear period.

Are there concerns that an individual’s mental state might 
exacerbate risk?

In  th e  co n te x t o f  suspected, a lleged  or co n firm e d  o ffe n d in g  
behaviour, m en ta l hea lth  p rob lem s can becom e o ffe n d in g  re la ted  

and  co n tr ib u te  to  an in d iv id u a l’s ca p a c ity  fo r in flic tin g  harm  

on others.

Concerns in th is  a rea  m a y  inc lude  sym p to m s o f m en ta l illness, 

obsessive or com puls ive  behaviour, pa ran o ia  or a serious lack o f 

se lf-contro l.
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W here  th e  answ er to  a n y  one  o f  th e  questions above is ‘Yes’ th en  

in fo rm a tio n  re la ting  to  th e  ind iv idua l be ing  assessed should  be 

re ta ined  and  review ed a ga in  a t in te rva ls des igna ted  by th e  review  

schedule  g iven in Appendix This o ng o ing  review  process w ill 

ensure th a t  records rem a in  a d e q u a te  and  up to  d o te  and  th a t  new  
in fo rm a tio n  con be considered in th e  decis ion to  re ta in  records 

re la tin g  to  ind iv idua ls . The  review  w ill need to  spec ifica lly  consider 

w h e th e r th e  risk fac to rs  described here ore still re levant. For 

exam ple , concerns in re la tio n  to  substance m isuse or c rim ina l 

associates m a y  d isappea r over t im e  and  th is  should  be token in to  

a ccou n t in fu tu re  reviews.

W hen  used n a tio na lly , th is  m e th o d  o f  assessm ent w ill ensure 

consistency across forces w ith  regard  to  th e  ty p e  o f in fo rm a tio n  

re ta ined  fo r d es igna ted  tim e  periods.

A  co m p le te d  copy  o f th is  assessm ent te m p la te  should  be kept on file  

as a record th a t th e  review  has taken p lace and  to  su pp o rt th e  

subsequen t decis ion. See 7.6.6 Audit and Supervision fo r  g u idance  

on how  to  record th e  review  process fo r a u d it purposes.

There  m a y  be o th e r c ircum stances n o t covered by th e  c rite ria  listed 

above, w here  forces consider th a t  th e y  have a g enu ine  need to  re ta in  

records. W herever a record is assessed as be ing  necessary and 

p ro p o rtio n a te  to  th e  purpose it serves, it  can be re ta ined. For 

exam ple , records o f  s ig n ifica n t legal or h is to rica l in te res t o r records 

re la tin g  to  ind iv idua ls  w ho  cause concern fo r reasons n o t listed in th is  

assessm ent te m p la te  can still be re ta ined  a t fo rce  d iscretion .

National Retention Assessment Criteria

• The following risk factors con be used to assess whether an 
individual poses a risk of harm, and information relating to 
him or her should continue to be retained for a policing 
purpose:

• Is there evidence of a capacity to inflict serious harm?

• Are there concerns in relation to children or vulnerable adults?

• Did the behaviour involve a breach of trust?

• Is there evidence of established links or associations with 
others which might increase the risk of harm?

• Are there concerns in relation to drug or alcohol misuse?

• Are there concerns that the individual’s mental state might 
exacerbate risk?
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7S  His-t0rlcai Data H istorica l d a ta  is a n y th in g  th a t  was recorded p rio r to  th e  d a te  th a t 

th e  firs t e d itio n  o f th is  g u ida nce  cam e in to  e ffe c t (1 A p ril 2 00 5 ). Key 
po in ts  to  consider in re la tion  to  th e  review, re te n tio n  and d isposal o f 

h is to rica l d a ta  are:

•  Forces should review  h isto rica l records w hen  th e  sub jec t o f  those  

records com es to  police  a tte n tio n ;

•  Resources d ed ica ted  to  rev iew ing o th e r h is to rica l records should 

focus on in fo rm a tio n  re la ting  to  ce rta in  p ub lic  p ro te c tio n  m a tte rs  

and  o th e r sexual, v io le n t or serious o ffe n d in g .

H istorica l records w h ich  are review ed w hen  an ind iv idua l nex t 

com es to  th e  a tte n tio n  o f  th e  police  are  called T riggered  Reviews.

See 7.6.2 Triggered Reviews.

D uring  a tr ig g e re d  review, in a d d it io n  to  ensuring  th e  a dequacy  and 

necessity o f  in fo rm a tio n  be ing  held on such a subject, forces w ill 

conve rt a n y  re la ted , uns truc tu red  or paper records in to  a searchable  

and  accessible fo rm a t and  m ark th e m  in accordance  w ith  th e  

g o ve rn m e n t p ro tec tive  m ark ing  schem e (GPMS).

lle¥iiiw The key p o in ts  to  consider in re la tion  to  th e  review  o f  police  

in fo rm a tio n  are:

•  A ll necessary, a d e q u a te  and u p -to -d a te  person records, 
regardless o f  typ e  or c lass ifica tion , w ill be held fo r a m in im u m  o f 

six years;

•  There  is a p re sum p tio n  in favou r o f  th e  re te n tio n  o f  police 

in fo rm a tio n  p rovided  th a t  it  is n o t excessive, is necessary fo r a 

po lic ing  purpose, is a d e q u a te  fo r th a t  purpose and  is up to  date ;

•  W herever an ind iv id ua l is believed to  pose a h igh  risk o f harm , 

in fo rm a tio n  a b o u t th e m  w ill be re ta ined  fo r a fu rth e r period  

specified  by th e  Review Schedule.

T he  review  process, as o u tline d  in th is  subsection, is a fu ll person 

record review. I t  focuses on an ind iv id ua l and  a ny  o th e r records 

linked to  th e m  inc lud ing  o th e r people, objects, lo ca tion  and events. 

Forces w ill review  person records regu la rly  th ro u g h o u t th e ir  life tim e  to  

ensure th a t  th e y  are:

• Necessary -  th e  record should  ho ld  som e va lue  fo r th e  Police 

Service in th e ir  e f fo r t  to  fu lfil a po lic ing  purpose. W here  an 

ind iv id ua l con tinues  to  o ffe n d  or is im p lica te d  in co n tin ue d  
o ffe n d in g  th e re  is a c lear need to  ho ld  in fo rm a tio n  re la tin g  to  

th e m  in o rder to  b ring  th e m  to  ju s tice  and  p reven t th e m  fro m  

re o ffe nd ing .
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W here an ind iv idua l has been linked to  crim e in th e  past b u t is n o t 

im p lica te d  in fu rth e r o ffe n d in g , th e  need to  re ta in  in fo rm a tio n  

re la tin g  to  th e m  w ill be d e te rm ine d  by th e  level and  ty p e  o f  risk 

th e y  pose to  th e  co m m un ity . ‘ Necessary’ in these cases should be 

d e te rm ine d  by using th e  N a tio n a l R etention  Assessm ent C rite ria  
exp la ined  in 1 M National Retention Assessment Criteria.

I t  m a y  also be necessary to  re ta in  records o f  p a rticu la r legal or 

h is to rica l s ign ificance, o r records re la tin g  to  ind iv idua ls  w ho  

cause concern fo r reasons n o t listed in th e  N o tio n a l R etention  

Assessm ent C riteria . Forces have th e  d iscre tion  to  decide  

w h ich  records th e y  need beyond  those  spec ifica lly  covered by 

th is  gu idance .

• Adequate -  in o rder to  ju s t ify  th e  re te n tio n  o f  records th e y  

should  be as co m p le te  as possible. Forces should  m ake 

reasonab le  e ffo r t to  co llec t enough  in fo rm a tio n  to  a llo w  th e m  to  

id e n tify  every person, ob ject, lo ca tion  and  even t as un ique, see 

^.5 Person Records.

• Accurate and up to dote -  all record de ta ils  should be accurate . 

Records shou ld  be u pd a te d  w ith  a n y  new  in fo rm a tio n .

• Not excessive -  th e  a m o u n t and  ty p e  o f  in fo rm a tio n  held in 

re la tio n  to  a person should  be p ro p o rtio n a te  to  th e  th re a t th a t 

th e y  pose to  o the rs  and  th e  c o m m u n ity . For exam ple , th e  

rec lass ifica tion  o f  o ffences over t im e  m a y  result in forces ho ld ing  

in fo rm a tio n  in re la tion  to  o ffences th a t  have subsequen tly  been 

decrim ina lised . The  te s t fo r Justify ing  th e  re te n tio n  o f  these 

records w ou ld  be h ighe r th a n  fo r behav iou r w h ich  rem ains illegal.

• Data Protection Act Compliant -  a ny  records o f personal or 

sensitive  personal d a ta  should also co m p ly  w ith  th e  princ ip les o f 

th e  D a ta  P ro tection  A c t 1998.

All person records held by th e  Police Service w ill be sub ject to :

•  An in itia l eva lua tion  in line w ith  5 Evaluation and Actioning of 
Police Information;

•  A n y  necessary tr igg e red  reviews;

•  Scheduled reviews as specified  in Appendix k.
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T he  in itia l s tage o f review  o f  police  in fo rm a tio n  w ill be conducted  a t 

th e  p o in t o f inp u t. The  in itia l review  process shou ld  ensure th a t 

records co m p ly  w ith  th e  princ ip les o u tlin e d  in 5 Evaluation and 
Actioning of Police Information.

T he  in itia l review  and  e va lua tion  should  also be used as an 

o p p o r tu n ity  to  p rov ide  feedback to  s ta f f  a b o u t th e ir  record crea tion  

skills i f  necessary.

J  l i lg g

W herever fu rth e r police  in fo rm a tio n  is su b m itte d  on an ind iv idua l 

w h ich  re lates to  ce rta in  pub lic  p ro te c tio n  m a tte rs  o r o th e r sexual, 

v io le n t o r serious o ffe n d in g  (G roups 1 and  2 see 7.6.3 Scheduled 
Reviews), or th e  risk th e re o f, or re lates to  a person previously 

id e n tif ie d  as p resen ting  such a risk, a review  shou ld  be conducted  in 
re la tio n  to  all po lice  in fo rm a tio n  held on th a t  person.

In fo rm a tio n  w h ich  ind ica tes risk to  ch ild ren  or vu lnerab le  adu lts  

should  receive p a rticu la r a tte n tio n .

T he  po licy  fo r tr ig g e re d  reviews in each fo rce  should  be pub lished 

and  c learly  co m m u n ica te d  to  all s ta f f  to  ensure u nde rs tand ing  and 

adherence  across th e  o rg an isa tio n .

A n y  re la ted  in fo rm a tio n  co n ta ine d  w ith in  a person record th a t  is no 
longe r necessary fo r a po lic ing  purpose m us t be disposed o f. A n y  

records th a t  are fo u n d  to  be inaccura te  m us t be upda ted . In  th e  

even t th a t  a record is inaccura te  beyond  a lte ra tio n  it  m us t be 

d isposed o f. For exam ple , an ind iv id ua l m a y  have acc iden ta lly , or 

th ro u g h  confus ion , been linked to  an address th a t  th e y  have never 

a c tu a lly  been associa ted  w ith , and  th e re  is no po lic ing  purpose fo r 

hav ing  a record o f it. Such a record is inaccura te  beyond  a lte ra tio n  

and  m us t be disposed of.

There  is a s ig n ifica n t d iffe ren ce  be tw een  records th a t  w ere once 

co rrect and  inaccura te  records th a t  w ere never correct. For exam ple , 

an o ffe n d e r m a y  change  address, vehic le  o r co n ta c t n um be r and  it 

is essentia l th a t  a cu rren t record o f  these de ta ils  is m ade. The 

o ffe n d e r ’s previous de ta ils  should not, however, be de le ted  fro m  th e  

system . Previous addresses, vehicles or co n ta c t num bers are re levan t 

to  an o ffe n d e r ’ s h is to ry  and m a y  in th e  fu tu re  be re levan t to  fu rth e r 

in ve s tig a tio n  in to , fo r exam ple , p reviously und e te c te d  o ffences or 

proceeds o f  crim e  recovery.
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A n y  person record th a t  is m ore  th a n  ten  years o ld (G roup 2), o r six 

years (G roup 3) see 7.6.3 Scheduled Reviews, and is tr igg e red  fo r a 

review, should  be risk assessed using th e  estab lished N a tio na l 

R etention  Assessm ent C rite ria  (NRAC) de ta iled  in Appendix k and 

1 M  National Retention Assessment Criteria. I f  it  is conc luded  th a t 

th e  sub ject in ques tion  con tinues  to  pose a h igh  risk o f  harm , th e  

record should  be re ta ined  and  reviewed aga in  a t in terva ls specified  in 

th e  Review Schedule de ta iled  in Appendix k .

Triggered  reviews should  a lso be held in th e  fo llo w in g  circum stances:

• Statutory disclosures -  th is  includes d isclosures to  th e  

In d e p e n d e n t S a feguard ing  A u th o r ity  (ISA), D e p a rtm e n t o f 

C hildren Schools and  Fam ilies (DCSF) and  D e p a rtm e n t fo r 

In n o v a tio n  U nivers ities and  Skills (D IU S ) v e ttin g  and  barring  

schem es. I t  is essentia l th a t  th e  in fo rm a tio n  be ing  disclosed is 

co rrect and re levan t to  th e  m a tte r  in question . Further de ta ils  o f 

th e  CRB re levancy te s t can be fo u n d  in section  6 Inform ation  
Sharing.

• Requests for information made by other law enforcement 
agencies -  person records shared w ith  o th e r law  e n fo rce m en t 

agencies shou ld  be review ed fo r th e ir  accuracy, a dequacy  and 

necessity. Forces should  ensure th a t  o n ly  th e  m o s t cu rren t and 

accura te  record is shared and  th a t  th e  te s t o f  p ro p o rt io n a lity  has 

been app lied .

• Subject Access Requests -  sub jec t access requests should be 

used as a tr ig g e r fo r review. Forces m us t disclose th e  in fo rm a tio n  

ava ilab le  a t th e  t im e  o f th e  request and  o n ly  u p d a te  or dispose 

o f records once th e  request has been responded to .

Routine a m e n d m e n ts  or d isposals th a t  w ou ld  have been m ade  

regardless o f  th e  request, as covered by section 8.5 o f th e  D ata  

P ro tection  A c t 1998, shou ld  still be m ade.

Note: By th e  t im e  a review  is tr igge red , th e  in fo rm a tio n  being 

review ed m a y  have a lready  been used to  m ake decis ions and Justify  

po lice  a c tion . C onsequently, any  upda tes m us t be a d e q u a te ly  

d ocu m e n ted  fo r a u d it purposes. For fu rth e r de ta il on th e  a u d it 

requ irem en ts  o f th e  rev iew ing process, see 7.6.6 Audit and 
Supervision.
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T he  Review Schedule in Appendix k o f  th is  gu ida nce  focuses on 

those  o ffende rs  w ho  presen t a risk o f  harm  because o f th e  

seriousness o f th e ir  o ffences. I t  also acknow ledges th a t  a risk o f  harm  

m a y  be presented by p o te n tia lly  dangerous  peop le  w ho  have n o t ye t 

been conv ic ted  or even accused o f serious o ffe n d in g , b u t w hose 

behaviour, nonethe less, causes concern.

A d d itio n a lly , p ro lific  o ffende rs  w hose  c rim ina l a c tiv ity  is low er level 

b u t h ighe r in freq ue n cy  also pose a risk o f harm  to  th e  public. 

In fo rm a tio n  a b o u t th e m  should , the re fo re , be re ta ined  on police 

system s fo r as long as th e y  co n tin u e  to  engage  in c rim ina l a c tiv ity . 

T he  use o f des igna ted  clear periods prevents forces fro m  having  to  

ju s t ify  th e  co n tin ue d  re te n tio n  o f in fo rm a tio n  re la ted  to  p ro lific  

o ffe nd e rs  fo r as long as th e y  co n tin u e  to  o ffe n d . For th e  purpose o f 

th is  gu idance , a c lear period  is d e fin ed  as th e  len g th  o f t im e  since a 

person last cam e to  th e  a tte n tio n  o f th e  police  as an o ffe n d e r or 

suspected o ffe n d e r fo r behav iou r th a t  can be considered a re levan t 

risk fac to r. The  tr ig g e re d  review  process w ill ensure th a t  records 

re la tin g  to  p ro lific  o ffende rs  rem a in  a d e q u a te  and  up to  date .

T he  Review Schedule is o ffe n d e r focused ra the r th a n  focused on 

business areas. I t  is based on th e  fo llo w in g  th re e  premises:

1. Past b ehav iou r is an in d ica to r o f  fu tu re  behav iou r and th e  typ e  

o f o ffe n ce  an ind iv idua l is invo lved in, o r a lleged  to  be invo lved 
in, is a c lear in d ica to r o f risk;

2. In fo rm a tio n  re la tin g  to  those  o ffende rs  w ho  pose th e  h ighes t 

risk o f  harm  to  th e  c o m m u n ity  m us t be re ta ined  th e  longest;

3. W here  a person record is linked to  m u ltip le  o ffences, th e  m ost 

serious o ffe n ce  w ill d e te rm in e  th e  review  ca teg o ry  fo r all o f  the  

o ffences.

The  Police N a tio na l Legal D atabase has been u pda ted  to  show  a 

M oPI review  g roup  fo r each o ffence . A  com prehensive  list has 

been supplied to  all forces and w ill be regu la rly  u pda ted  a llow ing  

forces to  search by o ffence , o ffence  code and M oPI review  group.

For a u d it purposes, a record m us t be kept o f  every review  undertaken, 

irrespective o f w h e th e r it resulted in a n y  a lte ra tio n s  or d isposal. For 

g u ida nce  on how  to  record th e  review  process fo r a u d it purposes, 
see 7.6.6 Audit and Supervision.
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U nder th e  Review Schedule, in fo rm a tio n  held fo r po lic ing  purposes is 

d iv ided  in to  fo u r groups.

Group 1: Certain Public Protection Matters

T he  M oP I Code o f Practice acknow ledges th a t  th e re  are ‘ ce rta in  

pub lic  p ro te c tio n  m a tte rs ’ w h ich  are o f such im p o rta n ce  th a t  

in fo rm a tio n  re la ting  to  th e m  should  o n ly  be d isposed o f  i f  it  is fo un d  

to  be e n tire ly  inaccura te  or no longe r necessary fo r po lic ing  purposes.

C erta in pub lic  p ro te c tio n  m a tte rs  are de fin ed  fu lly  in 2.3 Critical 
Inform ation Areas. T hey are:

•  In fo rm a tio n  re la ting  to  all o ffende rs  w ho  have ever been 

m an ag ed  under MAPPA;

•  In fo rm a tio n  re la ting  to  ind iv idua ls  w ho  have been convicted, 

a cq u itte d , charged, arrested, ques tioned  or im p lica te d  in re la tion  

to  m urde r o r a serious o ffe n ce  as specified  in th e  C rim ina l lu s tice  

A c t 2 00 3  (C IA ) or h is to rica l o ffences  th a t  w ou ld  be charged  as 

such if  c o m m itte d  to da y ;

•  P o ten tia lly  dangerous  people.

Forces m us t re ta in  all in fo rm a tio n  re la tin g  to  ce rta in  pub lic  p ro tec tio n  

m a tte rs  u n til such tim e  as a sub ject is deem ed  to  have reached 100  

years o f  age  (th is  shou ld  be ca lcu la ted  using th e  s u b je c t’s d a te  o f 

b irth ). There  is still a requ irem en t, however, to  review  th is  in fo rm a tio n  

regu la rly  to  ensure th a t it  is a d e q u a te  and  up to  date . Th is m us t be 

done  every ten  years. See 7.7.2 Which Records Should Not 
Necessarily Be Retained fo r  advice  on d up lica te  records.

Due to  th e  seriousness o f th is  g roup , no d is tin c tio n  is m ad e  betw een 

th e  typ e  or c lass ifica tion  o f  in fo rm a tio n  th a t  can be re ta ined  fo r  100 

years; in fo rm a tio n  re ta ined  under th is  g ro up ing  can inc lude 

in te lligence  o f a n y  g rad ing .

There  m a y  be ex trem e  cases w here  th e  re te n tio n  o f records re la ting  

to  ce rta in  p ub lic  p ro te c tio n  m a tte rs  w ou ld  be d isp ro p o rtio n a te ly  

in ju rious  to  th e  ind iv id ua l th e y  are recorded aga ins t. For exam ple , an 

ind iv id ua l a rrested on suspicion o f  m urde r fo r a d ea th  th a t  is 

subsequen tly  fo un d  to  have been th e  result o f  na tu ra l causes, o r an 

e n tire ly  m a lic ious accusa tion  th a t has been proved as such, w ou ld  

b o th  gene ra te  records th a t  can o n ly  be a d e q u a te  and up to  d a te  if  

th e y  re fle c t w h a t a c tu a lly  happened . Particu lar care m us t be 

exercised in d isclosing any  such records to  avoid  a n y  unnecessary 

d a m a g e  to  th e  person w ho  is th e  sub ject o f  th e  record.
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A d d itio n a lly , o ffences th a t  have been am e nd ed  by m ore  recen t (G A ) 

leg is la tion  and  are now  considered serious specified  o ffences under 

th e  G A  should  be re ta ined  as p a rt o f  th is  g roup . For exam ple , under 

th e  Sexual O ffences A c t 195 5  th e  o ffe nce  o f  U n law fu l Sexual 

In te rcou rse  w ith  a girl aged 1 3 -1 5  years a ttra c te d  a m a x im u m  

sentence o f tw o  ye a rs ’ im p riso nm e n t. U nder th e  Sexual O ffences A c t 

200 3  th is  o ffence , now  called sexual a c tiv ity  w ith  a ch ild , carries a 

m a x im u m  sentence o f fo u rte en  years ’ im p riso n m e n t and is listed as 

a ‘ serious specified  o ffe n c e ’ under th e  G A . For th e  purposes o f th is  

review  and re te n tio n  process, ind iv idua ls  d e a lt w ith  under th e  Sexual 

O ffences A c t 1955  should  have th e ir  records re ta ined  as th o u g h  th e  

o ffe n ce  or a lleged  o ffe n ce  occurred recently.

Group 2: Other Sexual, Violent or Serious Offences

For th e  purpose o f th is  gu idance , a sexual o ffe n ce  is a n y  listed in 

Schedule 3 o f  th e  Sexual O ffences A c t 2003 . A  v io le n t o ffe n ce  is any  

o f those  specified  as such in th e  cu rren t Flom e O ffice  C oun ting  Rules 

fo r recorded crim e. A  serious o ffe n ce  is a n y  o ffe n ce  show n as such on 

th e  Police N a tio n a l Legal D atabase  (PNLD). Th is g roup  also includes 

all specified  o ffences th a t  are n o t serious o ffences as d e fin ed  in th e  

G A . A  fu ll list o f  these  o ffences is recorded on th e  PNLD.

In fo rm a tio n  re la ting  to  sexual, v io le n t o r serious o ffences th a t are 

n o t listed as serious specified  o ffences in th e  G A  can o n ly  be 

re ta ined  fo r as long as th e  o ffe n d e r o r suspected o ffe n d e r 

con tinues  to  be assessed as posing  a risk o f  harm , using th e  NRAC 

in Appendix

A fte r  every te n -yea r clear period , these records shou ld  be reviewed 

and  a risk-based decis ion m ad e  as to  w h e th e r th e y  should  be 

re ta ined  or disposed o f. Th is g roup  includes a n y  in fo rm a tio n  re la ted  

to  persons conv ic ted , a cq u itte d , charged, arrested, ques tioned  or 

im p lica te d  w ith  an o ffe n ce  w ith in  th is  g roup . I f  th e  ind iv id ua l in 

ques tion  con tinues  to  o ffe n d  or is im p lica te d  in co n tin ue d  o ffe n d in g  

th e n  records re la tin g  to  th e m  m us t be re ta ined. In  these 

c ircum stances, however, th e  absence o f  a c lear period  w ill m ean  th a t 

forces do  n o t have to  co n d u c t a scheduled review  or ju s t ify  th e  

co n tin ue d  re te n tio n  o f such records. The  tr ig g e re d  review  process w ill 

ensure th a t  records re la tin g  to  th is  g roup  o f o ffende rs  rem ain  

a d e q u a te  and up to  date .

Group 3: All Other Offences

Records re la tin g  to  peop le  w ho  are conv ic ted , a cq u itte d , charged, 

arrested, ques tioned  or im p lica te d  fo r o ffe n d in g  behav iou r w h ich  

does n o t fa ll w ith in  G roup 1 or G roup 2 are d e a lt w ith  in G roup 3.
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Records th a t  fa ll w ith in  th is  g roup  do n o t necessarily have to  be 

reviewed. Forces m ay  o p t to  use a system o f tim e-based, a u to m a tic  

disposal fo r classes o f in fo rm a tio n  in th is  g roup  i f  it is considered th a t 

th e  risk o f  d isposing o f these records is ou tw e ighed  by the  

adm in is tra tive  burden o f review ing th e m  or th e  cost o f  re ta in ing  them .

Forces w ho  o p t to  use tim e-based  d isposal fo r all o r a p ro p o rtio n  o f 

th e ir  G roup 3 records m us t observe th e  fo llo w in g  princip les:

•  The  c rite ria  by w h ich  forces dec ide  w h ich  G roup 3 records to  

review  and w h ich  to  a u to m a tic a lly  dispose o f m us t be o u tline d  

in th e  In fo rm a tio n  M a n a g e m e n t S tra tegy  (IM S);

•  The  risk o f d isposing  o f records w ith o u t review  lies w ith  th e  ch ie f 

o ffice r;

•  A ll records sub jec t to  tim e-based  d isposal m us t still be re ta ined  

fo r an in itia l six-year period;

•  Forces m us t have a m echan ism  fo r id e n tify in g  those  G roup 3 

ind iv idua ls  w ho  co n tin u e  to  reo ffe nd  or w ho  are im p lica te d  or 

suspected o f be ing  im p lica te d  in o ffe n d in g , and re ta in  records 

re la tin g  to  th em ;

•  Forces m us t have a m echan ism  fo r id e n tify in g  those  ind iv idua ls  

w ho  have d em o n s tra te d  a ca p a c ity  fo r in flic tin g  serious harm , 

using th e  NRAC in Appendix k and  fla g g in g  records re la tin g  to  

th e m  fo r an Exception Review, see 7.6A Exception Reviews;
•  A n y  G roup 3 records th a t  forces w ish to  re ta in  fo r longe r th a n  six 

years m ust be reviewed a t five -yea rly  in te rva ls and  risk assessed 

using th e  NRAC in Appendix k .

Group k \  Miscellaneous

•  U nde tec ted  C rim e

Records re la ting  to  und e te c te d  G roup 1 o ffences should  be 

re ta ined  fo r a m in im u m  o f  100  years fro m  th e  d a te  reported  to  

th e  police.

O ther records o f  und e te c te d  o ffences should  be re ta ined  fo r a 

m in im u m  o f six years fro m  th e  d a te  reported  to  th e  police. 

Forces should  be m in d fu l th a t  these are m in im u m  periods; th e y  

m a y  keep und e te c te d  crim e  records fo r longe r i f  th e y  feel it 

necessary. There  are no a d d it io n a l requ irem en ts  to  review  these 

records above  and  beyond  th e  requ irem en ts  im posed by 

re levan t inve s tiga tive  guide lines.
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CRB Disclosures

The  CRB Q u a lity  Assurance Fram ew ork sta tes th a t  in fo rm a tio n  

d isclosed to  th e  CRB under th e  Police A c t 1997  fo r ve ttin g  

purposes shou ld  be re ta ined  fo r ten  years.

A ga in , these  packages o f  in fo rm a tio n  w ill be a copy  o f th e  

o rig in a l record. Provided th e re  is no subsequen t o n g o in g  legal 

a c tion  re la tin g  to  such a disclosure, these records can be 

d isposed o f a fte r  ten  years.

In te llig e n ce  Products

In te llig e n ce  p roducts  used to  su pp o rt po lice  inqu iries  or 

in ve s tiga tion s  w ill o fte n  be linked to  a person record and  should  

be reviewed in accordance  w ith  th e  Review Schedule show n in 

Appendix T he  ty p e  o f  c rim ina l a c tiv ity  be ing  exam ined  

d e te rm ines  th e  leng th  o f t im e  be tw een  reviews.

M issing Persons

In  accordance  w ith  A CP O  (2010) G uidance on the 
M anagem ent, Recording and Investigation o f  M issing  
Persons, Second Edition in fo rm a tio n  re la ting  to  open  m issing 

persons cases should  be re ta ined  u n til th e  person is loca ted. 

There  are no a d d it io n a l requ irem en ts  to  review  o u ts ta n d in g  

m issing persons cases beyond  those  o u tlin e d  in th a t  gu idance .

For cases o f m issing persons w ho  have subsequen tly  been 

loca ted  safe and  well, in fo rm a tio n  should be re ta ined  fo r a 

m in im u m  o f  six years. I f  th is  in itia l six-year period  is clear, ie, th e  

Ind iv idua l does n o t go  m issing aga in  and  th e re  are no 

subsequen t ind ica tio ns  o f abuse, d om es tic  v io lence  or o th e r 

fac to rs  th a t  m ig h t p lace th e  ind iv idua l a t risk, th e  record should 

be d isposed of.

V ic tim  and  W itness In fo rm a tio n

Records re la ting  to  th e  v ic tim  o f an o ffe n ce  and  a n y  w itnesses 

shou ld  be re ta ined  fo r  an in itia l six-year clear period  or fo r 

th e  leng th  o f  t im e  required  by th e  CPIA i f  th is  is longer. See

7.2.3 Criminal Procedure and Investigations Act 1996 fo r  a

b rie f descrip tion  o f th e  CPIA requ irem ents : refer to  section  5 o f 

th e  CPIA Code fo r m ore  deta il.
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Beyond th is  po in t, th e  decis ion a b o u t w h e th e r to  re ta in  v ic tim  and 

w itness de ta iis  shouid  be m ad e  on a case-by-case basis. Records 

shouid  be re ta ined  i f  th e y  p rov ide  de ta ii o f  an o ffe n d e r ’s MO or 

re ievan t risk factors. W itness s ta te m e n ts  w iii genera iiy  fa ii in to  th is  

ca tegory , see 7.7.1 The Decision To Retain. I f ,  however, th is  de ta ii 

is dup iica ted  e isewhere, cons ide ra tion  can be g iven to  d e ie tin g  v ic tim  

and  w itness in fo rm a tio n  fro m  th e  system.

In  aii cases v ic tim  and  w itness de ta iis  shou id  be band ied  w ith  care 

and  in accordance  w ith  th e ir  r ig h t to  privacy.

In  c ircum stances w here  a v ic tim  or w itness is recorded on poiice 

system s as an o ffe n d e r o r suspect in a n o th e r m a tte r, th e ir  de ta iis  

shouid  be re ta ined  and  review ed in accordance  w ith  th e  in c id e n t in 

w h ich  th e y  are th e  person o f in terest.

Flgyre 2 .Info-rmatioo Flavfew Schedute 2'roaess Cheat
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U nder th is  g u idance  forces ore ob ie  to  o p t fo r a system  o f tim e-based  

d isposai fo r records th a t  re ia te  to  G roup 3 o ffences, as d e fin ed  in 

7.6.3 Scheduled Reviews. I f ,  however, an o ffe n d e r o r suspected 

o ffe n d e r ’s behav iou r suggests th a t  th e y  m a y  pose a h igh  risk o f 

harm  to  others, forces m us t have a m echan ism  in p iace fo r 

h ig h iig h tin g  th e  re ievan t person records fo r  an excep tion  review, 

instead  o f d isposing  o f th e m  a u to m a tica iiy .

For th e  purpose o f d e te rm in in g  w h e th e r an ind iv idua i w ho  has been 

accused, suspected, arrested, charged, conv ic ted  or a cq u itte d  o f a 

G roup 3 o ffe n ce  poses a h igh  risk o f harm , forces shouid  use th e  

c rite ria  o u tiin e d  in th e  NRAC. See 1 M National Retention 
Assessment Criteria.

I f ,  however, a n y  o f  th e  risk fac to rs  iisted be iow  are present, th e  

re ievan t person records m us t be d irected  in to  th e  review  process:

•  Is th e re  evidence o f a ca p a c ity  to  in f iic t serious harm ?

•  Are th e re  concerns in re ia tion  to  ch iid ren  or vu inerab ie  aduits?

•  D id th e  b ehav iou r invo ive a breach o f  trust?

•  Is th e re  evidence o f estab iished iinks or associa tions w h ich  m ig h t 

increase th e  risk o f  harm ?

•  Are th e re  concerns in re ia tion  to  substance misuse?

•  Are th e re  concerns th a t  th e  in d iv id u a i’s m en ta i s ta te  m ig h t 

exace rba te  risk?

The task o f h ig h iig h tin g  records fo r an excep tion  review  is one th a t 

shouid  be done  a t th e  p o in t o f  record crea tion .

The  d e fin it io n  o f  a d e a r period  used in th is  g u ida nce  is d if fe re n t fro m  

th a t  used in th e  PNC Retention Guideline.

The Review Scheduie in Appendix ^  sta tes th a t  reviews take p iace 

a fte r  d es igna ted  c iear periods. I f  a sub ject iast cam e to  the  

a tte n tio n  o f  th e  po iice  th ro u g h  an in te iiigence  rep o rt th a t  d id  n o t 

iead to  a ny  poiice  ac tion , th e  c iear period  w iii beg in  on th e  d a te  th a t  

th e  rep o rt was su bm itted .
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W here  th e  re levan t b ehav iou r led to  police  a c tion , such as arrest, 

q ue s tion in g  or a n y  fu rth e r enquiries, th e  c lear period  w ill beg in  on th e  

d a te  o f th e  last ac tion . In  coses w here  a fixed  p e n a lty  no tice  or 

ca u tio n  was issued th e  in d iv id u a l’s c lear period  w ill beg in  on th e  d a te  

o f issue.

W here  a person is charged  w ith  an o ffe n ce  b u t th e  case is e ithe r n o t 

p roceeded w ith  or a co u rt acqu its  th em , th e  clear period  w ill beg in  on 

th e  d a te  th e  decis ion w as taken or handed  dow n.

I f  th e  in d iv id u a l’s last re levan t c o n ta c t w ith  th e  c rim ina l ju s tice  

system  was by w a y  o f o co u rt o rdered sentence, th e  clear period  w ill 

beg in  w hen  th a t  sentence has exp ired  com p le te ly . In  th e  cose o f 

custod ia l sentences th is  includes a n y  period  served on licence in th e  

co m m u n ity , fo llo w in g  th e  custod ia l e le m e n t o f  th e  sentence.

Further behav iou r b ro u g h t to  th e  a tte n tio n  o f th e  police  and w h ich  

ind ica tes a re levan t risk o f  harm  w ill reset an in d iv id u a l’s clear period. 

The  relevance o f such behav iou r m us t be d e te rm ine d  on a case-by­

case basis. For exam ple , a new  charge  o f d riv ing  under th e  in fluence  

o f a lcoho l m ig h t n o t be re levan t in th e  case o f all sex o ffenders . I f ,  

however, an in d iv id u a l’s h is to ry  suggests th a t a lcoho l m isuse is a 

pre-cursor to  o ffe n d in g , th is  w ou ld  be re levan t and should  be used to  

reset th e ir  c lear period.

B ehaviour w h ich  can lead to  a c lear period  be ing  reset does n o t 

necessarily have to  be a new  o ffe n ce  or suspected o ffence , b u t it 

m us t be evidence o f a risk o f  harm  to  others.

An in d iv id u a l’s clear period  is also reset by a request fo r  in fo rm a tio n  

m ade  by o th e r law  e n fo rce m e n t agencies and  by requests fo r  CRB 

disclosure. C lear periods are not reset by sub ject access requests.

The  key p o in ts  to  consider fo r th e  a u d it and  supervis ion o f th e  review  

process are:

•  A ll tr igge red , scheduled and  excep tion  reviews o f  police  records 

m us t be docu m e n ted , regardless o f w h e th e r th e y  resu lt in a ny  

change:

•  The IM S  shou ld  spec ify  th e  level a t w h ich  decis ions to  dispose o f 

records re la ting  to  sexual, v io le n t and  serious o ffences (G roup 2) 

are taken;

•  The IM S  shou ld  spec ify  an inspection  o f a sam p le  o f  fo rce  

records every tw e lve  m onths.
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Documenting the Review Process

The NRAC in Appendix k has been designed in a ta b le  fo rm a t to  

assist forces w ith  th e  re q u ire m e n t to  record reviews and any  

subsequen t decis ions to  re ta in  in fo rm a tio n .

W hen  co nd uc tin g  a review, if  th e  fo rm a t o f  a person record or th e  

system  it is held on does n o t a llo w  fo r an a u to m a tic  record o f  its 

review  to  be m ade, th e  NRAC fo rm  should  be com p le ted . I t  should  

th e n  be sto red e ithe r e lec tron ica lly  or in hard copy  on th e  

re levan t file .

A n y  system -genera ted  records crea ted  to  d o cu m e n t a review  m ust 

log th e  d a te  o f  review, th e  rev iew er’ s nam e, th e  o u tco m e  and th e  

reason fo r th e  decis ion taken.

In  com p lex  cases, w here  th e  review  process takes several days, a t im e  

period  can be recorded as th e  d a te  o f review.

In  th e  case o f tr igg e red  reviews, th e  rev iew ing o ffic e r m us t p rovide  

an e xp la n a tio n  o f  how  and  w h y  th e  tr ig g e re d  review  cam e abou t.

The  re te n tio n  assessm ent c rite ria  section  o f  th is  fo rm  w ill d e te rm in e  

w h e th e r o r n o t th e  in fo rm a tio n  under review  shou ld  be re ta ined  or 

d isposed o f. This section  m us t be used fo r all scheduled reviews and 

a n y  tr ig g e re d  reviews o f records th a t have been held fo r six years or 

m ore. The rev iew ing o ffic e r m us t inc lude  an e xp la n a tio n  as to  how  

th e  ind iv idua l in ques tion  m eets  th e  o u tline d  risk crite ria . I t  is n o t 
necessary to  exp la in  how  or w h y  an ind iv id ua l does n o t m e e t th e  risk 

c rite ria  i f  th is  is th e  case.

W here  o system -genera ted  record is n o t crea ted  to  d o c u m e n t o 

review  and th e  rev iew ing o ffic e r is re ly ing  on th e  NRAC fo rm , th e  

O u tcom e  o f Review section  m us t a lw ays be co m p le ted . I t  m us t also 

inc lude  an e xp la n a tio n  o f a n y  a m e n d m e n ts  m ad e  to  a record as a 

resu lt o f  th e  review  process.

Authorising the Review Process

All reviews th a t  result in a decis ion to  dispose o f a record or change  

its ca teg o ry  should  be au tho rised  by th e  rev iew ing o ff ic e r ’s line 

m anager. Forces m a y  require  line m angers to  a u tho rise  o th e r reviews 

if  th e y  w ish. The NRAC fo rm  includes a space fo r th e ir  a u th o risa tio n .

The  decis ion to  re ta in  in fo rm a tio n  can be approved  by a line 

m an a g e r a t a ny  level.
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For offences that fall within Group 2 -  other sexual, violent or serious 
offences (see 7.6.3 Scheduled Reviews) there is a presumption in 
favour of retention, and the decision to dispose of any records from 
this group, therefore, requires authorisation. The IMS will specify an 
appropriate level for this decision to be taken within the force.

Where forces have opted to review the Group 3 -  any other offence 
records they hold, decisions to retain or dispose can be approved by 
the reviewing officer’s line manager. See 7.6.3 Scheduled Reviews.

The time-based disposal of Group 3 records does not require any 
further authorisation beyond that already given by a chief officer in 
his/her decision to take this option. This approach should be specified 
in the IMS.

Annual Inspections and Monthly Audits

To ensure the quality of review processes, forces will set out in an IMS 
the process for overseeing annual inspections of a sample of force 
person records. This is to ensure that they are Data Protection Act 
compliant and being reviewed in accordance with this guidance.

These inspections must be carried out independently of staff in the 
business area where the records are held.

Additionally, local managers should, in line with the IMS, undertake 
regular quality assurance audits of information held by their unit or 
business area.

The key points to consider in relation to the retention of police 
information are:

• When the decision is made to retain information about a person, 
consideration should be given as to whether every individual 
record needs to be retained;

• Information that is to be retained must be managed in 
accordance with A C P O /A C P O S  (2 0 0 2 )  I n f o r m a t io n  S y s te m s  
C o m m u n ity  S e c u r i ty  P o lic y ;

•  Information that is to be retained must be both searchable and 
retrievable by staff who are appropriately vetted and have a 
need to know.
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The retention of information relating to criminal activity and known 
and suspected offenders allows the Police Service to develop a more 
proactive approach to policing. By contributing to the identification 
of criminal patterns and threats and helping to prioritise the 
subsequent deployment of policing resources, information retention 
assists forces to prevent and detect crime and protect the public. It is, 
however, impractical and unlawful for forces to retain every piece of 
information collected. Consideration must, therefore, be given to the 
types of information that need to be retained and the practical 
implications of storing these records in their various formats.

Scheduled reviews require the reviewing officer to conduct an 
assessment of the risk of harm posed by the subject of the 
information under review. See 7.6.3 Scheduled Reviews.

If the individual under review meets any of the criteria outlined in the 
National Retention Assessment Criteria (NRAC) (see Appendix 
then the retention of records relating to them is proportionate to the 
level and type of risk they pose. Hence, these records must be 
retained and reviewed again at a later date specified in the Review 
Schedule in Appendix

In those circumstances where individual records cannot be separated 
out, for example, police pocket notebooks, the entire collection of 
records should be retained according to the most serious offence 
they contain. In the case of pocket notebooks and similar 
documents, relevant police information should be transferred to a 
primary business area as soon as is practicable.

It should be noted that a decision to retain records relating to a 
particular individual does not necessarily mean that every piece of 
information held in relation to them needs to be kept. The reviewing 
officer should use their discretion to identify those records that 
contain sufficient information to contribute to understanding the 
nature of the offence or the type of risk posed.

Similarly, any records that do not contain sufficient detail to identify 
the circumstances of the offence are not adequate for purpose and 
cannot be retained.
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During an investigation, a number of pieces of information will have 
been collected for purely administrative purposes and do not have 
any independent significance. It is not necessary to keep these 
ancillary records os port of a file that has been marked for retention 
os they do not contribute to understanding the nature of the offence 
or the type of risk posed.

Information that is duplicated across force systems should also be 
minimised. Consideration should be given to the amount and type of 
detail held on individual systems and the extent to which this is 
duplicated in others, with a view to disposing of those that are 
surplus to requirements. It may also be more practical to retain 
electronic records than paper ones and, provided that the reviewing 
officer is satisfied that the relevant information contained in paper 
records is also held electronically in a searchable format, the paper 
records can be destroyed.

Original exhibits do not need to be retained in circumstances where it 
is unreasonable to do so, however, a copy should be stored in the 
form of photographs, video recordings or digital images.

Special care needs to be taken when deciding whether to keep 
intelligence products. Although intelligence products are generally 
based on information already held on police systems, they often 
present this information in a more concise and helpful format. It 
may, therefore, be useful to keep them. If, however, they duplicate 
information on other systems and do not add any value, then they 
can be disposed of.

Stomg#

The methods for storing records of police information will depend on 
whether they carry a protective marking. C a b in e t O ff ic e  (n .d .) 
G o v e rn m e n t M a n u a l  o f  P ro te c tiv e  S e c u r ity  and A C P O /A C P O S  
(2 0 0 2 )  In fo rm a t io n  S ystem s C o m m u n ity  S e c u rity  P o licy  specify 
requirements for storing classified material. All forces must develop 
and implement a policy for disposing of records in accordance with 
these standards.

Records that have been marked for retention must be stored in a 
format and location that allows them to be searched and retrieved.
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Police information can only be accessed for authorised policing 
purposes, and force policy must ensure that only those staff who are 
vetted accordingly and who have a legitimate need to know are 
permitted access to protectively marked information.

All employees, including contract staff, are personally responsible for 
ensuring that they have access to and fully understand and comply 
with all relevant force security policies and operating procedures. It is 
the supervisor’s duty to ensure that all users of information systems 
are aware of these policies and procedures and adhere to them.

The use of archives to store records and limit access to them is an 
option for forces, and a decision should be made on a force-by­
force basis. It must be emphasised, however, that archiving is a form 
of retention and is not to be used for information that must be 
disposed of.

All reviews that result in a decision to retain records must be 
recorded on the form held in Appendix Full details on recording 
the reviewing process for audit purposes can be found in
7.6.6 Audit and Supervision.

7 M  D is -p o s-a i For the purpose of this guidance, disposal is the removal of 
information from all police systems, justified through the review 
process, to the extent that it cannot be restored.

The key points to consider in relation to the disposal of police 
information are:

• Disposal means removal of information from all police systems;
• The IMS, or its supporting documentation, will set out who can 

authorise the disposal of police records:
• Information must be disposed of in accordance with 

A C P O /A C P O S  (2 0 0 2 )  In fo rm a t io n  S ystem s C o m m u n ity  
S e c u r ity  Policy.

Information is disposed of and removed from police systems because 
it can no longer be lawfully retained due to it being inaccurate 
beyond alteration, excessive or no longer necessary for policing 
purposes. It is, therefore, essential that details of a record marked for 
disposal do not continue to exist on any police systems, including 
paper or other copies or within other documentation such as 
intelligence products.
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Where a scheduled review has taken place after a designated clear 
period, and the completed NRAC does not indicate that the subject 
continues to pose o risk of harm, the record under review must be 
disposed of.

The method of disposal for records of police information will depend 
on whether they carry a protective marking. C a b in e t O ff ic e  (n .d .)  
G o v e rn m e n t M a n u a l  o f  P ro te c tiv e  S e c u r ity  and A C P O /A C P O S  
(2 0 0 2 )  In fo rm a t io n  S ystem s C o m m u n ity  S e c u rity  P o licy  specify 
requirements for the handling and disposal of classified material. All 
forces must develop and implement a policy for disposing of records 
in accordance with these schemes.

Records that have been marked for disposal because they are 
inadequate or are no longer necessary cannot be archived. Archiving 
is a form of retention and should only be used as a means of 
restricting access to those records that can continue to be held 
lawfully. See 7.7.5 Archiving.

Records which no longer have a policing purpose but which may have 
historical or academic value may be archived for long-term retention 
outside the operational environment. It must be clear that the 
records are kept for this purpose only.

The template provided in Appendix  ̂must be completed for all 
reviews where circumstances do not allow for a system-generated 
record to be created. This form must also be presented to the 
authorising officer for their approval and signature.

In cases where a record has been marked for disposal it is not, 
however, appropriate to retain the completed risk assessment form 
for audit purposes, as this will contain some detail of the record and 
undermine the attempt to remove this detail from police systems. 
The IMS will specify that a disposal schedule is maintained 
containing the following information:

• Date of decision;
• Number of records;
• Whether the records were considered inadequate or no longer 

necessary for a policing purpose.
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Under no circumstances should records documenting a decision to 
dispose of information hold the personal details of individuals. The 
review process outlined in this guidance will ensure that forces can 
justify the disposal of information. Once a record is considered to be 
either inadequate or no longer necessary, there is no reason why a 
force should have any indication they ever had it.

7 3  l l e s p o r i s l b l i i t i e s
• Ensure that the IMS sets out a process for reviewing records in 

accordance with this guidance;
• Decide at what level decisions to retain and dispose of records 

can be taken;
• Ensure a dip sample of records held by their department is 

undertaken;
• Ensure staff responsible for undertaking reviews are trained in 

accordance with the National Training and Delivery Strategy.

• Authorise the outcome of all reviews conducted in their area of 
responsibility;

• Ensure that the review policy in the IMS is followed;
• Provide feedback to staff;
• Ensure users of systems are aware of and adhere to force policies 

and procedures relating to information management and 
systems.

' Eollowthis guidance for reviewing records;
' Access, understand and follow force security policies and 
operating procedures;

' Establish and enter the review date for a record at the point of 
creation;

' Eollow the NRAC in Appendix  ̂when reviewing records to 
determine their continued necessity for a policing purpose;.

' Document the review process using the form in Appendix  ̂
wherever there is no automated mechanism in place;

' Ensure that information to be disposed of is not duplicated and, 
therefore, retained elsewhere.
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1.1 Purpose of the code

1.1.1 Police forces hove a duty to obtain and use a wide variety of 
information (including personal information), in order to 
discharge their responsibilities effectively. They need the 
support and cooperation of the public in doing so. The 
purpose of this code and associated guidance is to assist the 
police to carry out that duty.

1.1.2 The responsibility for the management and use of 
information within the Police Service rests with the chief 
officer of the police force which owns the information.

1.1.3 Chief officers of police must therefore ensure that their forces 
adopt practices for the management of information that 
ensure such information is used effectively for police purposes 
and in compliance with the law.

1.1A  The purpose of this code is to ensure that there is broad 
consistency between forces in the way information is 
managed within the law, to ensure effective use of available 
information within and between individual police forces and 
other agencies, and to provide fair treatment to members of 
the public.

1.1.5 This code sets out the principles governing the management 
of information (including personal information) which the 
Police Service may need to manage and use including:

a) procedures to be applied in obtaining and recording that 
information;

b) procedures to ensure the accuracy of information 
managed by the police:

c) procedures for reviewing the need to retain information 
and, where it is no longer needed, to destroy it;

d) procedures governing authorised sharing of information 
within the Police Service and with other agencies; and

e) measures to maintain consistent procedures for the 
management of information within all police forces so as 
to facilitate information sharing and the development of 
service-wide technological support for information 
management.

1.1.5 In doing so, it recognises that effective use of information for 
police purposes requires consistent procedures to be in place 
throughout the Police Service.
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1.1.7 The procedures and equipment to give effect to the
principles set out in this code may change. This code will 
therefore be supported by more detailed and extensive 
guidance that will define information management 
standards required within forces. That guidance may change 
from time to time, but must be framed in compliance with 
the principles established by this code.

1.2 Statutory basis of the code

1.2.1 This code of practice comes into effect on 1 k  November 
2005.

1.2.2 Nothing in this code alters the existing legal powers or 
responsibilities of any police authority, chief officer of police, 
or other person.

1.2.3 This code of practice is made under:

a) section 39 of the Police Act 1995, which permits the 
Secretary of State to issue codes of practice relating to 
the discharge by police authorities of any of their 
functions:

b) section 39A of the same Act, which permits the 
Secretary of State to issue codes of practice relating to 
the discharge of their functions by chief officers where it 
is necessary to do so for the purpose of promoting the 
efficiency and effectiveness of police forces in England 
and Wales;

c) section 28 of the Police Act 1997, which permits the 
Secretary of State to issue codes of practice relating to 
the discharge by the National Criminal Intelligence 
Service (NCIS) Service Authority of any of its functions:

d) section 73 of the Police Act 1997, which permits the 
Secretary of State to issue codes of practice relating to 
the discharge by the National Crime Squad (NCS)
Service Authority of any of its functions:

e) section 28A of the Police Act 1997, which permits the 
Secretary of State to issue codes of practice relating to 
the discharge by the Director General of the NCIS of any 
of his functions: and

f) section 73A of the Police Act 1997, which permits the 
Secretary of State to issue codes of practice relating to 
the discharge by the Director General of the NCS of any 
of his functions.
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12 M  This code recognises that there is an existing iegai framework 
for the management of information in iegisiation reiating to 
data protection, human rights and freedom of information.

1.2.5 It appiies directiy to the poiice forces maintained for the 
poiice areas of Engiand and Waies defined in section 1 of the 
Poiice Act 1995, and to the NCS and the NCIS.

1.2.5 It is avaiiabie for adoption by other agencies inciuding other 
poiice forces not covered by section 1 of the 1995 Act and 
iaw enforcement agencies within the United Kingdom that 
exchange information with the Poiice Service in Engiand and 
Waies.

1.2.7 References in this code to chief officers of poiice appiy, in the 
case of NCS and NCIS, to the Directors Generai of those 
organisations.

1.3 Role of HM Inspectors of Constabulary

1.3.1 HM Inspectors of Constabulary will monitor police forces’ 
compliance with this code, associated guidance, and 
standards.

1M  Role of the Central Police Training and Development 
Authority

1A A  The Central Police Training and Development Authority
(CPTDA), or any successor body designated by the Secretary 
of State, has responsibility on behalf of the police forces of 
England and Wales for the development of guidance under 
this code. Such guidance and any subsequent amendments 
will be prepared in consultation with the Association of Chief 
Police Officers, the Association of Police Authorities, and such 
other persons as the CPTDA thinks fit.

1.5 Consultation

1.5.1 Consultation has been carried out by the CPTDA in 
accordance with the statutory provisions.
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2  T h e  y e e c i c i e r e e r i t  
o f  I r i f e r r r i a t i o r i  f o r  
P e i  i c e  P y r p e s e s

2.1 The management of police information

2.1.1 In this code, references to the management of police 
information include the processes of obtaining, recording, 
storing, reviewing, deleting and sharing information, 
including personal information, for police purposes in 
accordance with principles governing those processes set 
out at k  below.

2.2 Information for police purposes

2.2.1 In this code references to information include data. All 
information, including intelligence and personal data 
obtained and recorded for police purposes, is referred to as 
police information.

2.2.2 For the purposes of this code, police purposes are:

a) protecting life and property:
b) preserving order;
c) preventing the commission of offences:
d) bringing offenders to justice; and
e) any duty or responsibility of the police arising from 

common or statute law.

3
F r a m e w o r k  f o r  t l i o  
M a r i o f  e r r i o a t  a f  
P o l i c e  l o f o r r r m t i o o

3.1 National guidance on management of police
information

3.1.1 Guidance under this code will:

a) set out the strategic information needs of the Police 
Service in line with the National Intelligence Model;

b) direct the management of police information within 
police forces so as to ensure consistent procedures 
throughout the Police Service for obtaining, recording, 
storing, reviewing, deleting and sharing information; and

c) identify the minimum standards required within police 
forces to provide a standard basis for common police IT 
systems for the management of police information.
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3.2 An Information Management Strategy to be applied 
within each police force

3.2.1 Chief officers will establish and maintain within their forces 
an Information Management Strategy, under the direction of 
an officer of ACPO rank or equivalent, complying with 
guidance and standards to be issued under this code unless 
that guidance is superseded by regulations made by the 
Secretary of State under section 53A of the Police Act 1995.

3.3 National system requirements for the management of 
police information

3.3.1 For the purpose of achieving throughout the Police Service 
the standards described at 3.1.1 .above, guidance issued 
under this code, unless superseded by regulations made by 
the Secretary of State under section 53A of the Police Act
1995, may specify procedures to be adopted within police 
forces for the management of police information systems.

3.  ̂ Security of police information

3. .̂1 Chief officers should ensure that arrangements within their 
forces for managing police information include procedures 
and technical measures to prevent unauthorised or 
accidental access to, amendment of, or loss of police 
information. Such procedures should comply with guidance 
issued under this code unless superseded by regulations 
made by the Secretary of State under section 53 or section 
53A of the Police Act 1995.

3.5 Training for staff engaged in police information 
management

3.5.1 Guidance issued under this code may identify key posts for 
the management of police information, and may specify the 
qualifications to be held by staff in those posts, and the 
training required for such staff.

3.5.2 Chief officers of police should arrange the selection and 
training of those to be appointed to such posts so as to 
ensure attainment of standards of competence.

3.5.3 Those attaining the required standards of competence for 
such posts will be entered on the relevant professional register. 
They will remain on the register provided their continued 
suitability and competence remain assured in accordance 
with provisions for re-assessment and re-qualification.
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3.5.^ Training for these purposes is not only to ensure compliance 
with the legal framework for information management and 
the maintenance of high standards of competence, but also 
to ensure the consistency of police information management 
procedures throughout the Police Service.

3.5.5 The body responsible for the approval and accreditation of 
training courses and trainers for these purposes or any 
successor body will be designated by the Secretary of State. 
Training standards will be kept under review by the 
accreditation authority.

4  P t i r i c i p i a s  
B m e m m q  t l i e  
y c i r i c i g e r r i e r i t  o f  
P o l i c e  I r i f t i r r f i c i t i c i r i

.̂1 Duty to obtain and manage information

.1 Chief officers have a duty to obtain and manage information 
needed for the police purposes described at 2 . 2  above.

.2 Chief officers must ensure that arrangements within their 
forces for the management of police information comply 
with the principles set out in the following paragraphs, and 
with guidance issued under this code to give effect to those 
principles.

k .2  Requirement for police information

k 2 .^  Chief officers must ensure that arrangements to gather
police information comply with the principles of the National 
Intelligence Model.

^.3 Grading and recording of police information

.̂3.1 Information should be recorded where it is considered that it 
is necessary for a police purpose. Chief Officers must establish 
recording procedures in accordance with guidance issued 
under this code, which emphasise the need for information to 
be as complete and accurate as possible.

^.3.2 Where appropriate and in accordance with guidance to be 
issued under this code, the source of the information, the 
nature of the source, any assessment of the reliability of the 
source, and any necessary restrictions on the use to be made 
of the information should be recorded to permit later review, 
reassessment and audit.

^.3.3 Information should be assessed for reliability in accordance 
with guidance to be issued under this code.
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U 3 A  The format in which the information is recorded should
comply with standards agreed and applied across the Police 
Service by means of guidance issued under this code, to 
facilitate exchange of information and processing within 
standard police IT systems.

Ownership of police information

U A A  Chief officers of police are responsible for information
originally recorded for police purposes by their forces. They or 
their successors in the force retain responsibility for 
subsequent reviews and decisions to retain or delete that 
information. The related responsibilities of those who may 
share that information are set out at ^ . 1 0  below.

^.5 Review of police information

.̂5.1 Information originally recorded for police purposes must be 
reviewed at intervals to be prescribed in guidance under this 
code, which may prescribe different intervals for different 
categories of information.

^.5.2 At each review, the likelihood that the information will be
used for police purposes should be taken into account. Chief 
officers should ensure that this process is audited.

^ .6  Retention and deletion of police information

.̂5.1 On each occasion when it is reviewed, information originally 
recorded for police purposes should be considered for 
retention or deletion in accordance with criteria set out in 
guidance under this code.

^.5.2 Guidance will acknowledge that there are certain public 
protection matters which are of such importance that 
information should only be deleted if:

a) the information has been shown to be inaccurate, in 
ways which cannot be dealt with by amending the 
record: or

b) it is no longer considered that the information is 
necessary for police purposes.

^.7 Sharing of police information within the UK Police 
Service

.̂7.1 Guidance under this code may specify a protocol for sharing 
information.
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k l 2  Subject to any constraints arising from guidance based on 
section ^.9 below, the content and the assessment of the 
reliability of information recorded for police purposes should 
be made available to any other police force in England and 
Wales which requires the information for police purposes.

^.7.3 Subject to any constraints arising from guidance based on 
section ^.9 below, the same degree of access to information 
recorded for police purposes by police forces in England and 
Wales should be afforded to other police forces in the United 
Kingdom provided that the chief officer responsible for the 
record is satisfied that the police force seeking access to the 
information applies the principles set out in this code.

M Chief officers may arrange for the sharing of information 
with other police forces in the UK, in accordance with the two 
preceding paragraphs, to be carried out either;

a) by response to bilateral or multilateral requests for 
information to police forces; or

b) by holding such information on IT systems to which 
police forces referred to above may be given direct 
access.

^ .8  Sharing of police information outside the UK Police 
Service

.̂8.1 Chief officers of police will continue to comply with any
statutory obligations to share information with bodies other 
than police forces in England and Wales.

^.8.2 In addition, chief officers may arrange for other persons or
bodies within the UK or overseas to receive police information 
where the chief officer is satisfied that it is reasonable and 
lawful to do so for the purposes set out at 2 . 2  above.
In deciding what is reasonable, chief officers must have 
regard to any guidance issued under this code.

^.8.3 The procedures for making such information available, and 
the extent to which it is made available, must comply with 
guidance to be made under this code, and with any protocol 
(whether at national or local level) which may be agreed with 
persons or bodies needing to receive such information.
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.̂8 .̂  In circumstances not covered by any such protocol, a chief
officer may give access to police information in response to a 
request from any person or body to the extent that the chief 
officer believes this request to be lawful and reasonable for 
the purposes set out at 2 . 2  above, and in compliance with 
guidance issued under this code.

^.9 Protection of sensitive police information and sources

.̂9.1 Guidance under this code may provide for special procedures 
to be applied to a request for access to information recorded 
for police purposes, in any case where it is necessary to 
protect the source of sensitive information or the procedures 
used to obtain it.

^.10 Obligations of those receiving police information

A.10.1 In making national or local agreements and protocols for the 
sharing of police information with persons or bodies other 
than police forces, or in responding to individual requests for 
information outside such agreements or protocols, chief 
officers should require those to whom information is made 
available to comply with the following obligations:

a) Police information made available in response to such a 
request should be used only for the purpose for which 
the request was made;

b) If other information available, at the time or later, to the 
person or body requesting police information tends to 
suggest that police information is inaccurate or 
incomplete, they should at the earliest possible moment 
inform the chief officer concerned of such inaccuracy or 
incompleteness, either directly or by reporting the details 
to the managers of the central police system through 
which the information was provided.

0.2 The chief officer responsible for the police information
concerned should then consider, and if necessary record, any 
additions or changes to the recorded police information.
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5 x5 x5  Information/Intelligence 
Report

This append ix  describes th e  process o f  how  to  
record and eva lu a te  inform ation on th e  national 
In form ation /In telligen ce  report, com m only  known  
as a 5x5x5 . Initial risk a ssessm en t o f  received  
inform ation is a lso  d iscussed  here.
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1 1  S x Sk S

I n f o r m a t i o n /
I n t o i i i g o n c o

Information to be considered for intelligence purposes may be 
recorded in a number of business areas, such as crime reports and 
custody records. The 5x5x5 is the format to record specific 
intelligence from these business areas and all other information to be 
considered for intelligence purposes.

The 5x5x5 is a tool which allows the Police Service to manage 
information which has risk attached to it. For example, the 5x5x5 can 
be used to assess the risk of exposure of the source or the use of the 
material and safeguard the source and the operation the information 
relates to. It is the standard format for managing the evaluation, the 
source and the provenance of the information and the manner in 
which it should be handled and disseminated. The use of a 5x5x5 is 
the start of the audit trail which is integral to the NIM process, and 
ensures consistency between forces and enables forces to share 
intelligence more easily.

Management of the 5x5x5 recording and evaluation process 
requires effective intelligence management processes as described 
by NIM to be in place. S ee  A C P O (2 0 0 5 )  G u id a n c e  o n  th e  N a t io n a l  
I n te l l ig e n c e  M o d e .

a
5 x 5 x 5 ?

The 5x5x5 is a national Information/Intelligence Report and
comprises three forms.

Form A An Information/Intelligence Report which covers the three 
elements of:

• Source evaluation;
• Information/intelligence evaluation;
• Handling codes.

This form contains risk management processes.

Form B An Information/intelligence Report continuation form.

Form C A further risk assessment process. This is a more
comprehensive risk assessment record that is used in 
particular circumstances where the handling codes alone 
are not sufficient to manage the risk of dissemination of 
the information.
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1 3  W h e n  S l i c in l c l  
Cl S ic S k S  B e  U s e d ?

The 5x5x5 should be used to record sensitive information for policing 
purposes, see 1.2 What is Police Information? in the main body of 
this document. Examples of information appropriate to record on a 
5x5x5 are;

• Information given to the police by a member of the public in 
confidence:

• Information from anonymous sources, for example, 
Crimestoppers or the anti-terrorism hotline;

• Information of a personal or confidential nature received from 
someone who has access to it because of their occupation, for 
example, hotel, airline, ticket office or currency exchange staff;

• Information from a covert human intelligence source (CHIS):
• Information obtained by covert means, for example, the product 

of technical or other surveillance activity:
• Information from other law enforcement agencies that is 

supplied in confidence, or is from a sensitive source (and would, 
therefore, be recorded on a 5x5x5 had it originated from the 
Police Service):

• Information from liaison with other partner agencies, for 
example, CRP, CDRP, YOT;

• Information obtained by police officers and staff in the course of 
their duties, for example, patrol officers, front desk staff, PCSOs 
and interviewing officers.

This list is not exhaustive.

The 5x5x5 should not generally be used when information is 
recorded in another business area, for example:

• Crime reports:
• Incident records;
• Custody records.

It may, however, also be appropriate to use a 5x5x5 in circumstances 
where business areas are not searchable through the intelligence 
system. Furthermore, the 5x5x5 may be used where it is necessary to 
record information from different business areas in order to make 
sense of a number of facts, highlighting a risk from, or to, a person. 
Further examples may include:

• The reasons for the revocation of a firearms licence:
• Details about a person who may be a risk to children or 

vulnerable adults;
• Details about a known or suspected domestic violence 

perpetrator;
• Allegations of threats to life or of serious harm;
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' Details of potentially dangerous people who pose a threat to 
the public:

' Where it is necessary to restrict or control the subsequent 
dissemination of the information.

1 ,4  H o w  t o  
C o m p l e t e  t h e  
S x S x S
( F o r m s  h  o r ie l B |

The 5x5x5 report contains basic details identifying the person 
completing and submitting the report. It will also contain the time 
and date of submission and the signature of the person submitting 
the report, if a paper copy is used. Many electronic systems for 
recording 5x5x5 reports include electronic identifiers and so do not 
require a signature.

An audit trail of the information recorded on the 5x5x5 is essential 
and all police staff must ensure that these details are completed.

The following sections outline each individual aspect of the 5x5x5 
report with examples how each part of the form should be 
completed.

See Template 1: 5x5x5 Information/Intelligence Report Form A.

1,4,1 PmWclW# IParkmg Sc4#m# (PPPIS)

The blank 5x5x5 form does not require any government protective 
marking and is headed NOT PROTECTIVELY MARKED UNTIL 
COMPLETED, see Template 1. Once the report contains 
information, however, it needs to be allocated an appropriate 
protective marking. There are five levels of this marking for 
sensitive assets, depending on the degree of sensitivity involved: 
PROTECT, RESTRICTED, CONFIDENTIAL, SECRET, TOP SECRET. 
The majority of information/intelligence that the Police Service holds 
contains personal or sensitive data. This data, therefore, needs a level 
of protective marking and normally this will be RESTRICTED. The 
GPMS TOP SECRET marking is not included on the 5x5x5 as it is 
unlikely that this form would ever be used for such material.

Note: The PROTECT marking was introduced after the first edition 
of M o P I  G u id a n c e  was published. It has not been added to the 
5x5x5 given that it is unlikely to be used with sufficient frequency to 
Justify the cost of changing the template on force systems.

For further information on the GPMS, see Appendix 7 or contact the 
force Information Security Officer.
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1.4J of Sfedf csod Doto/Tktio of &|i:o?t

ORGANISATION Sand ford Police FIB DATE/TIMEOF 25/07/05
AND OFFICER REPORT

PC 123 Smith 10.08

These fields record name, rank or position, station or office of the 
person who completes the Information/Intelligence Report, together 
with the date and time of submission.

1.4 J  Porsoo Pro-¥scilog lofooootio-o (Soosoo)

INFORMATION/INTELLIGENCE Mrs S Brown
SOURCE/INTELLIGENCE 23 High Street Sandford or REPORT URN 12345/05

ISR /FIB/1234/05 (used to
protect sensitive sources)

The identification of the source of the information can either be the 
name and address of the person providing the information, or an 
intelligence source reference (ISR) number. Details of the person 
providing the information should be placed in these sections and not 
in the body of the text of the report. By providing this information on 
the 5x5x5, it allows for transparency in the possible identification of 
unauthorised CHIS and also for the continuation of the audit trail. For 
advice on ISR contact the local Dedicated Source Unit.

In many circumstances revealing the identity of the source on a 5x5x5 
can result in compromising that source or a current operation. A 5x5x5 
report derived from sensitive sources such as CHIS, covert or technical 
deployments and surveillance, should not reveal the true identity or 
nature of that source. In these circumstances a unique information/ 
intelligence source reference, referred to as an ISR, should be used.

A unique reference number (URN) will be added to the report by 
the receiving intelligence unit in order to provide an audit trail of 
received information.

Items of information from the same source but concerning totally 
different matters should be recorded on separate Information/ 
Intelligence Reports. A 5x5x5 report may, nevertheless, contain several 
items of information relevant to the same issue but they should all 
come from the same source. This is particularly important when 
intelligence reports are prepared from a sensitive source, for example, 
CHIS or a technical device. The purpose of this procedure is to ensure 
that an adverse decision on ‘disclosure’ of a 5x5x5 would only put a 
single sensitive source or a single record at risk of compromise.
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For further information on the management of intelligence from 
CFIIS and covert deployments, seeA C P O  a n d  H M C E  (2 0 0 ^ )  
M a n u a l  o f  S ta n d a rd s  fo r  C H IS  and A C P O  a n d  H M C E  (2 0 0 A )  
N a t io n a l  S ta n d a rd s  in  C o vert In v e s t ig a t io n s  M a n u a l  o f  
S ta n d a rd s  fo r  S u rv e illan ce .

SOURCE A B C D E
EVALUATION Always

Reliable
Mostly
Reliable

Sometimes
Reliable

Unreliable Untested
Source

Source reliability refers to the assessment given to the person, 
agency or technical equipment providing the information/ 
intelligence. The source reliability is assessed initially by the person 
recording the information and should be completed in all 
circumstances. Source evaluation is not a static process and should 
be subject to continual review. This will affect the whole of the 
information management process, particularly sharing information 
and the need for retaining it.

The assessment of the source should be based, as far as possible, on 
objective knowledge of the source as it will affect both the 
evaluation of the information recorded and any potential actions 
based on the information.

The 5x5x5 provides five gradings in respect of source evaluation.

A-ALW AYS RELIABLE

There is no doubt of the authenticity, trustworthiness and 
competence of the source. Information has been supplied in the past 
and has proved to be reliable in all instances. This grading should 
only apply to cases where reliability can be assured. This means that 
it will not be used frequently as a source evaluation. It is normally 
used only for information received from technical products, eg, DNA, 
interceptions, fingerprints and not usually for information gained 
from people, however unimpeachable, due to the possibility of 
human error. Even with technical products, its use should be carefully 
considered due to the risk of errors arising from interpretation.

Officers should remember that as this MoPI advice is a public 
document, then disclosure of a 5x5x5 with an A evaluation would 
carry a clear risk of a technical source being compromised.
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B -  MOSTLY RELIABLE

Information has been received from this source in the past and in the 
majority of instances has proved to be reliable. This could be the 
majority of law enforcement and other prosecuting agencies.

Example: Information received from police officers, some tested 
CHIS and agencies, eg, UKBA may be evaluated as this source 
evaluation.

C -SO M ETIM ES RELIABLE

Some of the information received from this source has proved to be 
both reliable and unreliable. Any information with this grading should 
generally not be acted upon without corroboration. Where a 
potential risk demands a response, the intelligence manager will 
need to obtain as much corroboration as possible before 
commissioning action.

Example: This grading may apply to CHIS or information received 
from the media or product of a technical deployment where the 
quality is poor.

□ -U N RELIABLE

Information under this grading will refer to individuals who have 
provided information in the past which has routinely proved 
unreliable. There may be some doubt regarding the authenticity, 
trustworthiness, competency or motive of the source. Any 
information with this grading should not be acted on without 
corroboration.

Example: This grading could apply to information received from 
members of the public with a potentially malicious motive, eg, in 
neighbourhood disputes, or to information received from an 
individual with a history of making false allegations.

E-U N TESTED  SOURCE

This grading refers to information received from a source that has 
not previously provided information to the person recording it. The 
information may not necessarily be unreliable but should be treated 
with caution. Corroboration of this information should be sought.

Example: This grading will usually apply to members of the public, 
and the majority of information received from Crimestoppers.
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1AS

1 2 3 4 5
INFORMATION/ Known to be Known Not known Cannot Suspected
INTELLIGENCE
EVALUATION

true without 
reservation

personally 
to the source 
but not to the 

person reporting

personally 
to the source 

but
corroborated

be judged to be false

It is essential than any information received or recorded should be 
evaluated for reliability. The evaluation will involve using objective 
professional Judgement, and the value of the information must not 
be exaggerated to encourage that action be token. The assessment 
of the reliability of the information will be based on the person 
recording it and their knowledge of the circumstances at that time.

The 5x5x5 provides five information/intelligence evaluation gradings.

1 KNOWN TO BE TRUE W ITHOUT RESERVATION

This could be information generated from a technical deployment or 
an event which was witnessed by a law enforcement officer or 
prosecuting agency. Information received from technical 
deployments should be treated with caution as although the 
information may have been recorded accurately the content may be 
misinterpreted. This grading refers to first-hand information.

Example: An officer witnessed an incident or refers to live evidence.

2 THE INFORMATION IS KNOWN PERSONALLY BY THE 
SOURCE BUT NOT TO THE PERSON REPORTING

Information under this grading is believed to be true by the source 
although is not personally known to be so by the person recording 
the information. The information is provided second hand.

Example: A CHIS giving information which they know of first hand, 
to the person recording the information.

3 THE INFORMATION IS NOT KNOWN PERSONALLY TO THE 
SOURCE BUT CAN BE CORROBORATED BY OTHER 
INFORMATION

Information given may have been received by a source from a third 
party and its reliability has been corroborated by other information, 
eg, CCTV, other force systems.
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Example: A CHIS has been told that Michael Brown has been seen 
driving a cor, registration ABC 123. The PNC checks that Michael 
Brown is the registered keeper of cor registration ABC 123.

k  THE INFORMATION CANNOT BE JUDGED

The reliability of this information cannot be judged or corroborated. 
Information with this grading should be treated with caution.

Example: Anonymous information received from members of the 
public that a crime has occurred but it is not possible to corroborate.

5 SUSPECTED TO BE FALSE

Information with this grading should be treated with extreme caution. 
This information should be corroborated by a reliable source before 
any action is taken. Any person applying this grade should Justify 
within the body of the report why it is appropriate to use this grading.

Example: Malicious callers or a CHIS who is engaged in criminal 
activity and provides exaggerated information against others in 
order to deflect attention from themselves, or to prepare a defence 
of working for the police should they be arrested.

REPORT
NOMINAL: A n dre w  Kent DoB: 21/12/79 NIBCRO: 15643/99V  {\N HO )

OPERATION NAME/NUMBER (OPTIONAL): S 1 H

Proposed robbery (WHAT)

A n dre w  Kent is p lanning an arm ed robbery a t a bank in Sandford tow n  centre (WHERE), 
exact location n o t known. This is to take place in 2 days tim e 27107105 when the next 
cash delivery is received. (WHEN)

He w ill be using a red car, details unknown. (HOW)

B 2

This refers to the body of the text within the report. The information 
provided should be clear, concise and without abbreviations. The 
body of the report should contain all information, whether the person 
submitting believes it to be relevant or not. Where possible, the 
information should be corroborated and provenance established.
This could be done, for example, through interrogation of other 
business areas, for example, Andrew Kent is confirmed on PNC as 
being the registered keeper of a red Ford Escort car registration 
number ABC 123.
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The information content will commence with the full name of the 
subject nominal, if known, together with their date of birth and/or 
age and, where possible, any national identification number, eg. 
National Identification Bureau Criminal Records Office number.

For ongoing operations, the operational name or number may 
be added.

Flaving identified who the information relates to, the information 
should then clearly describe what is likely to occur, where, when, 
why and how, if known. If information is not known, then this 
should be clearly stated.

1,4,7 BmS mS

Once information has been recorded on a 5x5x5, the report should 
be submitted to the force/BCU intelligence unit by secure electronic 
or manual means. It will then be considered for its intelligence value 
based on research, source reliability, the content of the information 
and its actionable value against the force/BCU control strategy, 
intelligence requirement or other policing purpose.

1-4-8 Im U iiA  Us# #f tUs;

Handling codes are designed to provide an initial risk assessment 
prior to recording material onto an intelligence system. They allow 
recording officers and others involved in the dissemination of 
intelligence material to easily record their decisions on the suitability 
or otherwise of sharing the intelligence with other parties.

The officer completing the 5x5x5 will not usually complete the 
handling code unless they are officers/staff Involved In the 
intelligence discipline, for example, trained intelligence officers and 
specialists. Should the person first recording the information have 
concerns about disseminating the information, they should complete 
specific handling instructions and, in cases where the 5x5x5 handling 
codes are not considered to provide sufficient control options, a Risk 
Assessment Form C may be appropriate. The Form C should be 
attached to the 5x5x5 when it is submitted. Unless concerns are 
raised, the intelligence unit will review the Information/Intelligence 
Report and apply the appropriate handling code. It is, therefore, 
important that Form C contains a comprehensive evaluation of the 
risk; as without this, the intelligence unit may lack the information to 
make an appropriate determination of the handling code.

For further information on the application of handling codes, see
1.5.5 Handling Codes of Appendix 2.
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All staff should be able to identify information which may be relevant 
to policing purposes. They should also be able to complete an 
Information/Intelligence Report and identify obvious risks about the 
information.

The person submitting the 5x5x5 should check the information they 
wish to record against other business areas before entry, to help 
verify the information. Anyone submitting information has a duty to 
ensure that it is as accurate as possible and, where it can be easily 
corroborated, that action is taken. The first stage of converting what 
may be rumour into information that can be used, is for the reporting 
officer to ensure that the facts are accurate.

Recording Information on a 5x5x5

The person completing a 5x5x5 must:
• Complete all submission fields.
• Assess the source reporting the information and apply the 

correct grading.
• Evaluate and grade the information given.
• Complete the text of the report.
• Use the correct GPMS marker.
• If  necessary, give specific handling instructions and apply 

a risk assessment to the information. Where that is done, 
the Risk Assessment Form C should be attached and sent

..........to the intelligence unit............................................................................
• Send the report to the appropriate intelligence unit in line 

with force security policy.
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1 ..S  i v a i y c i t i o R  
o f  t l i o  S k S m S

Once a 5x5x5 has been received by the intelligence unit, it will be 
further assessed for:

• Compliance with this guidance for the completion of 5x5x5 
reports:

• Risks and duty of care issues, including CHIS safety:
• Its intelligence value;
• Consideration for further research and development:
• Consideration for dissemination and requirements for 

sanitisation;
• Entry onto the intelligence system.

1vSv1 QycsJity of f l»  SkSkS
When the 5x5x5 has been received, the initial report should be 
quality assured. The information contained within the 5x5x5 should 
be checked for completeness and accuracy.

Appropriate use of information is a key competency for all staff and 
is integral to the management of performance at personal and 
team levels.

Any amendment to the 5x5x5 should have an audit trail. This may 
include the resubmission of o sanitised 5x5x5, with on explanation 
for the amendment and details of the person making it.

1.S.2 R«:'y¥«iy€sfi<f?i: iRy Sayre# ayri lafarryatiay
The content of the 5x5x5 should be read and reviewed by the 
nominated intelligence officer with responsibility for quality 
assurance within the intelligence unit. The 5x5x5 will be examined 
in line with the initial gradings given. Reliance should be placed on 
the person submitting the report with regards to the source 
reliability and information evaluation unless there is on obvious 
discrepancy or incompatibility. If further clarity or corroboration is 
required on any issue, contact should be made with the person who 
submitted the report.
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The intelligence unit should note the GPMS (Government Protective 
Marking Scheme) marking contained on the 5x5x5. When quality 
assuring the 5x5x5, the document’s protective marking should 
be checked to make sure it has the correct one attached to it, see 
Appendix 7.

Reports should be sanitised for onward transmissions by removing 
material which explicitly or implicitly identifies a sensitive source. 
The text (as opposed to the source reference) should give no 
indication of the nature of the source. Persons should not put 
material into a 5x5x5 that adds no value or leads to the 
identification of the source or any sensitive operational details. For 
example, care should be taken not to reveal sensitive police tactics 
such as observation points, surveillance, covert human intelligence 
sources or other confidential information.

If the intelligence unit needs to sanitise the 5x5x5 before 
dissemination or inputting onto an intelligence system, a new 5x5x5 
should be submitted. The new report should be given a new unique 
reference number (URN) and also be cross-referenced to the original 
report to identify provenance and provide an audit trail. The original 
report should be retained but stored securely to ensure that the 
source is not revealed.

The following examples highlight specific issues, and then illustrate 
good practice for recording information.
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Example 1:

5x5x5 report -  Yesterday I met the informant John Clarke at 
12.00 hrs at the dog track. He said the day before he was round 
at Tommy Smith’s place and he overheard him on the phone. 
Tommy said there wouldn’t be o problem, he’d got enough cosh 
and he would take os much speed and coke os the man could 
provide him with, but that he didn’t wont any smock this time.

The informant said he did 1^71 on the phone and the number 
that come bock was 01123 ^55789.

Problem -  The Informotion/Intelligence Report places the source 
at o known location at o known time and could lead to their 
identification. It also highlights that the source is human.

Best proctice -  Intelligence suggests that Thomas Smith is 
involved in the purchase and supply of controlled drugs. 
Intelligence suggests that the telephone number 01123 ^55789 
has been in contact with Tommy SMITH.

Exomple 2:

5x5x5 report -  At approximately 10.00 hrs on Saturday 
27th February, 1999 the subject Richard Smith was seen from on 
observation post at number 2 High Street, Anytown to return 
home driving o red Saab A123 ABC.

Problem -  The report identifies the source of the information, 
the identity of the person assisting the police and the location of 
the observation post.

Best proctice -  Richard SMITH is currently using a red Saab 
registration number A123 ABC. (PNC information or details of 
s m it h ’s home address would be attached to the Officer 
Notes/Intelligence Unit Notes/Action field of the sanitised 
5x5x5 form and NOT in the body of the text.)

Or

Richard SMITH was in the High Street, Anytown at 10:00 on 
27 February 1999 using a red Saab A123 ABC

(This log would be considered for restricting on a force’s 
intelligence system if the High Street in guestion was very guiet 
and there was only a small chance of a person seeing SMITH.)
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Example 3:

5x5x5 report -  From a camera installed at premises looking onto 
1 Fligh Street, Anytown, John Doe called on Fred Smith at 
11:00 hrs on Tuesday 12 January and Smith passed a package 
to Doe.

Problem -  This reveals a technical source and could reveal its 
location.

Best practice -  Intelligence indicates that John Doe collected a 
package from Fred Smith on Tuesday 12 January. Depending on 
the nature of the operation this could be further broken down 
into three logs:

1. John DOE and Fred SMITFI are associates.

2. On Tuesday 12 January, Fred SMITFI passed a package to 
John Doe.

3. John DOE and Fred SMITFI were together at 1 High Street on 
12 January.

For further guidance on sanitisation, s e e A C P O  a n d  H M C E  ( 2 0 0 A )  

M a n u a l  o f  S t a n d a r d s  f o r  C o v e r t  H u m a n  I n t e l l i g e n c e  S o u rc e s .

HANDLING CODE 1 2 3 4 5
To be completed by Default: Permits Permits Permits Permits Permits
the evaluator on dissemination dissemination dissemination dissemination dissemination
receipt and prior to within the to UK to (non EU) within originating but
entry onto the UK Police Service non-prosecuting foreign law force/agency only: receiving
intelligence system. and to other parties. enforcement specify reasons agency to

law enforcement agencies. and internal observe
To be reviewed on agencies as receipient(s) conditions
dissemination. specified. Review period as specified.

must be set.

[Conditions apply, [Conditions apply, [See guidance on
[See guidance] see guidance] see guidance] [See guidance] risk assessment]

: 1 1 1 : 1
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Handling codes ore designed to assist the intelligence unit in the risk 
assessment decision of whether to disseminate intelligence or not 
and, if so, to whom. The codes provide clarity over the purpose for 
communicating the piece of intelligence to others. By recording this 
on the 5x5x5, it clearly outlines the conditions which should be met 
when disseminating that specific piece of intelligence to other 
parties. Only persons trained in applying handling codes, for example, 
those in the intelligence unit should apply them. The person should 
have an overview of other information which is relevant in the 
dissemination of the intelligence.

Individual officers and designated employees of the police are 
authorising officers for the purpose of disseminating intelligence 
material to other law enforcement and prosecuting agencies.

Before a decision to disseminate is made, the intelligence unit should 
apply one of the five handling codes. All the handling codes allow 
dissemination of the information where appropriate.

CODE 1 -  DEFAULT: PERMITS DISSEMINATION W IT H IN  THE 
UK POLICE SERVICE AND TO OTHER LAW ENFORCEMENT 
AGENCIES AS SPECIFIED

This handling code permits intelligence to be disseminated within 
the UK Police Service and other law enforcement agencies, which 
must be specified. Under this code the Police Service is defined in its 
entirety and not just a local force area.

This is the default code for general dissemination to the Police 
Service and will directly link to the development of common person 
records across the organisation.

The use of this code permits dissemination to a wide range of police 
and law enforcement agencies, but only those agencies with a 
specific need to know the information will receive it.

For the purpose of this handling code, other law enforcement 
agencies include SOCA, the United Kingdom Border Agency and 
Europol. Prosecuting agencies are regarded as law enforcement 
agencies for the purpose of this handling code including the Crown 
Prosecution Service, the Department of Work and Pensions and local 
authority departments, for example. Trading Standards.
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Example: Information that Andrew Brown, a convicted drug dealer, 
is currently using a red Ford Escort ABC 123 to transport Class A drugs 
between London and Birmingham. No current ongoing operation 
exists in relation to Brown in the reporting force, Flandling Code 1 
applies to disseminate across the Police Service.

Information that Bob Clark, who has a fleet of lorries travelling 
Europe and the UK, is believed to be involved in people smuggling, 
dropping off illegal immigrants at motorway service areas. Handling 
Code 1 applies as the information would need to be disseminated to 
the whole Police Service and United Kingdom Border Agency.

CODE 2 -  PERMITS DISSEMINATION TO UK NON­
PROSECUTING PARTIES

This handling code permits intelligence to be disseminated to non­
prosecuting parties in the UK. For the purpose of this handling code, 
non-prosecuting parties include commercial organisations such as 
credit card companies.

This code can permit the dissemination of certain relevant 
information but will not necessarily require the full record to be 
disclosed.

When intelligence is disseminated to non-prosecuting parties, a 
record should be kept of the recipient, the material disseminated, the 
purpose of dissemination, the authorisation and any restrictions on 
the use or further dissemination of the information. In some cases 
Form C may be appropriate. Any intelligence which is disseminated 
to non-prosecuting parties should be authorised by an officer of at 
least inspector or equivalent.

Example: Information received that lane Smith is planning to open 
a number of mail order catalogue accounts in a false name as she is 
registered bankrupt. Handling Code 2 applies, the information is 
appropriate for dissemination to the applicable commercial 
organisation as this likely offence can best be tackled by passing the 
information on to the partner who is able to intervene immediately 
and prevent it.
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CODE 3 -  PERMITS DISSEMINATION TO (NON-EU) FOREIGN 
LAW ENFORCEMENT AGENCIES

This handling code permits intelligence to be disseminated to non- 
EU foreign law enforcement agencies. In the case of non-EU law 
enforcement agencies, forces should risk assess each on an 
individual basis.

This code arises directly from the requirement of the Data Protection 
Act for personal information to be disseminated outside the EU only 
after the risks have been assessed and on the grounds of substantial 
public interest. Public interest in this context will include tackling 
serious crime and the maintenance of the security and integrity of 
low enforcement agencies.

Dissemination outside the UK is managed by SOCA.

Example: Information is received that o dangerous paedophile 
currently living in the UK is moving abroad to Thailand. Handling 
Code 3 applies os the intelligence could be sent to the authorities 
in Thailand.

CODE k  -  PERMITS DISSEMINATION W IT H IN  ORIGINATING  
FORCE/AGENCY ONLY -  SPECIFY REASONS AND INTERNAL 
RECIPIENT(S)

This handling code restricts the dissemination of the intelligence to 
the originating force/ogency. It provides for the need to retain 
particularly sensitive information within o tight community with a 
specific need to know. It is likely to be of use in restricting access to 
material that is relevant to current sensitive operations. This may 
include restricting dissemination to a particular operational team 
within that force or agency.

Prior to applying this handling code, a rigorous evaluation should 
take place to justify why further dissemination is not appropriate.
Any intelligence report given a Code k  should remain under constant 
review to ensure that wider dissemination can occur as soon as is 
feasible, such as when an operation has been concluded or is no 
longer being pursued.

There will be an assumption that any information/intelligence 
marked with this grading will not be further disseminated without 
contacting the originator of the report.

This is not the default handling code.
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Example: Information received from an undercover officer currently 
deployed in a long-term class A drugs infiltration operation states 
that one of the operational targets has had meetings in another 
force area. This reveals the identity and current activity of suppliers in 
that force area. The undercover officer is currently the only other 
person who can possibly know of those contacts. Handling Code k  

applies as dissemination outside of the undercover operational team 
is likely to seriously compromise the officer and operation. In this 
situation a risk assessment Form C may be used. An authorising 
officer should stipulate regular review. Handling Code k  does not 
prevent the release of some of the relevant material where 
sanitisation is possible although the whole report cannot be 
disseminated at this point.

CODE 5 -  PERMITS DISSEMINATION BUT RECEIVING AGENCY 
TO OBSERVE CONDITIONS AS SPECIFIED

Any information marked with this handling code requires special 
attention. Application of this code means the originator has applied 
specific handling instructions in respect of this information. It is 
possible that a Risk Assessment Form C will be required in respect of 
the information concerned and that if it is subsequently used in 
court, an application for Public Interest Immunity will be sought. 
Where handling code options are insufficient against the perceived 
risk of the information to a source, a Form C should be completed.

Example: Information from a CHIS relating to potential serious 
harm to a child is deemed suitable for dissemination to social 
services. Due to the sensitive nature of the information, the social 
services department receiving it may only use this information in a 
confidential case conference rather than at an open forum.
Handling Code 5 applies, subject to the completion of a further risk 
assessment Form C.

Form C is a method by which information/intelligence received 
through the 5x5x5 process can be risk assessed, see Template 3.

If  there are concerns regarding the source of the information or 
where a risk to others is identified, a Form C must be completed and 
included with the report.

A further risk assessment will take place when the report is evaluated 
for dissemination and the handling codes are applied. It may be 
appropriate for the person evaluating the report and applying a 
handling code to use a Form C at any time.

138 NOT PROTECTIVELY MARKED © A C P O N P IA 2 01 0

MOD200008529



For Distribution to CPs

NOT PROTECTIVELY MARKED Guidance on the  M anagem ent o f Police In fo rm ation , 2nd Ed 
Appendix 2

The risk assessment process also includes consideration of ethical, 
personal and operational risks in respect of the source, the 
information content, its use, dissemination and compliance with a 
legislative requirement or policing purpose.

This process will also include a justification for the decisions made 
and the appropriate authority of the person making them. It will 
consider the proportionality, accountability and necessity for 
recording, disseminating and retaining the information.

Ethical risks

Assessments of ethical risks concern the issues of proportionality and 
necessity (Justification), including addressing the following questions:

• Is the recording or dissemination of the intelligence 
proportionate to the problem it is intended to solve?

• Does the recording or dissemination of the intelligence comply 
with the policing purposes?

• Does the intelligence contain material relating to persons other 
than the target? Are the risks of such collateral intrusion being 
passed on acceptable? Can the risk be sifted out?

• Does the character and standing of any individual concerned 
have any impact on proportionality? An individual’s character 
needs to be taken into account when considering the issue of 
proportionality. If  someone has a string of convictions for 
similar offences, proportionality of any proposed action may 
become less of an issue than if the person was of previous 
good character.

Personal risks

Assessment of the personal risks includes addressing the following 
questions:

• Is there a risk of personal injury to the target, the public or a 
member of the law enforcement agencies?

• Are there any obvious physical risks faced by operatives 
involved in any operation reliant on the use of the material? 
(Where the intelligence leads to an operational response, for 
example, a covert operation, the techniques employed will also 
be risk assessed.)
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• Are there risks to the safety of the target, or individuals who may 
assist the law enforcement agencies or be subject to collateral 
intrusion, for example, the source?

• Are the risks to the data subject, arising from the dissemination 
of the intelligence material, acceptable?

Operational risks

Assessment of operational risks includes addressing the following 
questions:

• Is there a risk of disproportionate damage to the professional 
reputation of the force should the intelligence be exposed or a 
prosecution collapse?

• Is there a risk of damage to community relations in the event of 
a compromise?

• Would exposure by disclosure or any other event compromise a 
sensitive technique, a current operation or a source?

• Does the intelligence contain confidential material? If  so, before 
the material can be recorded onto an intelligence system or 
disseminated, due account should be taken of any restrictions on 
its use or requirement for special handling imposed by the officer 
who authorised its collection. An assessment should be made of 
the risks arising from the use of the material, or from its potential 
disclosure in court proceedings. The Risk Assessment process 
must be carried out on Form C, see Template 3.

The Intelligence Unit should ensure that all intelligence is managed 
in line with this guidance. Once a person has submitted a 5x5x5 
for the Intelligence Unit’s attention, there is an expectation that 
the intelligence will be properly evaluated and considered for 
appropriate dissemination.

For roles and responsibilities of Information and Intelligence 
Management, s e e A C P O  ( 2 0 0 5 )  G u id a n c e  o n  t h e  N a t i o n a l  

I n t e l l i g e n c e  M o d e l ,  Section ^ People Assets.
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C h e c y i s t  6 Evaluation of the 5x5x5

On receipt of a 5x5x5, the following actions should be taken:
• Quality assure the original 5x5x5 for its completeness and 

accuracy;
• Re-evaluate the reliability of the source and information;
• Apply the GPMS marking;
• Sanitise the content if appropriate;
• Apply the appropriate handling code;
• Complete a Risk Assessment Form C, if needed.

1..8 lR t€ li i§ € r iC €  

A c t io f i ir ig  P ro c e ss

Once information within the 5x5x5 has been reviewed, the 
appropriate handling codes applied and the required level of 
authorisation obtained, it may be actioned and entered into the 
intelligence system. A priority assessment process for the information 
may be adopted at this stage to manage workload and resources, 
while ensuring that the highest priority intelligence is actioned at the 
earliest opportunity.

1-8;1 'P r im lt f  P s m m m m n t s

A priority assessment can determine the appropriate action for a 
specific piece of information.

The priority assessment may change over time depending on 
research and development. The application of this process will 
usually take place in the Intelligence Unit because of the nature of 
the information recorded, evaluated and held in the intelligence 
business area.

Priority assessments are dynamic and affected by a number of factors. 
The protection of particular members of society such as children and 
vulnerable adults will always have a bearing on priority assessments, 
see 2.3 Critical Information Areas. Other priority assessments will be 
agreed locally at force or BCU level and will depend on the control 
strategy and the policing priorities for the area in question.

The following priority assessment criteria are intended as a guide, but 
will be set at a local force level.
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Priority Assessment HIGH (H): Risk of Serious Harm

• This refers to information which indicates a risk of death and/or 
serious harm.

• The information couid reiate to the imminent commission of 
other serious crime.

• When a piece of information is assessed as high priority, it 
shouid be marked as such and immediateiy brought to the 
attention of the appropriate supervisor and actioned. This action 
shouid inciude further evaiuation and risk assessment against 
known or beiieved facts and its immediate entry onto the 
inteiiigence system shouid be considered

Example: A reiiabie source states Michaei Brown, a known offender, 
has a shotgun (confirmed on firearms iicensing register) and intends 
to shoot Simon Smith. The name of the victim is known, the name of 
the offender is known and there is, potentiaiiy, a pubiic and officer 
safety issue here.

Priority Assessment M EDIUM  (M): N IM  Control Strategy/ 
Intelligence Requirements/Current Operation/High-Risk Issue

• This refers to information focused on NIM Controi Strategy Areas, 
inteiiigence requirements, any current operations or information 
reiating to a high-risk offender or an offence that may not be 
committed imminentiy, such as a sex/dangerous/vioient offender 
who has been reieased on iicence.

• There is an expectation that information assessed as a medium 
priority wiii remain subject to further evaiuation, risk assessment 
and deveiopment, and consideration for eariy entry onto the 
inteiiigence system.

Example: A reliable source states Simon Smith and Michael Brown 
intend to commit a dwelling house burglary on the High Street some 
time this week. Burglary is part of the BCU control strategy and 
intelligence requirement. The High Street is subject to a current 
problem profile in respect of dwelling house burglaries.
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Priority Assessment LOW (L): Other Information

• This is information which falls outside the parameters of high 
and medium priorities. The information has been recorded as it 
meets the policing purpose criteria, and could also relate to 
matters that would benefit from further research and 
development. Such information may identify emerging trends 
and issues or problem localities which will inform the NIM  
process, s e e A C P O  ( 2 0 0 5 )  G u id a n c e  o n  t h e  N a t i o n a l  

I n t e l l i g e n c e  M o d e l .

• This information requires evaluation and risk assessment and 
needs to be recorded appropriately.

Example: A reliable source states that Michael Brown and Simon 
Smith intend to go shoplifting in the town centre. They do this on a 
regular basis. Shoplifting is not part of the BCU control strategy or 
intelligence requirement. The information is relevant for the 
purposes of the prevention and detection of crime, and is recorded 
accordingly. Further research and development may assist in 
developing target profiles and intervention strategies against Brown 
and Smith who, as well as shoplifting, are known to be active in a 
number of other types of crimes.

5x5x5 REVIEWED BY: 
RE-EVALUATED: Yes ;|1|; No ;|1|; CROSS-REF URN: TIME/DATE OF REVIEW:

DISSEMINATED TO: PERSON DISSEMINATING TIME/DATE:

DETAILED HANDLING INSTRUCTIONS: PUBLIC INTEREST IMMUNITY:

INPUT ONTO AN INTELLIGENCE SYSTEM Yes U  No H

SIGNATURE (PAPER COPY):

Individual officers and designated employees of the police, including 
the Scottish DBA and SOCA, are self-authorising officers for the 
purpose of their duty to record intelligence material.
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Individual officers ore responsible for making the decision to record 
information on a 5x5x5. Before recording intelligence material, the 
officer should be satisfied that:

• The activity conforms to a policing purpose;
• The intelligence to be recorded onto intelligence systems has 

been properly evaluated and its provenance established;
• Where the intelligence is to be recorded onto intelligence 

systems for later action, it has been assessed for risks arising 
from its use or from its potential disclosure in court proceedings:

• Any linked 5x5x5 reports are cross-referred by a URN;
• Any changes to the original 5x5x5 should have been audited by 

the Intelligence Unit;
• Any paper copy 5x5x5 has been signed by the authorising 

officer.

NIM identifies a number of key roles and functions responsible for 
information IT management and data entry. NIM also provides 
details of minimum standards which specify that there should be 
sufficient resources available to carry out data entry and to ensure 
that its quality is maintained. For further information s e e A C P O  

( 2 0 0 5 )  G u id a n c e  o n  t h e  N a t i o n a l  I n t e l l i g e n c e  M o d e l ,  Section ^ 
People Assets and Appendix 2.

Once authority has been given for data to be entered onto the 
intelligence system, persons responsible for its input should have 
regard to the appropriate handling code, specific handling and 
dissemination instructions, and any risk assessments. This will 
ensure that all data entry complies with the instructions of the 
authorising officer.

For guidance on subsequent review and retention of any intelligence 
material recorded, see 7 Review, Retention and Disposal.
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Tem p late  1
NOT PROTECTIVELY M ARKED  UNTIL COMPLETED

GPMS: RESTRICTED 03 CONFIDENTIAL 03 SECRET □

5x5x5 Inform ation Intelligence Report Form A
ORGANISATION 
AND OFFICER

DATE/TIME OF 
REPORT

INFORMATION/INTELLIGENCE 
SOURCE/INTELLIGENCE 
SOURCE REF NO. (ISR)

REPORT URN

SO U RCE A N D  INFORM AT ION/INTELLIG ENCE EVALU AT IO N  TO BE CO M PLETED  BY  SU BM IT T IN G  OFFICER

SOURCE
EVALUATION Always Reliable

B
Mostly Reliable Sometimes Reliable

D
Unreliable Untested Source

INFORMATION/
INTELLIGENCE
EVALUATION

Known to be true 
without reservation

Known personally to 
the source but not to 
the person reporting

Not known personally 
to the source but 

corroborated

Cannot be judged Suspected to be 
false

REPORT

PERSON RECORD: DoB: NIB CRO:

OPERATION NAME/NUMBER: I H

INTELLIGENCE UN IT ONLY

HANDLING CODE 1 2 3 4 5

To be completed by Default: Permits Permits Permits Permits dissemination Permits
the evaluator on dissemination within dissemination dissemination to within originating dissemination but
receipt and prior to the UK Police Service to UK (non EU) foreign force/agency only: receiving agency to
entry onto the and to other law non-prosecuting law enforcement specify reasons and observe conditions
intelligence system. 

To be reviewed

enforcement agencies 
as specified.

parties. agencies. internal recipient(s) 
Review period must 

be set.

as specified.

on dissemination. [See guidance] [Conditions apply, 
see guidance]

[Conditions apply, 
see guidance] [See guidance]

[See guidance on 
risk assessment]

:1:

5x5x5 REVIEWED BY:
RE-EVALUATED: Yes M No ;|31

CROSS-REF URN: TIME/DATE OF REVIEW:

DISSEMINATED TO: PERSON DISSEMINATING TIME/DATE:

DETAILED HANDLING INSTRUCTIONS: PUBLIC INTEREST IMMUNITY:

INPUT ONTO AN INTELLIGENCE SYSTEM Yes 33 No 33
SIGNATURE (PAPER COPY):

GPMS: RESTRICTED 33 CONFIDENTIAL 33 SECRET □
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Tem p late  2
NOT PROTECTIVELY M ARKED  UNTIL COMPLETED

GPMS: RESTRICTED 03 CONFIDENTIAL 03 SECRET □

5x5x5 Continuation Form B
INFORMATION/INTELLIGENCE 
SOURCE/INTELLIGENCE 
SOURCE REF NO. (ISR)

REPORT URN

REPORT

NOMINAL: DoB: NIB CRO:

OPERATION NAME/NUMBER: S I H

GPMS: RESTRICTED □ CONFIDENTIAL 03 SECRET □
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Template 3

Risk Assessment Form C
FOR THE USE IN DISSEMINATION OF INFORMATION/INTELLIGENCE

1 Does the information contain confidential 
material or sensitive material as identified in 
law?

YES/NO

2 If yes, are there any restrictions on use, or 
requirements for special handling, imposed 
by the person submitting the report?

YES/NO

3 What are the ethical, personal or 
operational risks which are likely to result as 
a consequence of any dissemination or 
disclosure?

Consideration must be given to the risk to 
the source and the content of information 
within the report.

DETAIL THE RISKS

4 What is the purpose of dissemination or 
disclosure?

Is it for a policing purpose or a legislative 
requirement?

5 Having identified the risks, justify the 
decision-making process.

This must include the justification, authority, 
proportionality, accountability and necessity 
of a dissemination or disclosure.

FOR INTELLIGENCE UNIT ONLY

6 In light of the risk assessment is the 
Handling Code correct? YES/NO

Risk Assessment and Management Plan 
authorised b y ..... (Intelligence Manager)

Person Completing Risk Assessment:

Cross-ref URN: Time/Date:
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150 NOT PROTECTIVELY MARKED

INFORMATION SHARING AGREEMENT (ISA)

BETWEEN

SANDFORD DISTRICT COUNCIL

AND

WESTSHIRE CONSTABULARY

Version 1.0

Summary Sheet

1 Introduction

2 Purpose

3 Partner(s) 

k Power(s)

5 Process

6 Signature

Form: Request for Personal Information
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SUMMARY SHEET

Title of ISA

ISA Ref: WCOOI/SandfordDC

To take action against crime and anti-social behaviour in properties owned and 
managed by Sandford District Council.

PURPOSE

PARTNERS

Westshire Constabulary 

Sandford District Council

Date Agreement comes into force: 01 /01 /06

Date Agreement Review: 01 /07 /06

Agreement Owner: Westshire Constabulary

Agreement drawn up by: Inspector Bob Jones

Location of Agreement in force: Sdnformation Sharing/Housing/Sandford

Protective Marking: Not Restricted

VERSION RECORD

Version No. Amendments Made Authorisation

001 First Version Chief Supt Evans
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1 Iritrc ic liictiorf 1.1 Westshire Constabulary is committed to partnership working 
and is continually looking for opportunities to work more 
closely with local authorities and other social housing landlords 
to detect, prevent and reduce crime and anti-social behaviour.

1.2 This agreement outlines the need for the police and housing 
providers to work together to alleviate crime and anti-social 
behaviour in social housing areas, and provides a framework 
for action.

2  P i i r p o i e 2.1 This purpose of this agreement is to enable action to be taken 
against crime and anti-social behaviour in properties owned 
and managed by Sandford District Council. It  will incorporate 
measures aimed at:

2.2

• Facilitating a coordinated approach that targets crime 
and anti-social behaviour;

• Facilitating the collection and exchange of relevant 
information;

• The pursuit of civil or criminal proceedings -  either by 
Westshire Constabulary or Sandford District Council;

• Ensuring that the sharing of information meets one or 
more of the policing purposes.

It also seeks to increase the confidence of residents, while 
encouraging their support, to enable Westshire Constabulary 
and Sandford District Council to combat crime and anti-social 
behaviour.

B P a r tn e r s 3.1 This agreement is between the following partners:

SANDFORD DISTRICT COUNCIL of 2 -5  Ford Lane, 
Sandford, Westshire

WESTSHIRE CONSTABULARY of County House, Westshire.

P nsserC sl A.1 This agreement fulfils the requirements of the following:

• Housing Act 1985 and 1988 (schedule 2, grounds 2 and 
1̂ ):

• Housing Act 1995 (sections 135,152 and 153);
• The Protection from Harassment Act 1997;
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The Homelessness Act 2002;
The Civil Evidence Act 1995;
The Crime and Disorder Act 1998 (section 115): 
Common Law Powers of Disclosure:
The Rehabilitation of Offenders Act 197A;
The Human Rights Act 1998 (Article 8);
The Data Protection Act 1998 (sections 29(3) and 35(2).

5.1 This agreement has been formulated to facilitate the 
exchange of information between partners. It is, however, 
incumbent on all partners to recognise that any information 
shared should be justified on the merits of each case.

5.2 TYPES OF INFORMATION TO BE SHARED

Westshire Constabulary will share:

• Depersonalised information relating to crime or 
anti-social behaviour in the areas of housing owned or 
managed by Sandford;

• Evidence relating to a conviction of a tenant for a criminal 
offence which occurred in the property or in the vicinity of 
the property, providing that the offence is not considered 
spent under the Rehabilitation of Offenders Act 197A;

• Evidence relating to a caution accepted by the tenant for 
a criminal offence that occurred in the property or in the 
vicinity of the property owned by Sandford District 
Council, where the date of the caution is less than twelve 
months from the disclosure date;

• Evidence of warnings given under the Harassment Act
1997, where warnings are recorded by the police against 
the tenant or invited visitor to, or in the vicinity of, the 
property within a period of twelve months:

• An admission of anti-social behaviour by the tenant, 
member of the resident family or invited visitor, 
evidenced by a pocket notebook signature by the 
offender:

• Evidence from police records of incidents of anti-social 
behaviour at, or in the immediate vicinity of, the tenant’s 
accommodation where there is evidence that these were 
committed by the tenants, their resident family or invited 
visitors:

• Copies of statements made to the police by third parties 
where written permission has been provided by the 
person making the statement for it to be disclosed for use 
in civil proceedings.
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Sandford District Council will share:

• Evidence, including complaints from neighbours or the 
public relating to criminal or anti-social behaviour at, or in 
the immediate vicinity of, the tenant’s accommodation 
where there is evidence that these were committed by 
the tenants, their resident family or invited visitors.

5.3 CONSTRAINTS ON THE USE OF THE INFORMATION

5.3.1 The information shared should not be disclosed to any third 
party without the written consent of the agency that provided 
the information. It should be stored securely and deleted 
when it is no longer required for the purpose for which it is 
provided.

5.  ̂ ROLES AN D  RESPONSIBILITIES UNDER THIS 

AGREEM EN T

5.^.1 Each partner should appoint a single point of contact (SPoC) 
who should work together to jointly solve problems relating to 
social tenants. The sharing of information should only take 
place where it is valid and legally Justified.

5.^.2 SPoCs should meet regularly to discuss and prioritise incidents 
of criminal or anti-social behaviour. Both contacts have a 
responsibility to create a file or folder that can record each 
individual request for information and the decision made. It 
should include copies of the request for information, details of 
the data accessed and notes of any meeting, correspondence 
or phone calls relating to the request.

5.^.3 Any request for information should meet one or more of the 
policing purposes.

5.^.^ Within Westshire Constabulary, the file should be held and 
managed centrally by a Eorce Information Manager. This 
arrangement should be replicated within Sandford District 
Council.

5.^.5 The designated police officer should ensure that the request 
meets a policing purpose. Where the information refers to a 
victim or witness, their written consent must be obtained.

5.5 SPECIFIC PROCEDURES

5.5.1 Handling Requests for Information -  all requests for 
information must be made in writing using the ‘ Request for 
Personal Information’ form.
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5.5.2 Requests may be made by fax but care should be taken 
where personal information is shared. Similarly, requests and 
replies should not be communicated via email os the internet 
is not secure for the transition of personal and sensitive 
personal information.

5.5.3 Requests for information may be mode by telephone in coses 
of emergency, for example, where there is a risk of immediate 
violence. Where this occurs, the request for information must 
be recorded on Form A and submitted retrospectively.

5.5.^ Replies to requests must be made within ten working days.

5.5.5 Information Requested by Sandford DC Prior to Conviction or 
Caution:

5.5.5 In some cases it may be more appropriate to take civil action 
rather than prosecute. Where this occurs, it will be the 
responsibility of the police to determine whether or not they 
will support civil proceedings.

5.5.7 Where the local authority requests information about a 
particular individual after a criminal investigation has already 
started, any decision on whether or not to proceed with a 
criminal prosecution should be referred to the designated 
police officer, who will liaise with the Crown Prosecution 
Service. This is particularly important in cases involving child 
abuse, domestic violence and incidents where Covert Human 
Intelligence Sources (CHIS) have been tasked.

5.5.8 Where a criminal prosecution is pending and the local 
authority wishes to pursue civil proceedings in advance of o 
prosecution, a police officer can only provide factual 
information with the prior consent of the Crown Prosecution 
Service. The police cannot provide opinion evidence.

5.5.9 Where a complaint of anti-social behaviour has been made 
against a tenant, both partners can share information 
(providing that it meets a policing purpose and satisfies the 
principles of the Data Protection Act) to help decide what 
course of action, if any, to take against the tenant. Such 
disclosures will only deal with the incident or offences that 
have occurred in the premises or in the immediate vicinity, 
and will be aimed at deciding on the course of joint action, if 
required. All decisions must be recorded.
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5.5.10 Where more serious allegations are made against the tenant, 
the nominated officer from Sandford DC must write to 
Westshire Constabulary informing them that action is being 
considered. The tenant’s name and address should be 
shared with the police to enable officers to carry out a search. 
This may include details on:

• Events witnessed by a police officer;
• Evidenced incidents at the address or the immediate 

locality:
• Warrants executed:
• Persons arrested.

5.5.11 Officers attending incidents should make detailed pocket 
book entries of any complaints or statements obtained during 
criminal investigations. These complaints or statements can 
only be shared with the local authority with the individual’s 
written permission and only once the criminal proceedings 
have been completed.

5.5.12 Information Requested by the Local Authority Post Conviction 
or Caution:

5.5.13 Where the criminal process is complete, copies of relevant 
police statements may be released to the local authority. 
Statements obtained from witnesses will also be released 
provided the appropriate written consent has been given.

5.5.1^ Care must be taken not to disclose convictions that are spent 
within the meaning of the Rehabilitation of Offenders Act.

5.6 REVIEW, RETENTION AN D  DISPOSAL

5.5.1 Partners to this agreement undertake that personal data 
shared will only be used for the specific purpose for which it is 
requested. The recipient of the information is required to keep 
it securely stored and will dispose of it when it is no longer 
required. The force may also wish to request a copy of the 
partner’s information security policy (where it exists) when 
sensitive personal data is to be shared.

5.5.2 Piles containing information from partner sources will be 
reviewed in line with force policy.

5.5.3 The recipient will not release the information to any third 
party without obtaining the express written authority of the 
partner who provided the information.
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5.7 REVIEW OF THE INFORMATION SHARING AGREEM EN T

5.7.1 The ISA will be reviewed six months after its implementation 
and annually thereafter. The nominated holder of this 
agreement is Westshire Constabulary. It is based on the 
national template for Information Sharing, which forms part 
of A CPO ( 2 0 1 0 )  G u id a n c e  o n  t h e  M a n a g e m e n t  o f  P o l ic e  

I n f o r m a t i o n ,  S e c o n d  Edition.

5.8 INDEM NITY

5.8.1 Sandford District Council as receivers of police information will 
accept total liability for a breach of this Information Sharing 
Agreement should legal proceedings be served in relation to 
the breach.

5.1 By signing this agreement, all signatories accept responsibility 
for its execution and agree to ensure that staff are trained so 
that requests for information and the process of sharing itself 
are sufficient to meet the purpose of this agreement.

5.2 Signatories must also ensure that they comply with all 
relevant legislation.

Signed on behalf of Westshire Constabulary:

Title:...................................................................................................

Rank/Position:..................................................................................

D a te :.................................................................................................

Signed on behalf of Sandford District Council:

Title:.....................................................................

Rank/Position:.....................................................

D a te :...................................................................
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RESTRICTED (when complete)

Request fo r Personal Inform ation Form

I am requesting personal Information or sensitive personal Information under the Data Protection Act 1998 
about:

Our Ref:

Surname:

All previous surnames:

Also known as:

Forenames:

Place of Birth: Date of Birth:

Full Present Address:

Postcode:

Previous Address:

Postcode:

The Information I require Is:

I confirm that the personal or sensitive personal Information Is required for the following purpose:

Failure to provide the Information will result In:

Signed Date

Name Rank/TItle

RESTRICTED (when complete)
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APPENDIX 4(i) -  National Retention Assessment Criteria

For advice on completion of this form, see 1 M  National Retention Assessment Criteria of this guidance.

Record:

Date of Review:

Review Type (Triggered or Scheduled):

If review was triggered explain how/why:

Retention Criteria

Factors -  Risk of Harm Yes/No If 'Yes' provide 
an explanation of how/why:

1. Is there evidence of a capacity to inflict serious 
harm, eg, threats, violence towards partner, 
hate-based behaviour, predatory behaviour?

2. Are there any concerns in relation to children 
or vulnerable adults?

3. Did the behaviour involve a breach of trust?

4. Is there evidence of established links or 
associations which might increase the risk of 
harm, eg, gang membership, contact with known 
paedophiles or other established criminal groups?

5. Is there evidence of substance misuse?

6. Are there concerns about the individual's 
mental state, eg, symptoms of mental illness, 
obsessive or compulsive behaviour, morbid 
jealousy, paranoia, lack of self-control?

7. Any other reasons?

Is the information under review proportionate and still necessary for a policing purpose? Yes/No

Is the information under review adequate and up to date? Yes/No

Outcome of Review:

Completed by: 

Authorised by:
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APPENDIX 4(ii) -  Review Schedule

Review Group Offence/Record Type Action Rationale

Group 1

Certain public
protection
matters.

1. MAPPA managed 
offenders.

2. Serious offence 
specified in CJA 2003.

3. Potentially dangerous 
people.

Retain until subject has 
reached 100 years of age.

Review every 10 years to 
ensure adequacy and 
necessity.

This category poses the 
highest possible risk of 
harm to the public.

Group 2

Other sexual and 
violent offences.

Sexual offences listed in 
Schedule 3 Sexual 
Offences Act 2003.

Violent offences specified 
in the Home Office 
counting rules for 
recorded crime/National 
Crime Recording Standard.

This group also includes 
specified offences that are 
not serious offences as 
defined in the Criminal 
Justice Act 2000. Other 
serious offences are 
recorded as such on 
the PNLD.

Review after an initial 
10 year clear period.

If subject is deemed to 
pose a high risk of harm 
retain and review after a 
further 10 year clear 
period.

National Retention 
Assessment Criteria -  
Appendix 4(i).

....Group 3

All other 
offences.

All other offences. Retain for initial 6-year 
clear period.

Either review and risk 
assess every 5 years or 
carry out time-based 
disposal depending on 
force policy.

Lower risk of harm.

Forces must balance the 
risk posed by this group 
with the burden of 
reviewing.
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APPENDiX 4(ii) -  Review Schedule continued

Review Group Offence/Record Type Action Rationale

Group 4

Undetected
crime.

Serious specified 
offences.

Retain records for 100 
years from the date the 
crime was reported to 
police.

CJA 2003.

Other offences. A minimum of 6 years. Limitation Act 1980.

CRB disclosures. Information disclosed 
under Part 5 of the 
Police Act 1997.

Retain for 10 years from 
date of request.

CRB Quality Assurance 
Framework.

Intelligence
products.

Target Profiles. 
Association Diagrams.

Review according to crime 
type as outlined in 
categories 1-3.

Missing persons. Resolved. Retain for a minimum of 
6 years.

Dispose of if this period 
has been 'clear' and there 
are no further indicators 
of risk.

Limitation Act 1980.

Unresolved. Retain until resolved.

Victim/witness
details.

Retain for a minimum of 
6 years or length of 
sentence if this is longer.

Limitation Act 1980.

Decisions to dispose of 
must be made on a case- 
by-case basis.

Retain if victim/witness 
is recorded as the 
offender/suspect for 
another offence.

CPIA 1996.
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This appendix covers the main terms, abbreviations 
and acronyms used within the guidance.
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Basic Command Unit (BCU)
A geographical area within a police force also known as an area, 
borough, division or operational command unit.

Business area
A business area where police information is recorded for a specific 
policing purpose.

Collection
For the purposes of this guidance, collection refers to the process of 
obtaining information for a policing purpose. Police information will 
be collected by routine collection, tasked collection and volunteered 
information.

Community intelligence
Local information that when assessed provides intelligence on issues 
that affects neighbourhoods and informs both strategic and 
operational perspectives in the policing of local communities. 
Information may be direct or indirect and come from a diverse range 
of sources including community and partner agencies.

Confidential
The term confidential is used in two different contexts in this 
document:

1. In line with the Government Protective Marking Scheme (GPMS), 
accidental or deliberate compromise of assets marked as 
confidential would be likely to:

• Prejudice individual security or liberty:
• Cause damage to the effectiveness of vulnerable security or 

intelligence operations;
• Impede the investigation or facilitate the commission of 

serious crime.

2. Information to which the common law duty of confidence applies. 

Confidential information
Confidential information is defined in the statutory Covert 
Surveillance Code of Practice made under RIPA published in 2001 as:

Confidential information consists of matters subject to legal privilege, 
confidential personal information and confidential Journalistic 
material.
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Confidential personal information
Confidential personal information is defined by section 99 of the 
Police Act 1997 as:

Information held in confidence relating to the physical or mental 
health or spiritual counselling concerning an individual (whether 
living or dead) who can be identified from it.

Control strategy
Sets out and communicates the strategic priorities for the force 
or area.

Covert Human Intelligence Source (CHIS)
A Covert Human Intelligence Source (CHIS) is defined in the 
Regulation of Investigatory Powers Act 2000, section 25(8), as a 
person who establishes or maintains a personal or other relationship 
with another person for the covert purpose of obtaining information 
or providing access to information to another person or to covertly 
disclose information obtained by the use of the relationship or as a 
consequence of the relationship.

Crime and Disorder Reduction Partnership (CDRP)
A statutory partnership in England established by the Crime and 
Disorder Act 1998.

Crime Reduction Partnership (CRP)
A statutory partnership in Wales established by the Crime and 
Disorder Act 1998.

Crime series
A crime series is a number of similar crimes which are linked by MO, 
intelligence or forensic evidence as probably having been committed 
by one offender or group of offenders.

Data
Data is a subcategory of information and generally refers to 
information which has been processed on a computer or ‘structured 
filing system’. The Data Protection Act 1998 regulates how personal 
data is processed. For the purposes of the Act, processing personal 
information includes:

‘obtaining, recording, holding and carrying out any 
operation on the information; organising, adapting, altering; 
retrieving, consulting, using; disclosing by transmitting, 
disseminating or otherwise making available; aligning, 
combining, blocking, erasing or destroying.’
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Data Controller
Data controller is defined in the Data Protection Act 1998 os the 
individual within on organisation who determines the purposes and 
the manner in which personal data ore, or ore to be, processed. In o 
police force this will be the chief officer.

Data Processor
A data processor is a person who processes data on behalf of a data 
controller.

Data subject
A data subject is an individual who is the subject of personal 
information.

DCSF
Department for Children, Schools and Families 

Disposal
The removal of information from all police systems. Justified through 
the evaluation and review process, to the extent that it cannot be 
restored.

DIUS
Department for Innovation Universities and Skills 

ECHR
European Convention on Human Rights 

Enforcement notice
The Information Commissioner has the power to serve an 
enforcement notice if he or she is satisfied that a public authority has 
failed to respond properly to a request for information under the 
Freedom of Information Act 2001. The notice sets out the steps that 
the authority must take in order to comply with the relevant 
requirements of the Act. An appeal against a notice may be made 
to the Information Tribunal, which may confirm, amend or overturn 
the notice. In the absence of an appeal, however, if the authority 
fails to comply with a notice then the Commissioner may apply to a 
court, which will deal with the matter as a contempt of court. The 
Information Commissioner may serve an enforcement notice upon a 
data controller who has contravened or is contravening any of the 
Data Protection principles.

FOIA
Freedom of Information Act 2000
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Government Protective Marking Scheme (GPMS)
The Government Protective Marking Scheme (GPMS) sets out 
common standards for the protection of sensitive documents and 
other material, including data held on computer and electronic 
recording systems, against accidental or deliberate compromise.
It defines different security classifications of TOP SECRET, SECRET, 
CONEIDENTIAL, RESTRICTED and PROTECT. All protectively marked 
assets should be physically labelled. Eor further information see 
Appendix 7.

Handling Codes
Handling codes allow the straightforward reporting of decisions on 
the suitability or otherwise of exposing certain information to other 
parties. Eor further information see Appendix 2.

IMPACT
Intelligence Management, Prioritisation, Analysis, Coordination 
and Tasking -  programme to deliver the Police National Database 
and MoPI.

(ISA) (2) Independant Safeguarding Authority 

Information
The term information is used in this guidance to refer to all 
information obtained, recorded or processed by the Police Service.
It includes information which is processed (known as data, including 
personal data) and information which has been subject to a process 
of evaluation (known as intelligence).

Information Management System
Any system that holds information, including structured paper 
records and electronic information, and is searchable.

Information Sharing
Information sharing is the passing or receiving from one police force 
to another or to any non-police organisation or person.

Information Sharing Agreement (ISA)
An ISA is a contract between organisations who wish to share 
personal information with each other.

Intelligence
Intelligence in this guidance refers to information that is subject to a 
defined evaluation and risk assessment process in order to assist with 
police decision making, see k  Recording Police Information.
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Intelligence Products
Intelligence products are the information sources that drive the 
Tasking and Co-ordination process. They provide the information 
upon which strategic and tactical decisions are made and are 
derived from data compiled from a combination of analytical 
techniques and products.

Intelligence Requirement
The intelligence requirement provides direction to intelligence staff, 
frontline officers and support staff as to the information and 
intelligence that should be collected in relation to the priorities and 
crimes/incidents that are not currently priorities, but which show a 
trend that is of concern and/or constitutes a high risk.

Intelligence system
An intelligence system refers to the holding of information which has 
been evaluated to have an intelligence value.

Law enforcement agency
For the purpose of this guidance, this is an agency with which the 
police have an agreement to pass intelligence records to, for 
example. United Kingdom Border Agency.

MAPPA
Multi-Agency Public Protection Arrangements 

MO
Modus Operand!

NCRS
National Crime Recording Standard 

NFLMS
National Firearms Licence Management System 

NRAC
National Retention Assessment Criteria 

NSIR
National Standard for Incident Recording 

NSPIS
National Strategy for Police Information Systems
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National Information/Intelligence Report (5x5x5)
The national Information/Intelligence Report is the standard form for 
recording information for potential inclusion onto an intelligence 
system. The report includes the evaluation of the source, content, 
priority and handling of the information received.

Notional Intelligence Model (NIM)
Sets out the key elements to successful application of intelligence 
principles within law enforcement, se e A C P O  (2005) G u id a n ce  on  

th e  N a t io n a l In te llig e n ce  M o d e l.

National Strategic Assessment
An ACPO document, produced annually, that evaluates strategic 
issues facing the Police Service.

PNC
Police National Computer 

PND
Police National Database 

Person Record
For the purpose of this guidance, a Person Record refers to a record 
containing the minimum of a person’s forename and family name, 
partial name and any nickname or aliases.

Personol doto
Defined in the Data Protection Act 1998 as data relating to an 
identified or living individual.

Policing
This guidance adopts the definition of policing purposes as outlined in 
A C PO (2005 ) Code  o f  P ra c tice  on  M a n a g in g  Po lice  In fo rm a tio n , 

Section 2.2.2, ie, protecting life and property, preserving order, 
preventing the commission of offences, bringing offenders to justice 
and any duty arising from statute or common law.

Police Service
For the purposes of this guidance. Police Service includes the National 
Policing Improvement Agency (NPIA), the Serious Organised Crime 
Agency (SOCA), Counter-Terrorism Units (CTUs) and all Home Office 
and non-Home Office police forces.
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Potentially dangerous people
A potentially dangerous person is somebody who has not been 
convicted of, or cautioned for, any offence placing them into one of 
the three MAPPA categories but whose behaviour gives reasonable 
grounds for believing that there is a present likelihood of them 
committing an offence or offences that will cause serious harm. For 
further information se e A C P O  (2007) G u id an ce  on  P ro te c t in g  the  

Pub lic: M a n a g in g  S e xu a l O ffe nd e rs  a n d  V io le n t  O ffenders, 

pp 52-55.

Problem profile
A problem profile is an assessment of a specific problem or series 
of problems, including criminal activities, threats to public safety 
and anti-social behaviour. It includes an analysis of the problem 
with recommendations for intelligence gathering, enforcement 
or prevention.

Processing
This guidance adopts the Data Protection Act 1998 definition of 
processing and includes the following: obtaining, recording, holding 
and carrying out any operation on the information; organising, 
adapting, altering; retrieving, consulting, using; disclosing by 
transmitting, disseminating or otherwise making available; aligning, 
combining, blocking, erasing or destroying.

Prosecuting agency
An agency which has a statutory power for prosecuting particular 
offences, for example, the Crown Prosecution Service.

Provenance
The ability to determine the reliability and credibility of the source, 
and the value of the information.

Publication scheme
This is a document that details the classes of information that an 
organisation will routinely make available under the Freedom of 
Information Act 2000.

Public authority
A public authority is defined under the Human Rights Act 1998 as 
‘any person, certain of whose functions are of a public nature’, and 
includes courts and tribunals.

Public Interest Immunity (PII)
Public Interest Immunity applications to a court enable the 
protection of sensitive material and sources if it can be demonstrated 
that real harm is likely to result from disclosure.
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Record
For the purposes of this guidance, a record is any information which 
can be written down, audio recorded and/or captured visually.

Recording
Recording refers to the process by which information received is 
noted in writing, for example, in the case of an intelligence system, 
information will be recorded on a National Information/Intelligence 
Report.

Retention
The continued storage of and controlled access to information held 
for a policing purpose which has been justified through the 
evaluation and review process.

Review
To examine a person record, held for a policing purpose, and all 
associated records it is linked to, to ensure there is a continuing 
policing purpose for holding them, that they are adequate, up to 
date and not excessive and that all records of personal data comply 
with the eight principles of the Data Protection Act.

Sanitised
Sanitisation of information occurs when material is removed which 
explicitly or implicitly identifies a source. It also occurs when 
identifying details of a data subject are removed.

Sensitive personal data
The Data Protection Act 1998 defines sensitive personal data as 
information that relates to an individual’s racial or ethnic origin, 
political opinions, religious or other similar beliefs, membership of a 
trade union, physical or mental health or condition, sexual life, 
alleged or committed criminal offences, proceedings for any offence 
committed or alleged to have been committed, disposal or sentence 
concerning any alleged or committed offences.

Serious harm
A risk which is life threatening and/or traumatic and from which 
recovery, whether physical or psychological, can be expected to be 
difficult or impossible.

Sexual or violent offender
Section 327 of the Criminal Justice Act 2003 defines a sexual or 
violent offender.
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Single Point of Contact (SPoC)
The nominated individual within a force who acts as a conduit to 
other organisations and forces in respect of a given business area.

Strategic assessment
Strategic assessments are the key intelligence products that 
inform the strategic tasking and co-ordination group by giving an 
accurate picture of the situation in its area of responsibility, how that 
picture is changing now and how it may change in the future. It is a 
longer-term, high-level look at law enforcement issues and will, 
therefore, include current activities as well as try to provide a forecast 
of likely developments.

Strategic assessments also identify medium-term and long-term 
policing issues to determine resource, funding and communication 
requirements.

Strategic Tasking and Co-ordinating Group
The purpose of the Strategic Tasking and Co-ordinating Group 
(STCG) operating at Levels 1,2 and 3 of NIM is to consider the 
strategic assessment in order to set a control strategy and establish 
an intelligence requirement for the level at which it is operating. The 
group also reviews and monitors progress of the control strategy, and 
maintains links with other levels of activity.

Subject access
This is the term given to the right of any individual under the Data 
Protection Act to have access to personal data about themselves.
The right is subject to exceptions.

Systems assets
Systems assets are the IT and manual systems that enable 
intelligence-led policing to work and ensure the security of data.

Tactical assessments
Tactical assessments identify short-term policing issues on the 
priorities outlined in the control strategy. They also identify any 
potential emerging issues outside of the strategy which require 
attention, and inform tactical tasking and co-ordinating group 
meetings. The areas covered include intelligence gathering, 
enforcement, prevention and performance criteria.

Tactical Tasking and Co-ordinating Group
The tactical tasking and co-ordinating group (TTCG) implements the 
control strategy by agreeing an acceptable tactical response to the 
problem at a local or force level.
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Target profiles
A target profile is a detailed analysis of on individual or network to 
enable o targeted operation or intervention against that person or 
network. It also recommends operational intelligence requirements 
to secure the information required to implement a tactical response.

Third party
In relation to personal information this means any person other than 
the data subject, data controller or data processor. For example, an 
employer seeking information from a data controller about a data 
subject such as a prospective employee.

Threat Assessment
The UK Level 3 Threat Assessment is the responsibility of the 
National Criminal Intelligence Service.

URN
Unique Reference Number 

ViSOR
Violent Offender and Sex Offender Register 

Vetting
This refers to a statutory disclosure regime for pre-employment 
checks, for example, checks established by Part V of the Police 
Act 1997.

Vulnerable adult
In the context of this guidance, the following definition of vulnerable 
adult has been adapted from section 5 of the Domestic Violence 
Crime and Victims Act 200^:

A person aged 18 or over whose ability to protect him or 
herself from violence, abuse or neglect is significantly 
impaired through physical or mental disability or illness, 
through old age or otherwise.
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The government protective marking scheme categorises assets 
according to the harm that the release of the information 
could cause. For further information see 
http://www.cabinetoffice.gov.uk/spf.aspx

The categories ore:

TOP SECRET

• Threaten directly the internal stability of the United Kingdom or 
friendly countries:

• Lead directly to widespread loss of life;
• Cause exceptionally grave damage to the effectiveness or 

security of the United Kingdom or allied forces or to the 
continuing effectiveness of extremely valuable security or 
intelligence operations;

• Cause exceptionally grave damage to relations with friendly 
governments:

• Cause severe long-term damage to the United Kingdom 
economy.

SECRET

• Raise international tension;
• To damage seriously relations with friendly governments:
• Threaten life directly or seriously prejudice public order or 

individual security or liberty:
• Cause serious damage to the operational effectiveness or 

security of the United Kingdom or allied forces or the continuing 
effectiveness of highly valuable security or intelligence 
operations:

• Cause substantial material damage to national finances or 
economic and commercial interests.

CONFIDENTIAL

• Materially damage diplomatic relations (ie, cause formal protest 
or other sanction);

• Prejudice individual security or liberty:
• Cause damage to the operational effectiveness or security of the 

United Kingdom or allied forces or the effectiveness of valuable 
security or intelligence operations;

• Work substantially against national finances or economic and 
commercial interests:

• Substantially undermine the financial viability of major 
organisations;
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• Impede the investigation or facilitate the commission of serious 
crime:

• Impede seriously the development or operation of major 
government policies:

• Shut down or otherwise substantially disrupt significant national 
operations.

RESTRICTED

• Affect diplomatic relations adversely:
• Cause substantial distress to individuals:
• Make it more difficult to maintain the operational effectiveness 

or security of the United Kingdom or allied forces:
• Cause financial loss or loss of earning potential, or to facilitate 

improper gain or advantage for individuals or companies:
• Prejudice the investigation or facilitate the commission of crime:
• Breach proper undertakings to maintain the confidence of 

information provided by third parties:
• Impede the effective development or operation of government 

policies:
• To breach statutory restrictions on disclosure of information:
• Disadvantage government in commercial or policy negotiations 

with others:
• Undermine the proper management of the public sector and its 

operations.

PROTECT

• Cause distress to individuals:
• Breach proper undertakings to maintain the confidence of 

information provided by third parties:
• Breach statutory restrictions on the disclosure of information:
• Cause financial loss or loss of earning potential, or to facilitate 

improper gain:
• Give an unfair advantage for individuals or companies:
• Prejudice the investigation or facilitate the commission of crime:
• Disadvantage government in commercial or policy negotiations 

with others.
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