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S E C TIO N  1 - PREFACE

1 STR A TEG IC  A IM S  OF T H IS  P O L IC Y

1.1 Enable the delivery of core operational policing by providing appropriate and 
consistent protection for the information assets of member organisations.

1.2 Comply with statutory requirements and meet ACPO/ACPOS expectations of 
the Police Service to manage information securely.

1.3 Help assure Her Majesty's Government tha t Police Service elements of the 
Critical National Infrastructure (CNI) are appropriately protected.

1.4 Facilitate effective participation with Transformational Government 
strategies.
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S E C TIO N  2 -  P O L IC Y  

2 IN T R O D U C T IO N

2.1 The Association of Chief Police Officers of England, Wales and Northern 
Ireland and the Association of Chief Police Officers in Scotland 
(ACPO/ACPOS) recognise tha t information, including the supporting 
processes, systems and networks, is a valuable asset to the Police Service, 
other members of the wider Pan Government Community and contracted 
third parties.

2.2 Responsibility for determining Information Assurance policy, implementing 
that policy and acting as the regulatory authority is invested in the Police 
Information Assurance Board (PIAB) which reports to the ACPO Information 
Management Business Area (IMBA) and includes representation from ACPOS.

2.3 In line with 1.2 above, this policy is owned and maintained by the PIAB.

3 PURPOSE

3.1 The ACPO/ACPOS Information Systems Community Security Policy (CSP) 
details the strategy for the security of information processes throughout the 
police community and forms a framework for other subordinate policies 
including:

System Interconnection Security Policies 
Force Information Security Policies 
Risk Management and Accreditation Document Sets 
Codes of Connection to National Systems and Services 
Business Continuity Plans,
Security Operating Procedures

4 GOALS A N D  P R IN C IP L E S

4.1 Information exists in many forms and can be printed or written on paper, 
stored electronically, transmitted by post or electronic means, shown on 
films or spoken in conversation. ACPO/ACPOS supports the need for 
appropriate safeguards and the effective management of all information 
processes, and are committed to helping protect all community member 
information assets from identifiable threats, internal or external, deliberate 
or accidental, ensuring Confidentiality, Integrity, Availability and Non­
repudiation of information.

4.2 This policy provides the necessary controls to mitigate against the 
consequences of the Police Service being exposed to unacceptable business 
risks. These risks include the safety of operational Police Personnel, the 
compromise of sensitive operations and ultim ately loss of public confidence.
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4.3 Information Assurance will be achieved by undertaking risk assessments and 
implementing appropriate controls, covering policies and procedures for 
physical security, personnel security and technical security.

4.4 The Police Service shall ensure tha t information systems and processes 
comply with all applicable legislation and regulatory requirements which 
include:

The Data Protection Act 1998
The Human Rights Act 1998
The Computer Misuse Act 1990
The Official Secrets Acts 1911-1989
The Copyright, Designs and Patents Act 1988
The Regulation of Investigatory Powers Act 2000
The Telecommunications (Lawful Business Practice) (Interception of 
Communications) Regulations 2000
Equivalent Legislation applicable to community members outside 
England and Wales.

4.5 Compliance with these requirements is primarily the responsibility of two 
ACPO portfolios. The Data Protection (DP) and Freedom of Information (FOI) 
legislation portfolio is responsible for ensuring tha t police information and 
processing complies with the principles contained in Data Protection and 
Freedom of Information legislation. The Information Assurance portfolio is 
responsible for ensuring that the necessary measures are taken to protect 
the confidentiality, integrity and availability of all its information systems. 
Conflicts with obligations placed on the service by DP and FOI legislation 
shall be referred to the DP and FOI portfolio for decision.

5 THE THREAT

5.1 Generic threats to information security emanate from many sources 
including Foreign Intelligence Services (FIS), subversive organisations, 
terrorist and criminal groups, investigativejournalists, disaffected personnel, 
members of the public and natural disasters including fire and flood. These 
threats may manifest themselves via the unauthorised activities of personnel 
(due to inadequate awareness training, disinterest, disaffection or coercion), 
the interception of communications (electronic and manual), physical 
disruption (including criminal damage and theft) and unauthorised 
penetration (internal and external). All such breaches of security may result 
in the loss of Confidentiality, Integrity and Availability or the incorrect 
repudiation of information and information assets.

5.2 In conjunction with other Government agencies, regular assessments will be 
undertaken to identify specific threats to police systems. These will be 
provided to the PIAB and promulgated by the NPIA Information Assurance 
team.
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6 A P P L IC A B IL IT Y

6.1 This Policy is mandated for all members of the police community currently 
defined as those forces and agencies constituted under the Police Act 1996; 
the Police (Scotland) Act 1967; British Transport Police (BTP), Guernsey 
Police, Isle of Man Constabulary, Ministry of Defence Police (MDP), Police 
Service of Northern Ireland (PSNI), States of Jersey Police, Serious 
Organised Crime Agency (SOCA), Scottish Police Services Authority (SPSA), 
and the National Policing Improvement Agency (NPIA).

6.2 ACPO/ACPOS or the PIAB may also consider and identify other organisations 
to which this policy will apply.

7 SCOPE

7.1 The CSP encompasses all manual and electronic information processing 
systems and provides a mechanism by which Community members and 
contracted third parties can develop, implement and measure effective 
information security management systems/strategies and countermeasures 
to identified threats and vulnerabilities.

7.2 The CSP applies to all information assets owned by members of the 
Community whether or not such information is being stored or processed on 
their premises and should be considered as the primary reference document 
when developing local information assurance policies where applicable.

8 R E S P O N S IB IL IT IE S

8.1 Each member will implement and maintain strategies enabling information to 
be managed and secured ensuring Confidentiality, Integrity, Availability and 
Non-repudiation.

8.2 When required to do so, members must demonstrate compliance with this 
policy using the current methodology promulgated by the PIAB.

9  C O M PLIA N C E STA N D A R D S

9.1 ACPO /  ACPOS has adopted a number of Government and Industry 
compliance standards that provide the foundation and framework for 
applying, implementing, managing and measuring effective information 
assurance controls to common criteria.

9.2 Compliance with these standards is necessary to provide assurance to ACPO 
/  ACPOS, Pan Government Departments and other community members that 
the risk to community information and interconnected community systems 
can be shown to have been mitigated to acceptable levels.
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9 .3  T h e  fo l lo w in g  s ta n d a rd s  h a v e  b e e n  a d o p te d  a n d  to g e th e r  fo rm  th e
fo u n d a t io n s  u p o n  w h ic h  th is  p o lic y  is b a se d  a n d  s h a ll be  u se d  b y  th e
c o m m u n ity  to  w h ic h  th is  p o lic y  a p p lie s  as  b e n c h m a rk  re q u ire m e n ts :

•  C a b in e t O ff ic e  HMG S e c u r ity  P o licy  F ra m e w o rk ^  w h ic h  in c lu d e s  HMG 
In fo rm a t io n  A s s u ra n c e  S ta n d a rd s ^  a n d  M e m o ra n d a  (p u b lis h e d  o n  b e h a lf  
o f  HMG b y  CESG )

• IS O /IE C  2 7 0 0 1 :2 0 0 5  In fo rm a t io n  T e c h n o lo g y  - S e c u r ity  te c h n iq u e s  - 
S p e c if ic a t io n  fo r  a n  In fo rm a t io n  S e c u r ity  M a n a g e m e n t S y s te m

• S ta tu to r y  C o d e  o f  P ra c tic e  o n  th e  M a n a g e m e n t o f  P o lice  In fo rm a t io n  
2 0 0 5

• ACPO G u id a n c e  o n  th e  M a n a g e m e n t o f  P o lice  In fo rm a t io n  (M o P I) 2 0 0 6

• E le c tro n ic  In fo rm a t io n  P ro ce ss in g  S e c u r ity  N o tic e s  (S (E )N ) is su e d  b y  
C a b in e t O ff ic e  S e c u r ity  P o licy  D iv is io n .

•  HMG In fo rm a t io n  A s s u ra n c e  M a tu r ity  M o d e l a n d  A s s e s s m e n t F ra m e w o rk

• T h e  ACPO N a tio n a l V e t t in g  P o lic y  fo r  th e  P o lice  C o m m u n ity  (a n d  th e  
e q u iv a le n t  v e t t in g  s ta n d a rd s  in  n o n  P o lice  a g e n c ie s )

10  C O M PLIA N C E R E Q U IR E M E N TS

10.1 In  o rd e r  to  c o m p ly  w ith  th e  re q u ire m e n ts  o f  th e  CSP, m e m b e rs  m u s t:

•  U n d e r ta k e  a r is k  a s s e s s m e n t a n d  a c c re d ita t io n  p ro c e s s  a p p ro v e d  a t  
lo ca l S IR O  le v e l fo r  s y s te m s  w ith  c o n n e c t io n s  to  th e  CJX a n d  o th e r  
n a t io n a l in fo rm a t io n  s y s te m s .

•  S u b m it  R isk  M a n a g e m e n t a n d  A c c re d ita t io n  D o c u m e n t S e ts  (R M A D S ) 
fo r  m e m b e r 's  d o m a in s  c o n n e c t in g  to  n a t io n a l s y s te m s  to  th e  N a tio n a l 
A c c re d ito rs  fo r  P o lice  S y s te m s .

• C o m p le te  a n d  s u b m it  o n  a n  a n n u a l b a s is  a CSP c o m p lia n c e  re tu rn  as 
d e te rm in e d  b y  th e  P IA B  v ia  th e  N P IA  N a tio n a l A c c re d ito rs  fo r  P o lice  
S y s te m s . (C u r re n t ly  th e  CSP M a tr ix )

•  P ro v id e  e v id e n c e  o f  in d e p e n d e n t a u d it in g  in  a c c o rd a n c e  w ith  a n y  a u d it  
r e q u ire m e n ts  is su e d  b y  P IAB .

• Im m e d ia te ly  re p o r t  v ia  P o lW a rp  o r  th e  N P IA  In fo rm a t io n  A s s u ra n c e  
T e a m  a n y  in c id e n t t h a t  ha s  th e  p o te n t ia l to  c o m p ro m is e  th e  s e c u r ity  o f  
n a t io n a l s y s te m s .

•  S u b m it  a q u a r te r ly  r e tu rn  o f  lo w e r  le v e l in c id e n ts  to  N P IA  v ia  P o lw a rp  to  
e n a b le  p a t te rn s  a n d  t re n d s  to  be  a n a ly s e d .

 ̂ Available via the CRN I Extranet.
 ̂ The mandatory measures contained within the Government report Data Handling 

Procedures in Government -  June 2008 generally known as the Hannigan report have 
been incorporated in HMG Information Assurance Standard No. 6)

Page 7 o f 10
NOT PROTECTIVELY MARKED

ACPO/ACPOS CSP V ersion 3 .3  -  23""' April 2009

MOD200018103



For Distribution to CPs

11 REFERENCE D E TA ILS

11.1 CESG

CESG is th e  In fo rm a t io n  A s s u ra n c e  ( IA )  a rm  o f  G CHQ  b a se d  in  
C h e lte n h a m . I t  is th e  UK G o v e rn m e n t 's  N a tio n a l T e c h n ic a l A u th o r i ty  fo r  
In fo rm a t io n  A s s u ra n c e . A s th e  N a tio n a l T e c h n ic a l A u th o r i ty ,  CESG 
p ro d u c e s  a n u m b e r  o f  HMG In fo rm a t io n  A s s u ra n c e  a n d  COM SEC 
S ta n d a rd s  a n d  M e m o ra n d a , w h ic h  p ro v id e  g u id a n c e  a n d  n a t io n a l p o lic y . 
A ll CESG M e m o ra n d a  a n d  S ta n d a rd s  fo rm  p a r t  o f  th e  G o v e rn m e n t 
f ra m e w o rk .  T h e y  m u s t be  c o n s id e re d  a n d  th e ir  a p p lic a b i l i ty  a sse sse d  in  
a ll ca se s  w h e re  G o v e rn m e n t ( in c lu d in g  P o lice ) in fo rm a t io n  is b e in g  h e ld  
a n d  p ro c e s s e d .

11 .2  C a b in e t O ff ic e  HMG S e c u r ity  P o lic y  F ra m e w o rk

Is s u e d  in  D e c e m b e r 2 0 0 8 , th e  S e c u r ity  P o licy  F ra m e w o rk  (SPF) c o n ta in s  
th e  p r im a ry  in te rn a l p ro te c t iv e  s e c u r ity  p o lic y  a n d  g u id a n c e  o n  s e c u r ity  
a n d  r is k  m a n a g e m e n t fo r  HM G o v e rn m e n t D e p a r tm e n ts  a n d  a s s o c ia te d  
b o d ie s . I t  is th e  s o u rc e  o n  w h ic h  a ll lo c a lis e d  s e c u r ity  p o lic ie s  s h o u ld  be  
b a se d . T h e  f ra m e w o rk  s u p e rs e d e s  th e  M a n u a l o f  P ro te c t iv e  S e c u r ity  a n d  
has  b e e n  m a d e  p u b lic ly  a v a ila b le  fo r  th e  f i r s t  t im e ;  h o w e v e r , i t  has 
c le a r ly  b e e n  n e c e s s a ry  to  r e s t r ic t  a cce ss  to  s o m e  te c h n ic a l a n d  
p ro c e d u ra l m a te r ia l on  s e c u r ity  g ro u n d s . W h ils t  i t  is re c o g n is e d  th a t  
s e c u r ity  p o lic ie s  w il l  d if fe r  a c c o rd in g  to  th e  ra n g e  o f  b u s in e s s  a n d  r is k s  
fa c e d  b y  e a ch  o rg a n is a t io n ,  th e  f r a m e w o rk  d o e s  s e t o u t  th e  m in im u m  
s e c u r ity  re q u ire m e n ts  w h ic h  a re  m a n d a to ry  fo r  a ll G o v e rn m e n t 
D e p a r tm e n ts  a n d  A g e n c ie s . T h e  f ra m e w o rk  a ls o  p ro v id e s  te c h n ic a l 
in fo rm a t io n ,  a d v ic e  a n d  g u id a n c e  to  s u p p o r t  im p le m e n ta t io n  o f  th e  
p o lic y  re q u ire m e n ts .

11 .3  IS O /IE C  2 7 0 0 1

IS O /IE C  2 7 0 0 1  is an  a u d ita b le  in te rn a t io n a l s ta n d a rd  w h ic h  d e f in e s  th e  
re q u ire m e n ts  fo r  a n  In fo rm a t io n  S e c u r ity  M a n a g e m e n t S y s te m  ( IS M S ). 
T h e  s ta n d a rd  is d e s ig n e d  to  e n s u re  th e  s e le c t io n  o f  a d e q u a te  a n d  
p ro p o r t io n a te  s e c u r ity  c o n tro ls .  T h e  s ta n d a rd  a d o p ts  a p ro c e s s  
a p p ro a c h  fo r  e s ta b lis h in g , im p le m e n t in g ,  o p e ra t in g ,  m o n ito r in g ,  
re v ie w in g , m a in ta in in g ,  a n d  im p ro v in g  a n  IS M S .

11 .4  C a b in e t O ff ic e  S e c u r ity  E le c tro n ic  N o tic e s

S e c u r ity  E le c tro n ic  N o tic e s  [S (E )N ] a re  is su e d  b y  th e  C a b in e t O ff ic e  on  
an  a d -h o c  b a s is  to  p ro v id e  g u id a n c e  o n  h o w  to  c o u n te r  a s p e c if ic  th re a t .  
In  m o s t ca se s , th is  g u id a n c e  w ill b e c o m e  p o lic y  in  d u e  c o u rs e .

11 .5  G u id a n c e  o n  th e  M a n a g e m e n t o f  P o lice  In fo rm a t io n
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T h e  ACPO (2 0 0 6 )  G u id a n c e  o n  th e  M a n a g e m e n t o f  P o lice  In fo rm a t io n  
(M o P I) fo llo w s  th e  p u b lic a t io n  in  J u ly  2 0 0 5  o f  a c o d e  o f  p ra c t ic e  o n  th e  
M a n a g e m e n t o f  P o lice  In fo rm a t io n  d e v e lo p e d  b y  th e  H o m e  S e c re ta ry , 
u n d e r  th e  P o lice  A c t 1 9 9 6 . I t  fo rm s  p a r t  o f  th e  g o v e rn m e n t 's  re s p o n s e  to  
re c o m m e n d a t io n s  8 -1 1  o f  th e  B ic h a rd  In q u iry .

T h is  g u id a n c e  is d e s ig n e d  to  p ro v id e  a c o m m o n  n a t io n a l f r a m e w o rk  fo r  
th e  m a n a g e m e n t o f  p o lic e  in fo rm a t io n ,  h ig h l ig h t in g  th e  im p o r ta n c e  o f  
c o m m o n  s ta n d a rd s  in  h ig h  r is k  a re a s  o f  a c t iv i t y  a n d  to g e th e r  w ith  th e  
c o d e  o f  p ra c t ic e  fo rm s  a p a c k a g e  th a t  c h ie f  o f f ic e rs  w ill h a v e  re g a rd  to  
u n d e r  th e  te rm s  o f  th e  P o lice  A c t.

T h e  g u id a n c e  d e s c r ib e s  th e  p ro c e s s e s  fo r  m a n a g in g  in fo rm a t io n  w h ic h  
s u p p o r t  th e  h ig h  le v e l p r in c ip le s  s e t o u t  in  th e  co d e . I t  o u t l in e s  th e  
p ro c e s s e s  fo r  th e  c o lle c t io n ,  re c o rd in g , e v a lu a t io n ,  s h a r in g ,  re v ie w , 
re te n t io n  a n d  d is p o s a l o f  p o lic e  in fo rm a t io n .

11.6 Centre for the Protection of the National Infrastructure (CPNI)

CPNI w a s  fo rm e d  in  F e b ru a ry  2 0 0 7  f ro m  th e  m e rg e r  o f  th e  N a tio n a l 
In f r a s t r u c tu re  S e c u r ity  C o -o rd in a t io n  C e n tre  (N IS C C ) a n d  a p a r t  o f  M IS  
( th e  U K 's  S e c u r ity  S e rv ic e ) ,  th e  N a tio n a l S e c u r ity  A d v ic e  C e n tre  (N S A C .

CPNI p ro v id e s  in te g ra te d  (c o m b in in g  in fo rm a t io n ,  p e rs o n n e l a n d  
p h y s ic a l)  s e c u r ity  a d v ic e  to  th e  b u s in e s s e s  a n d  o rg a n is a t io n s  w h ic h  
m a k e  u p  th e  n a t io n a l in f ra s t ru c tu re .  T h ro u g h  th e  d e l iv e ry  o f  th is  a d v ic e , 
i t  a im s  to  p ro te c t  n a t io n a l s e c u r ity  b y  h e lp in g  to  re d u c e  th e  v u ln e ra b i l i t y  
o f  th e  n a t io n a l in f r a s t r u c tu re  to  te r r o r is m  a n d  o th e r  th re a ts .

A d v is e rs  w o rk in g  fo r  CPNI c o v e r  th e  fu l l  ra n g e  o f  s e c u r ity  d is c ip lin e s  a n d  
a re  h ig h ly  e x p e r ie n c e d  in  p ro v id in g  a d v ic e  to  n a t io n a l in f ra s t ru c tu re  
o rg a n is a t io n s .  A  p ro te c te d  CPNI E x tra n e t w e b  s ite  p ro v id e s  a cce ss  to  
CPNI a d v ic e , g u id a n c e  a n d  a le r ts .

11.7 PolWarp

W AR Ps (W a rn in g , A d v ic e  a n d  R e p o r t in g  P o in ts )  a re  p a r t  o fC P N I 's  
(C e n tre  fo r  th e  P ro te c t io n  o f  N a tio n a l In f r a s t r u c tu re )  in fo rm a t io n  s h a r in g  
s t r a te g y  to  p ro te c t  th e  U K 's  C r it ic a l N a tio n a l In f r a s t r u c tu re  f ro m  
e le c tro n ic  a t ta c k .  A s  p o lic e  fo rc e s  a n d  re la te d  a g e n c ie s  c o m e  to  re ly  
m o re  a n d  m o re  o n  loca l a n d  n a t io n a l in f ra s tru c tu re s ,  th e re  n e e d s  to  be  
in  p la c e  a c a p a b il i ty  to  p ro v id e  in fo rm a t io n ,  a d v ic e , g u id a n c e  a n d , 
w h e re  n e c e s s a ry , b ro a d c a s t a le r ts  to  fo rc e  a n d  a g e n c ie s  w h e re  a s e r io u s  
th r e a t  to  loca l o r  n a t io n a l in f ra s t ru c tu re s  is l ik e ly  o r  a c tu a lly  o c c u r r in g . 
A t  th e  re q u e s t o f  ACPO , th e  p o lic e  W ARP (P o lW A R P ) w a s  re g is te re d  w ith  
C P N I. PolW ARP s e rv e s  th e  p o lic e  c o m m u n ity  a n d  re la te d  a g e n c ie s  on  
th e  CJX.

12  R E V IE W
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12.1 T h e  CSP w il l  be  re v ie w e d  a t  le a s t a n n u a lly  ( f ro m  th e  d a te  o f  p u b lic a t io n )  
a n d  fo l lo w in g  a n y  m a jo r  c h a n g e  to  In fo rm a t io n  A s s u ra n c e  s t r a te g y  to  
e n s u re  th a t  th e  C o m m u n ity  c o n t in u e s  to  m e e t th e  s t ra te g ic  a im s  lin k e d  to  
th is  p o lic y .

13  A M E N D M E N T H I STORY

Is s u e S ta tu s D a te R eason A u th o r
V e rs io n  1 .0 F ina l 2 8 /0 4 /9 9 P u b lic a tio n P ITO  ISO
V e rs io n  1.1 D ra ft 1 9 /0 6 /0 1 R e v ie w P ITO  ISO
V e rs io n  1 .2 D ra ft 1 8 /0 9 /0 1 R e w rite W ilts  Pol ISO
V e rs io n  1 .3 D ra ft 1 2 /1 0 /0 1 R e w rite W ilts  Pol ISO
V e rs io n  1 .4 F ina l D ra f t 1 2 /1 1 /0 1 C o n s u lta t io n W ilts  Pol ISO
V e rs io n  1 .5 F ina l d r a f t  

fo r  ACPO 
IM B A

1 6 /0 9 /0 2 R e w r ite  fo r  
ACPO IM B A

PITO  ISO

V e rs io n  2 .0 F ina l 0 6 /0 2 /0 3 P u b lic a tio n P ITO  ISO
V e rs io n  2.1 D ra ft 2 0 /0 4 /0 6 R e v ie w  & 

u p d a te
P ITO

V e rs io n  2 .2 D ra ft 0 5 /0 6 /0 6 A m e n d m e n ts  
f ro m  P IAB

PITO

V e rs io n  3 .0 F ina l 2 7 /0 6 /0 6 P u b lic a tio n P ITO
V e rs io n  3.1 D ra ft 2 5 /0 1 /0 9 R e v ie w  & 

U p d a te
D o rs e t ISO  
C h a ir  P IAAG

V e rs io n  3 .2 D ra ft 2 6 /0 2 /2 0 0 9 M in o r
A m e n d m e n ts

D o rs e t IS O  /  
NAPS

V e rs io n  3 .3 D ra ft 2 0 /0 3 /2 0 0 9 C o n s u lta t io n  
(P IIA G ) & 
M in o r
A m e n d m e n t

D o rs e t ISO  
C h a ir  P IAAG

V e rs io n  3 .3 F ina l 2 3 /0 4 /2 0 0 9 A p p ro v e d  b y  
P IAB

ACC R T o n e r  
C h a ir  P IAB

2 9 /0 9 /2 0 0 9 A p p ro v e d  b y  
ACPO IM B A

A ilsa  B e a to n  
C h a ir  IM B A
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