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25 August 2011

Martin Caton MP 
House o f Commons 
London 
SW1A OAA

Dear Mr Caton

S ecu rity  o f m ob ile  phone ne tw o rks

Thank you for your letter dated 2 August on behalf of your constituent!________
regarding his concerns about access to voicemail messages and the security of 
mobile phone networks.

In relation to phone hacking as it has been reported, the security issues are likely to 
revolve around the confidentiality o f personal data. This issue is primarily addressed  
by detailed requirements in legislation such as the Data Protection Act and the 
Privacy and Electronic Communications (EC Directive) Regulations 2003 (the 
“privacy regulations” ), enforcement of which principally falls to the Information 
Commissioner’s Office.

However, your constituent appears to have concerns about a current vulnerability in 
voicemail systems. Recent changes to the Communications Act 2003 place new  
duties on communications providers to manage the security of their networks and 
services, and in particular to m inim ise the impact of security incidents (such as 
criminal damage to masts) on end users. Ofcom has powers to Impose financial 
penalties for breach of these rules. As these powers are new, they did not apply in 
the period during which the reported phone hacking of which we are aware took 
place.

W ithout more information, we cannot take a view on your constituent’s concerns. We 
understand that matters falling specifically under the privacy regulations are for the 
Information Commissioner’s O ffice to consider. It is also important to note that we 
must exercise our powers proportionately, in particular, that we cannot act on 
unsubstantiated assertions. W e would therefore recommend that your constituent 
provide full details of the vulnerability he identifies, to ourselves and/or the 
Information Commissioner’s Office, in order that we may determ ine whether any 
action is appropriate by either body. The contact details for the Information 
Commissioner’s Office are: Wycliffe House, Water Lane, Wilmslow, Cheshire, SK9 
5AF. Our address of course you have.

office of CommuniLiitions Riverside House 
2 a Soutf)wark Bridge Road 
1 ondori SEI 9 HA

Telephone + 4 4  f0 )2 0  7 9 8 1  3 0 0 0  
or + 4 4  fOlTOO 123  3 0 0 0  

lextphone + 4 4  i0 )2 0  798 1  ;i0 4 3

Facsimile + 4 4  (0 )2 0  7 9 8 1  3 3 3 3  
www.ofcotn.org.uk

MODI 00005944

http://www.ofcotn.org.uk


For Distribution to CPs

I hope this information is useful. If you have any further questions about this or any  
oUier Ofcom matter, please do not hesitate to contact me.

Yours sincerely

Lyne tte  H un tley
D irec to r, G ove rnm en t and Pa rliam en ta ry  B us iness

CC.
Dave Evans, Information Commissioner's Office
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