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CONFIDENTIAL

O P E R A T IO N  C A R Y A T ID .

T h is  is a c o n fid e n tia l d o c u m e n t p ro v id e d  to  th e  H om e  O ffice  T e rro r is m  and  

P ro te c t io n  U n it fo llo w in g  th e  b rie fin g  no te  p re p a re d  by R icha rd  R ile y  fo r the  

H o m e  S e c re ta ry  on 9'^ A u g u s t.

it p ro v id e s  s  s u m m a ry  o f the b a c k g ro u n d  to th e  cu rre n t in v e s tig a tio n  a nd  

s e n s it iv e  m a tte rs  o f d e ta il w h ic h  m a y  e m e rg e  in fo rthcom iing  lega l 

p ro c e e d in g s .

Its c o n te n ts  s h o u ld  no t th e re fo re  be d is c lo s e d  fu rth e r w ith o u t th e  a g re e m e n t o f 

th e  a u th o r.

D u r in g  D e ce m ib e r 2005  Ja m ie  L o w th e r-P in k e rto n  (P riv a te  S e c re ta ry  to T he ir 

R o y a l H ig h n e s s e s  P rince  W illia m  and  P rin ce  H arry) c o n ta c te d  C o m m a n d e r 

P e te r  L o u g h b o ro u g h  (C o m m .a nd e r o f T h e  M e tro p o lita n  P o lice  R o ya lty  

P ro te c t io n  D epartm .ent). T he  P r iv a te  S e c re ts .7  rep o rte d :

1 . S u s p ic io u s  a c tiv ity  a s s o c ia te d  w ith  h is m o b ile  p ho ne , in the  fo rm  o f 

v o ic e m a i! m e ssa g e s  re g is te re d  as ‘o ld  m e s s a g e s ’ i.e. p re v io u s ly  

lis te n e d  to , w h ich  he kn e w  he had  no t hea rd  b e fo re .

2. An a p p a re n t link b e tw e e n  th e  c o n te n t o f v o ic e m a il m e s s a g e s  le ft on his 

m o b ile  p ho ne  and s u b s e q u e n t p re ss  rep o rting  in th e  N e w s  o f The 

W o r ld ,

3. S u s p ic io u s  ac tiv ity  a s s o c ia te d  w ith  th e  m o b ile  p h o n e  o f T h e  P e rs o n a l 

A s s is ta n t to  T he  P rince s . A lth o u g h  s h e  had s e ta  p e rs o n a l P IN  n u m b e r 

on h e r te le p h o n e , to be e n te re d  b e fo re  v o ice m a il m e s s a g e s  co u ld  be
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re tr ie ve d , the  phone  re p e a te d ly  re s e t the person,a i PIN  n u m b e r to the  

fa c to ry  d e fa u lt code .

G ive n  th e  e v id e n t p ro te c tive  s e c u r ity  irr ip iic a tio n s  C o m m a n d e r L o u g h b o ro u g h  

a s k e d  fo r a S e n io r In v e s tig a tin g  O ffice r fro m  th e  A n ti T e rro r is t B ra n ch  to be 

a p p o in te d  to  lead  an in v e s tig a tio n , w o rk in g  V'/ith h im  th e  R oya l H o u s e h o ld  and 

th e  tw o  s e n /ic e  p ro v id e rs  in v o lv e d  ( 0 2  and  V o d a fo n e ).

T he  e v id e n c e  n o w  g a th e re d  w ill d e m o n s tra te  th a t th e  v o ic e m a ils  o f th e  P riva te  

S e c re ta ry  and  P e rson a l A s s is ta n t to  T h e  P rin ce s  and the  C om m iU n ica tions  

S e c re ta ry  to H is R oya l H ig h n e s s  T h e  P rin c e  o f W a le s  h a ve  been re p e a te d ly  

and  u n la w fu lly  in te rc e p te d  o ve r an  e x te n d e d  p e rio d  o f tim e  by tw o  s u sp e c ts  

v^/ho it is a n tic ip a te d  w ill be c h a rg e d  v /ith  o ffe n c e s  u n d e r the  R e g u la tio n  of 

in v e s tig a to ry  P o w e rs  A c t 2 00 0 .

T he  in te rc e p tio n  app ea rs  to h a v e  been  e ffe c te d  by th e  f irs t  s u s p e c t o b ta in in g  

a c o d e w o rd  fro m  the  te le c o m m u n ic a tio n s  c o m p a n y , p a ss in g  h im s e lf o ff as a 

b o n a  fide  e m p lo y e e  and th e n  a rra n g in g  fo r  the  v ic tim 's  PIN  n u m b e r to be 

re s e t to the  fa c to ry  d e fa u lt c o d e . T he  U n iq ue  V o ic e m a il N u m b e r o f the  

te le p h o n e  has th e n  been  o b ta in e d , d ia lle d  and by e n te rin g  the  d e fa u lt n u m b e r 

the  s u s p e c t has g a in e d  a c c e s s  to  th e  v o ic e m a il m e ssa g e s  s to re d  on th e  

te le p h o n e . T he  in v e s tig a tio n  s h o w s  that v o ic e m a ils  have  a lso  been  re trieved  

by a s e c o n d  s u s p e c t (T h e  R o ya l C o rre s p o n d e n t o f th e  N ew s o f  the  W or^d), 

th a t a re la tio n s h ip  e x is ts  betv^een th e m  and th a t s u b s ta n tia l p a y m e n ts  have 

b ee n  m ade  fro m  N ew s  In te rn a tio n a l to  the  f irs t su sp e c t.

F u r th e r  e n q u ir ie s  co n tin u e  in to  th is  a s p e c t o f the  case.

W h ils t  th e  c u rre n t po lice  in v e s tig a tio n  has c o n c e n tra te d  on  th e  th re e  v ic tim s  

re fe rre d  to , it a p p e a rs  fro m  m a te r ia l a lre a d y  g a th e re d  and the  p ro d u c t o f 

y e s te rd a y 's  a rre s ts  th a t the  v o ic e m a il m e s s a g e s  o f o th e r p u b lic  fig u re s , 

in c lu d in g  o n e  C a b in e t M in is te r, have  b ee n  in te rc e p te d . T h is  in c 'u d e s  

in te rc e p tio n  o f th e  v o ic e m a il m e s s a g e s  o f th e  tv^o P rin ce s  th o u g h  th is  d o e s  

N O T  fo rm  p a rt o f th e  e v id e n c e  s u p p o rtin g  the  a n tic ip a te d  ch a rg e s .
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A n a ly s is  o f all m a te ria l g a th e re d  d u rin g  ail s ta g e s  o f the in ve s tig a tio n  is 

o n g o in g .

T h e  C row n  P ro s e c u tio n  S p e c ia l C a se w o rk  S e c tio n  has been  reg u la rly  

co n su lte d  as th e  in v e s tig a tio n  p ro ce e d e d .

T he  Kvc se rv ice  p ro v id e rs  in vo lve d  have  fu lly  s u p p o rte d  th e  p o lice  e n q u iry  

and a re  n o v j ta k in g  s te p s  to  m itig a te  th e  id e n tif ie d  risks . R e p re s e r ta tfv e s  o f 

a ll U K  s e rv ic e  p ro v id e rs  a re  b e ing  c o n ta c te d  w ith  th e  a s s is ta n c e  o f the  A C P O  

D a ta  C o m m u n ic a tio n s  G ro u p  and s ing le  p o in ts  o f c o n ta c t w ith in  each 

c o m p a n y  a re  b e in g  s o u g h t to  dea l w ith  c u s to m e r  c o n c e rn s  and  to take  

fo rv /a rd  the  re q u ire d  w o rk  on p re ve n tive  s tra te g ie s .

In the m e a n tim e  c p e ra tio n a i b rie fin g  has been  p ro v id e d  to  b o th  R o ya lty  and 

S p e c ia lis t P ro te c tio n  O ffic e rs  s u ffic ie n t to a llo w  b a s ic  p re v e n tiv e  a d v ice  to be 

p ro v id e d  to o ro te c te a  P rin c ip a ls .

A  b ro a d e r p ro g ra m m e  o f p re v e n tiv e  b rie fing  w ith in  th e  p o lit ic a l, s e c u rity  and 

in te llig e n c e  c o m m u n ity  m ay  be req u ire d  and y o u r v ie w s  on  h o w  th a t m ig h t be 

a c h ie v e d  w o u ld  b e  w e lc o m e d .

P e te r  L o u g h b o ro u g h  

C o m m a n d e r .

9''"̂  August 2005
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