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1  W h o  y o u  a r e  a n d  a  b r i e f  s u m m a r y  o f  y o u r  c a r e e r  
h i s t o r y ?

I  ann e n n p lo y e d  b y  th e  N a tio n a l P o lic in g  In n p ro v e n n e n t A g e n c y  ( N P IA ) ,  a 
N o n  D e p a r tm e n ta l  P u b lic  B o d y  o f  th e  H o m e  O ff ic e . T h e  N P IA , b y  w a y  o f  
b a c k g ro u n d  a n d  p u rp o s e , is a n a t io n a l o r g a n is a t io n  c r e a te d  to  s u p p o r t  
e f fe c t iv e  p o lic in g  a n d  im p ro v e  p u b lic  s a fe ty .  T h e  a g e n c y  p ro v id e s  c r it ic a l  
n a t io n a l s e rv ic e s  t h a t  d ir e c t ly  s u p p o r t  f ro n t l in e  p o lic in g  su c h  a s  th e  P o lice  
N a tio n a l C o m p u te r  (P N C ) ,  A u to m a t ic  N u m b e r  P la te  R e c o g n it io n  (A N P R ),  
th e  N a t io n a l D N A  D a ta b a s e  a n d  P ro c e e d s  o f  C r im e . T h e  a g e n c y  a ls o  
d e liv e rs  t ra in in g  a n d  le a d e rs h ip  d e v e lo p m e n t  to  im p r o v e  th e  e x p e r t is e  in 
p o lic e  fo rc e s  a n d  p o lic e  a u th o r i t ie s ,  s h a re s  e v id e n c e -b a s e d  re s e a rc h  a n d  
g o o d  p ra c t ic e  to  p r o m o te  a n d  im p ro v e  p o lic in g  a n d  p ro v id e s  s u p p o r t  to  
th e  p o lic e  s e rv ic e  in th e  u s e  o f  te c h n o lo g y  a n d  p r o c u r e m e n t .

I  h a v e  o v e r  3 5  y e a r s  p u b lic  s e c to r  e x p e r ie n c e ,  a n d  m y  c a r e e r  in 
In fo r m a t io n  T e c h n o lo g y  b e g a n  in 1 9 8 0  w ith  th e  D e p a r tm e n t  fo r  
E m p lo y m e n t .  In  1 9 9 5 / 7  I  w o rk e d  o n  th e  Job  S e e k e r s  A llo w a n c e  P ro je c t  
b e fo re  m o v in g  to  H o m e  O ff ic e  a s  H e a d  o f  S o f tw a r e  D e v e lo p m e n t  fo r  PN C  
( 1 9 9 7  -  2 0 0 0 )  a t  th e  H e n d o n  D a ta  C e n tr e .  In  2 0 0 0  I  to o k  o n  th e  ro le  o f  
N a tio n a l S e rv ic e  M a n a g e r  fo r  N a tio n a l S t r a te g y  fo r  P o lic e  In fo r m a t io n  
S y s te m s  (N S P IS )  b a s e d  in c e n tra l  L o n d o n , r e tu r n in g  to  H e n d o n  to  ru n  th e  
P N C  S e rv ic e s  S o f tw a r e  D e v e lo p m e n t  T e a m  in m id  2 0 0 5 .

In  S e p te m b e r  2 0 0 7  I  to o k  o n  th e  ro le  o f  H e a d  o f  P N C  S e rv ic e s  w h ic h  
in c lu d e s  re s p o n s ib il ity  fo r  th e  P N C  a n d  a n u m b e r  o f  o th e r  n a t io n a l  
in fo rm a t io n  s y s te m s  t h a t  a r e  p ro v id e d  to  U K  P o lic e  F o rc e s  a n d  o th e r  
C r im in a l J u s tic e  O rg a n is a t io n s .

In  2 0 1 1  I  a s s u m e d  a d d it io n a l r e s p o n s ib il ity  fo r  th e  N P IA  In fo r m a t io n  
S e rv ic e s  p o r t fo lio  w ith  o v e r  1 0 0  s ta f f  b r in g in g  t h e  to ta l  n u m b e r  o f  s ta f f  
u n d e r  m y  c o n tro l to  ju s t  f e w e r  th a n  3 0 0 ,  w h ic h  in c lu d e s  te a m s  o f  m u lt i ­
d is c ip lin a ry  te c h n ic ia n s , I T  s e rv ic e  m a n a g e m e n t ,  c u s to m e r  s e rv ic e  a n d  
a d m in is t r a t iv e  s ta f f .  I  a m  b a s e d  a t  th e  N P IA  H e n d o n  D a ta  C e n tr e  in N o rth  
L o n d o n .

2  W h a t  i s  t h e  p o l i c e  n a t i o n a l  c o m p u t e r ?

T h e  P N C , is a m a jo r  o p e ra t io n a l  to o l a n d  is u s e d  to  re c o rd  c o n v ic tio n s ,  
c a u t io n s , r e p r im a n d s  a n d  w a r n in g s  fo r  a n y  o f fe n c e  p u n is h a b le  b y  
im p r is o n m e n t  a n d  a n y  o th e r  o f fe n c e  t h a t  is s p e c if ie d  w ith in  r e g u la t io n s .  
T h e  P N C  is m a in ta in e d  b y  th e  N P IA  a n d  is u s e d  b y  a ll p o lic e  fo rc e s  in 
E n g la n d  a n d  W a le s  to  c a r r y  o u t  t h e ir  p o lic in g  d u t ie s .

A  H o m e  O ff ic e  d o c u m e n t ,  c irc a  1 9 8 0 ,  t h a t  I  h a v e  a c c e s s  to  s ta te s  "The 
aim o f the Police National Computer (PNC) is to provide a central store o f
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information which can be rapidiy interrogated and updated by terminais 
situated in every poiice force. This information wiii comprise a num ber o f 
nationai indexes reiating to crime and criminais together with other 
information o f interest to the poiice such as detaiis o f vehicie ownership. 
The information wiii be avaiiabie to aii poiice forces twenty four hours a 
day and is designed to be the minimum required for im mediate  
operationai action by the poiice."  T h is , to  m e , p ro v id e s  th e  b u s in e s s  
p e rs p e c t iv e  o f  w h a t  P N C  is.

T h e  P N C  w a s  e s ta b lis h e d  in 1 9 7 4  a n d  h a s  e v o lv e d  o v e r  t im e  to  lin k  a 
n u m b e r  o f  s e p a r a te  d a ta b a s e s .  I t  h o ld s  a r a n g e  o f  re c o rd s , in c lu d in g  
d e ta ils  o f:

•  p e o p le  w h o  a r e  c o n v ic te d , c a u t io n e d , a r r e s te d ,  w a n te d  o r  m is s in g ;
•  th e  re g is te r e d  k e e p e r  o f  v e h ic le s ;
•  p e o p le  w ith  a d r iv in g  lic e n c e  e n t i t le m e n t  o r  w h o  a r e  d is q u a lif ie d ;
•  c e r ta in  ty p e s  o f  s to le n  a n d  re c o v e re d  p r o p e r ty  in c lu d in g  a n im a ls ,  
f i r e a r m s ,  t r a i le r s ,  p la n t  m a c h in e r y  a n d  e n g in e s  a n d  a ls o  s u p p o r ts  
e n q u ir ie s  a g a in s t  th e  N a t io n a l P h o n e  R e g is te r ;
•  p e o p le  on  th e  N a t io n a l F ire a rm s  C e r t i f ic a te  H o ld e rs  re g is te r .

T h e  P N C  lin k s  w ith  a n u m b e r  o f  o th e r  s y s te m s :  V iS O R  (P o te n t ia l ly  
D a n g e ro u s  P e rs o n s  d a ta b a s e ) ;  M o to r  In s u r a n c e ;  S u p p o r t  fo r  A N P R  a n d  
S u p p o r t  fo r  A ir w a v e  R a d io s . T h e  N a tio n a l D N A  D a ta b a s e  (N D N A D )  a n d  
I d e n t l  (N a t io n a l  F in g e rp r in t  D a ta b a s e )  a r e  a ls o  lin k e d  to  th e  P N C . W o r k  is 
u n d e r w a y  to  lin k  it to  th e  S c h e n g e n  I I  s y s te m  (S c h e n g e n  w ill p ro v id e  
d e ta ils  o f  p e o p le  a n d  p r o p e r ty  b e in g  s o u g h t  b y  a n y  s ta te  t h a t  is a 
s ig n a to ry  o f  th e  ED t r e a t y  w h o  c a n  a c c e s s  th e  s y s te m ) .

T h e  P N C  is a n  in fo rm a t io n  s y s te m  u se d  b y  a ll p o lic e  fo rc e s  in th e  U K  a n d  
o th e r  a u th o r is e d  a g e n c ie s . I t  is c u r r e n t ly  h o s te d  on  a m a in f r a m e  
c o m p u te r ,  a F u jits u  S 2 0 0  B u s in e s s  S y s te m  to  b e  p re c is e , w h ic h  w a s  
c o m m is s io n e d  in M a rc h  2 0 1 0 .  I t  u se s  a p r o g r a m m in g  la n g u a g e  k n o w n  as  
N a tu ra l a n d  d a ta b a s e  m a n a g e m e n t  s y s te m  k n o w n  a s  A D A B A S .

T h e  P N C  is a v a ila b le  2 4 x 7  a n d  is p a r t  o f  th e  U K 's  C r it ic a l N a t io n a l  
In f r a s t r u c tu r e .  I t  is a v e r y  r e s il ie n t  s y s te m  w ith  d e m o n s tr a b ly  h ig h  le v e ls  
o f  a v a i la b i l i ty ,  fo r  e x a m p le  9 9 . 9 6 %  2 0 1 1 / 1 2  to  d a te  a g a in s t  a t a r g e t  o f  
9 9 . 5 %  a n d  h a s  c o n s is te n t ly  p ro v id e d  s im ila r  le v e ls  o f  s e rv ic e  o v e r  th e  la s t  
f iv e  y e a r s  a n d  b e y o n d .

I t  h a s  in e x c e s s  o f  2 5 0 ,0 0 0  u s e rs  a n d  in r e c e n t  y e a r s  h a s  h a n d le d  in 
e x c e s s  o f  1 6 9  m illio n  t ra n s a c t io n s  (a  c h e c k  o r  u p d a te  o f  a re c o rd )  p e r  
a n n u m , g iv in g  a d a ily  a v e r a g e  o f  ju s t  u n d e r  4 6 3 ,0 0 0  t ra n s a c t io n s .  I t  
m a k e s  e x te n s iv e  u s e  o f  lo g g in g  a ll e n q u ir ie s  a n d  u p d a te s  -  th is  
fu n c t io n a li ty  fa c i l i ta te s  th e  a u d it in g  a n d  p o lic e  in v e s t ig a t io n s .
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I t  is h o s te d  a t  N P IA  H e n d o n  D a ta  C e n tr e  (H D C )  w h ic h  is s itu a te d  in N o rth  
L o n d o n . I t  h a s  a s e c o n d  s ite  w ith in  2 0  m ile s , w h ic h  c a n  b e  u se d  
o p e r a t io n a l ly  a n d  a ls o  p ro v id e s  b u s in e s s  c o n t in u ity  in th e  e v e n t  o f  a 
d is a s te r .  B o th  s ite s  s u p p o r t  th e  p ro v is io n  o f  2 4 / 7  o p e ra t io n s .  B o th  s ite s  
m e e t  o r  e x c e e d  c u r r e n t  s e c u r ity  r e q u ir e m e n ts  a n d  h a v e  b e e n  s u b je c t  to  
p e r io d ic  e x te r n a l  re v ie w s .

3  W h a t  a r e  t h e  m a i n  c a t e g o r i e s  o f  t h e  i n f o r m a t i o n  
t h a t  i t  h o l d s  a n d  f o r  w h a t  p u r p o s e s ?

P N C  is u s e d  b y  la w  e n fo r c e m e n t  a g e n c ie s  to  b o th  re c o rd  a n d  p ro v id e  a n y  
in fo rm a t io n  a b o u t  in d iv id u a ls ,  v e h ic le s , d r iv in g  lic e n c e s  e tc  fo r  la w  
e n fo r c e m e n t  p u rp o s e s  in c lu d in g  th e  a p p re h e n s io n  a n d  p ro s e c u t io n  o f  
o f fe n d e r s ,  th e  p re v e n t io n  a n d  d e te c t io n  o f  c r im e  a n d  p u b lic  p ro te c t io n
e .g .  w a n te d  a n d  m is s in g  p e o p le . I t  is r e q u ire d  fo r  m a n y  le g i t im a te  
p o lic in g  p u rp o s e s , f ro m  a n y w h e r e  in th e  U K  a n d  a t  a n y t im e ,  fa c il i ta t in g  
n a t io n a l c o m m u n ic a t io n  a c ro s s  a ll U K  fo rc e s .

T h e  P N C  its e lf  c o m p r is e s  fo u r  m a in  d a ta b a s e s : -

• Names ( th e  p e rs o n 's  d e ta i ls )  -  as  a t  J a n u a ry  2 0 1 2 ,  t h e r e  a r e  
ju s t  o v e r  1 0 .4  m illio n  re c o rd s . O f  th e s e ,  a p p ro x  9 .5  m illio n  h a v e  a 
c r im in a l c o n v ic t io n  a n d , s in c e  2 0 0 6 ,  w h e n  th e  C r im in a l J u s tic e  A c t  
2 0 0 3  c a m e  in , a ls o  in c lu d e s  p e rs o n s  w h o  h a v e  b e e n  a r r e s te d  a n d  
re le a s e d  w ith o u t  c h a rg e . T h e r e  a r e  a ls o  ju s t  o v e r  1 .5  m illio n  
F ire a rm s  C e r t i f ic a te  H o ld e rs  h e ld  on  N F L M S . T h e  P N C  N a m e s  f ile  
in c lu d e s  w a n te d  o r  m is s in g  p e rs o n s , c o u r t  o rd e rs , o u ts ta n d in g  
w a r r a n ts  a n d  d is q u a lif ie d  d r iv e r  re p o r ts  t o g e t h e r  w ith  d e s c r ip t iv e  
in fo rm a t io n  in c lu d in g  w a rn in g  s ig n a ls  a n d  in fo rm a t io n  m a r k e r s .  T h e  
P N C  is u s e d  to  m a k e  th is  in fo rm a t io n  a v a ila b le  a n d  s h a re a b le  a c ro s s  
a ll p o lic e  fo rc e s  a n d  s o m e  a u th o r is e d  a g e n c ie s .

• Property -  J u s t o v e r  7 5 ,0 0 0  re c o rd s . S to le n  o r  fo u n d  p r o p e r ty  
w h ic h  h a s  a u n iq u e  s e r ia l n u m b e r  is h e ld  o n  P N C  so  t h a t  th e  
in fo rm a t io n  c a n  b e  s h a re d  a c ro s s  a ll p o lic e  fo rc e s . C a te g o r ie s  o f  
p r o p e r ty  in fo rm a t io n  in c lu d e  P la n t , E n g in e s , T r a i le r s ,  H ig h  V a lu e  
A n im a ls , M a r in e  a n d  F ire a rm s . T h e r e  is a ls o  a lin k  to  th e  N a tio n a l  
M o b ile  P h o n e  R e g is te r .

• Driver Licences -  J u s t o v e r  5 5  m illio n  re c o rd s . P N C  h o ld s  a c o p y  o f  
all d r iv e r  in fo rm a t io n  h e ld  b y  D r iv e rs  V e h ic le  L ic e n s in g  A g e n c y  
(D V L A ) ,  a g a in  to  m a k e  it  r e a d ily  a c c e s s ib le  to  a ll P o lice  F o rc e s .

• Vehicles -  J u s t o v e r  5 4  m illio n  re c o rd s , p ro v id in g  r e g is te re d  
k e e p e r s ,  c u r r e n t  v e h ic le  e x c is e  l ic e n c e  d e ta i ls  a n d  w h e r e  a p p lic a b le  
M O T  s ta tu s . P N C  a ls o  h o ld s  a c o p y  o f  a ll v e h ic le  in fo rm a t io n  fo r
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p o lic e  p u rp o s e s  w h ic h  is s u p p le m e n te d  b y  o p e ra t io n a l  in fo rm a t io n  
e .g .  v e h ic le s  o f  in te r e s t  o r  s to le n .

Access to  M o to r In s u ra n c e  -  P N C  a ls o  p ro v id e s  a c c e s s  to  M o to r  
In s u r a n c e  d a ta  re la t in g  to  p r iv a te  m o to r  v e h ic le s . P o lice  O ff ic e rs  can  
c h e c k  on  a v e h ic le 's  in s u ra n c e  b y  e n te r in g  th e  V e h ic le  R e g is tra t io n  
N u m b e r  (V R M )  in to  P N C . T h e  m o to r  in s u ra n c e  d e ta i ls  a r e  h e ld  o n  a 
p r iv a te  d a ta b a s e  o w n e d  b y  th e  M o to r  In s u r a n c e  B u re a u  ( M IB )  a n d  
c u r r e n t ly  h o s te d  b y  t h e ir  s u p p lie r  E x p e r ia n . A ll in s u ra n c e  c o m p a n ie s  
p ro v id e  t h e i r  d a ta  to  th e  M o to r  In s u r a n c e  B u re a u  ( M IB )  w h ic h  is h e ld  on  
th e  M o to r  In s u r a n c e  d a ta b a s e  ( M ID ) .

A N PR  -  P o lice  re p o r ts ,  k n o w n  as  " a c t io n s " , a r e  a t ta c h e d  to  s o m e  o f  th e  
v e h ic le  re c o rd s  h e ld  on  P N C . T h e  v e h ic le  re g is t ra t io n  n u m b e r  o f  th e s e  a n d  
o th e r  d e ta i ls  su c h  a s , p r io r ity  a n d  p u rp o s e  a r e  d y n a m ic a lly  p la c e d  in a 
s p e c ia l a r e a  fo r  fa s t  a c c e s s  b y  A u to m a tic  N u m b e r P la te  R ecogn itio n  
(A N P R ) s y s te m s  in p o lic e  fo rc e s . T h e  A N P R  s y s te m  c h e c k s  e a c h  c a r 's  
V R M , c a p tu re d  b y  its  c a m e r a (s ) ,  a g a in s t  th o s e  h e ld  o n  P N C . I f  th e y  
m a tc h , th is  is k n o w n  a s  a " h it"  a n d  th e  A N P R  s y s te m  is n o t if ie d , w h ic h  in 
tu rn  a le r ts  p o lic e  o ff ic e rs  to  th e  n e e d  to  t a k e  th e  re q u ire d  o r  s p e c if ie d  
a c t io n .

PN C  c a n  e i th e r  b e  lin k e d  d ire c t ly  to  o th e r  n a t io n a l s y s te m s , o r  o th e r  
s y s te m s  c a n  m a k e  a ca ll on  P N C  o r  b o th  s itu a t io n s  c a n  o c c u r . A  
d e s c r ip t io n  o f  th e s e  s y s te m s  fo llo w s :

N a tio n a l D N A  D a ta b a se  (N D N A D )

N P IA 's  P N C  S e rv ic e s  is a ls o  th e  s e rv ic e  p r o v id e r  o f  t h e  N a tio n a l D N A  
D a ta b a s e  (N D N A D ) .  P N C  a n d  N D N A D  a r e  lin k e d  t o g e t h e r  v ia  a n  in te r fa c e ,  
w h ic h  is u s e d  to  t r a n s m it  s ta tu s  a n d  r e fe r e n c e  in fo r m a t io n ,  so  th e  
s y s te m s  a r e  k e p t  in s te p . T h e  D N A  s ta tu s  f la g  (n o t  th e  p r o f ile )  c a n  th e n  
b e  c h e c k e d  o n  P N C  b y  th e  p o lic e  to  d e te r m in e  if  D N A  fro m  th is  p e rs o n  h a s  
a lr e a d y  b e e n  ta k e n .  A ll in fo rm a t io n  r e la t in g  to  a p ro f ile  a r e  k e p t  on  th e  
N D N A D  t o g e t h e r  w ith  d e ta i ls  o f  a n y  p ro f ile  m a tc h e s  f ro m  s c e n e s  o f  c r im e .

I d e n t l  (N a t io n a l F in g e rp rin t R ecords)

F in g e rp r in t  re c o rd s  a r e  re ta in e d  o n  th e  I d e n t l  d a ta b a s e .  I d e n t l  is lin k e d  
to  P N C  v ia  a n  in te r fa c e ,  w h ic h  is u s e d  to  t r a n s m it  th e  f in g e r p r in t  s ta tu s  
f la g  a n d  r e fe r e n c e  in fo rm a t io n  so  th e  s y s te m s  a r e  k e p t  in s te p  a n d  th e  
F in g e rp r in t  s ta tu s  f la g  o n  a p e rs o n  re c o rd  is k n o w n  to  p o lic e  o ff ic e rs  
m a k in g  e n q u ir ie s  o n  P N C . [N o te :  E n g la n d , W a le s  a n d  S c o t la n d  a r e  a lr e a d y  
o n  I d e n t l .  T h e  P o lice  S e rv ic e  o f  N o r th e rn  I r e la n d  ( P S N I)  is in th e  p ro c e s s  
o f  m o v in g  t h e i r  f in g e r p r in t  re c o rd s  o n  to  I d e n t l ] .  M o re  r e c e n t ly  
f in g e r p r in ts  c a n  a ls o  b e  s e a rc h e d  u s in g  a s y s te m  k n o w n  as  m o b i le - id .

Version 1.0 Page 4 of 24

MOD200015574



For Distribution to CPs

Karl Wissgott, NPIA. -  Witness statement to Leveson Inquiry.

w h ic h  is d e s ig n e d  fo r  c h e c k in g  th e  id e n t if ic a t io n  o f  in d iv id u a ls  f ro m  m o b ile  
d e v ic e s , fo r  e x a m p le  in a p o lic e  v e h ic le .

ViSO R  (P o te n tia lly  D an g ero u s  P ersons D a ta b a s e )

N P IA 's  P N C  S e rv ic e s  is th e  s e rv ic e  p ro v id e r  o f  th e  P o te n t ia l ly  D a n g e ro u s  
P e rs o n s  d a ta b a s e  (V iS O R ). T h is  d a ta b a s e  s y s te m  c a m e  in to  b e in g  in 
2 0 0 3  a n d  is lin k e d  d ire c t ly  to  P N C . I t  h o ld s  c o n f id e n t ia l  d a ta  o n  b o th  
p o te n t ia l ly  d a n g e ro u s  p e o p le  a n d  s e x  o f fe n d e r s ,  to  a id  th e  p o lic e  a n d  
p ro b a tio n  s e rv ic e  in m a n a g in g  su c h  in d iv id u a ls . I t  a ls o  h o ld s  d e ta i ls  on  
in d iv id u a ls  s u b je c t  to  C o n tro l O rd e rs  in s u p p o r t  o f  c o u n te r  t e r r o r is m .  
V iS O R  is a m u lt i -a g e n c y  to o l a n d  is u s e d  b y  p o lic e , p ro b a tio n  a n d  p ris o n  
s ta f f .  U s e rs  c a n  a c c e s s  P N C  re c o rd s  f ro m  it. In  a d d it io n  c e r ta in  d a ta  
r e la t in g  to  th e  s ta tu s  o f  o f fe n d e r s ' re c o rd s  is m a in ta in e d  on  P N C  to  a le r t  
u s e rs  o f  P N C  to  a n  in d iv id u a l's  V iS O R  s ta tu s . A ll U K  p o lic e  fo rc e s  n o w  u s e  
th is  s y s te m .

N a tio n a l F ire a rm s  L icensing M a n a g e m e n t S ystem  (N F L M S )

N P IA 's  P N C  S e rv ic e s  is a ls o  th e  s e rv ic e  p r o v id e r  o f  th e  N a t io n a l F ire a rm s  
L ic e n s in g  S y s te m  (N FLM S ). T h is  s y s te m  c a m e  in to  b e in g  in 2 0 0 6  
fo llo w in g  a r e c o m m e n d a t io n  in th e  C u lle n  R e p o r t  in to  th e  t r a g ic  s h o o tin g  
o f  s c h o o l c h ild re n  a t  D u n b la n e . I t  p ro v id e s  a n a t io n a l r e g is te r  o f  a ll 
r e g is te re d  f ir e a r m s  h o ld e rs . T h e  s y s te m  s u p p o r ts  th e  m a n a g e m e n t  o f  
F ire a rm  C e r t i f ic a te s .  N F L M S  is lin k e d  to  P N C  to  s h a re  in fo rm a t io n  a c ro s s  
all F o rc e s  o n  F ire a rm  C e r t i f ic a te  H o ld e rs  fo r  o p e ra t io n a l  p u rp o s e s . [ N o te :  
T h e  s y s te m  a p p lie s  to  fo rc e s  in E n g la n d  a n d  W a le s . -  S c o t la n d  a n d  
N o r th e r n  I r e la n d  u s e  o th e r  s y s te m s  n o t  lin k e d  to  P N C .]

Facia l Im a g e s  N a tio n a l D a ta b a s e  (F IN D )

F IN D  is a p ilo t  s y s te m  t h a t  h o ld s  p h o to g ra p h s  o f  o f fe n d e r s  f ro m  a s m a ll  
n u m b e r  o f  fo rc e  c u s to d y  s y s te m s . I t  w a s  d e s ig n e d  to  a llo w  a u th o r is e d  
u s e rs  in th e  U n ite d  K in g d o m  to  a c c e s s  t h e  F a c ia l Im a g e s  N a tio n a l  
D a ta b a s e  fo r  a s s is ta n c e  in c o n f irm in g  th e  id e n t if ic a t io n  o f  o f fe n d e r s  o r  
p e rs o n s  o f  in te r e s t  a n d  a id in g  in te l l ig e n c e - le d  p o lic in g .
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T h e  c h a r t  s h o w n  n e x t  p ro v id e s  a s c h e m a t ic  o f  th e  s y s te m s , t h e ir  
c o n n e c t io n s  in re la t io n  to  P N C  a n d  th e  p r in c ip a l in fo rm a t io n  f lo w s :

V iS O R  I

Dangerous i 
Persons '

C o u rts

Crown

i DVLA

i Driving 
i Licences

I MIB
O ther A gencies

Vehicle
Magistrates' VOSA MOT I Insurance

......................................... i

g ................................................... P N C

I i N FLM S i j Names
i Firearms i Vehicles

' i Licensing ; ■ Property
* __[ Drivers

FIND

NDNAD ;
DNA Profiles \ Mobile 1 IDENT1

' Fingerprints

ŝssssssssssasswssssssf

« » « « » » « »

Csmmaf5C!_J Custody 
■' ' & Ganiroli

Case Prep ■ Crime & 
Intel

Livescan

 ̂ ft «  ̂ * O ft

Local Police Force Systems »

ft ft *

N o te  CRASH, th e  ro a d  c o llis io n s  re c o rd in g  p r o je c t  is l in k e d  to  P N C  a n d  is 
in th e  f in a l s ta g e s  o f  te s t in g  p r io r  to  liv e  o p e ra t io n .  S chengen  w ill 
e x c h a n g e  d a ta  w ith  th e  E u ro p e a n  la w  e n fo r c e m e n t  a g e n c ie s  f ro m  s ta te s  
t h a t  a r e  s ig n a to r ie s  to  th e  S c h e n g e n  T r e a t y .  L iv e  o p e ra t io n  is s c h e d u le d  
f ro m  2 0 1 4 .
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4  H o w  does in fo rm a tio n  g e t p laced on th e  P N C ?  W h o  
d e c id e s  w h e t h e r  t h e  in f o r m a t io n  s h o u ld  b e  in p u t t e d ?

4 . 1  H o w  d o e s  i n f o r m a t i o n  g e t  p l a c e d  o n  P N C

All p o lic e  fo rc e s  a n d  s o m e  a u th o r is e d  a g e n c ie s  u p d a te  P N C  (p le a s e  s e e  
P N C  S e rv ic e  m a t r ix  d o c u m e n ta t io n  a t  A p p e n d ix  4 A ) .  E ach  fo rc e  o r  
a u th o r is e d  a g e n c y  h a s  a P N C  a d m in is t r a t io n  s e c tio n  u s u a lly  k n o w n  a s  a 
P N C  B u re a u . P N C  c a n  b e  u p d a te d  b o th  m a n u a lly  i .e .  th r o u g h  a PC  
(p e r s o n a l c o m p u te r )  a n d  s y s te m  to  s y s te m . F o rc e  P N C  B u re a u  u s u a lly  
p e r fo r m  m a n u a l u p d a te s  fo r  v e h ic le s , p e rs o n s  a n d  p r o p e r ty .  M a n y  fo rc e  
c o m p u te r  s y s te m s  h a v e  s y s te m - to -s y s te m  in te r fa c e s  to  fa c i l i ta te  
a u to m a t ic  c h e c k in g  u p d a t in g  e .g .  c u s to d y  a n d  c a s e  p r e p a r a t io n .  
M a g is tr a te 's  c o u r t  re s u lts  a r e  u p d a te d  e le c t ro n ic a lly  v ia  a n  in te r fa c e  f ro m  
t h e ir  L ib ra  s y s te m  d ire c t ly  on  to  th e  P N C . T h is  la t t e r  d e v e lo p m e n t  c a m e  
d ire c t ly  f ro m  R e c o m m e n d a t io n  7  o f  S ir  M ic h a e l B ic h a rd 's  In q u ir y  in to  th e  
S o h a m  m u rd e rs .

In fo r m a t io n  is p la c e d  on  P N C  a n d  a c c e s s e d  in a n u m b e r  o f  d i f f e r e n t  w a y s .  
T e c h n ic a lly  th is  is a c h ie v e d  b y  a n u m b e r  o f  d i f fe r e n t  m e th o d s . T h e  
m e th o d  u s e d  is p r im a r i ly  d e p e n d e n t  o n  th e  s p e c if ic  b u s in e s s  n e e d . T h e s e  
a r e : -

Read and update

D ire c t ly  C o n n e c te d  T e r m in a ls  ( D C T ) ,  w h ic h  c o m e  d ir e c t  to  
P N C  v ia  a c o n n e c t io n  g a te w a y  in e a c h  fo rc e .

B ro w s e r  in te r fa c e ,  w h ic h  u s e s  th e  s a m e  m e c h a n is m  a s  D C T . 
[N o t  to  b e  c o n fu s e d  w ith  W e b  B ro w s e r ,  th is  in te r fa c e  d o e s  n o t  
u s e  th e  in te r n e t ] .

S y s te m  to  S y s te m  In te r fa c e s  w h ic h  e n a b le  o n e  s y s te m  to  
c o m m u n ic a te  d ir e c t ly  w ith  a n o th e r .  E x a m p le s  in c lu d e  th e  
N S P IS  (N a t io n a l  S t r a te g y  fo r  P o lice  In fo r m a t io n  S y s te m s )  
in te r fa c e  b e tw e e n  c u s to d y  a n d  P N C  w h ic h  is u s e d  b y  s o m e  
fo rc e s . A  d e r iv a t iv e  o f  th e  N S P IS  s y s te m  to  s y s te m  in te r fa c e  
is a ls o  u s e d  fo r  p la c in g  m a g is t r a te  c o u r t  re s u lts  on  to  P N C .

Update only

S y s te m  to  S y s te m  In te r fa c e s  su c h  a s  P h o e n ix  F o rc e  In te r f a c e .  

A n d  fo r  c o m p le te n e s s  -  Read only
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P h o e n ix  L in k s  -  T h is  a llo w s  th e  M in is try  o f  J u s tic e  (M O J )  to  
v e t  ju r o r s ,  d is c lo s u re  a g e n c ie s  su ch  a s  C r im in a l R e c o rd s  
B u re a u  (C R B ) a n d  D is c lo s u re  S c o tla n d  to  re a d  P N C  re c o rd s .

A irw a v e  -  P N C  ca n  a ls o  b e  a c c e s s e d  v ia  A ir w a v e  ra d io  
s y s te m s  a n d  o th e r  m o b ile  d e v ic e s  p ro v id in g  a c c e s s  to  d a ta  v ia  
a g a te w a y  e n a b lin g  o ff ic e rs  to  g a in  d ir e c t  a c c e s s  to  P N C  fo r  
o p e ra t io n a l  p u rp o s e s . A  P o lice  O ff ic e r  c o u ld  u s e  th e  ra d io  to  
a s k  th e  c o n tro l ro o m  to  d o  a v e h ic le  o r  p e rs o n  c h e c k  o r  co u ld  
u s e  th e  ra d io  to  d o  so  d ire c t ly  o n  P N C . P o lice  m o b ile  d e v ic e s  
su c h  as  B la c k b e r ry  ca n  b e  s im ila r ly  c o n fig u re d .

A d d it io n a lly  w e  h a v e  tw o  f u r th e r  b e s p o k e  s y s te m  to  s y s te m  in te r fa c e s  
t h a t  u n d e r ta k e  re a d  a n d  u p d a te  a c t io n s , a s  n e c e s s a ry , fo r  th e  
s y n c h ro n is a t io n  o f  th e  tw o  n a t io n a l d a ta b a s e s  c o n c e rn e d  w ith  b io m e tr ic s .  
T h e s e  a r e  P N C  to  N D N A D , th e  D N A  d a ta b a s e  a n d  P N C  to  I d e n t l ,  th e  
f in g e r p r in ts  d a ta b a s e .

T h e r e  a r e  a ls o  s y s te m  to  s y s te m  in te r fa c e s  b e tw e e n  P N C  a n d  V is o r ,  
N F L M S , a n d  L ib ra .

4 . 2  W h o  d e c id e s  w h e t h e r  t h e  i n f o r m a t i o n  s h o u ld  b e  i n p u t ?

D a ta  is p la c e d  o n  P N C  in a c c o rd a n c e  w ith  tw o  k e y  d o c u m e n ts : -

• A H om e O ffice  s ta tu to ry  Code O f P ra c tic e , Th e  Police  
N a tio n a l C o m p u te r, e f fe c t iv e  f ro m  1 J a n u a ry  2 0 0 5 .  T h is  
d e s c r ib e s  th e  s ta n d a rd s  t h a t  a r e  to  b e  c o m p lie d  w ith ,  fo r  
e x a m p le  th e  t im e  p e r io d s  in w h ic h  d a ta  a f t e r  a r r e s ts  a r e  m a d e  
m u s t  b e  e n te r e d .  T h is  h a s  b e e n  la id  b e fo re  P a r l ia m e n t  a n d  is in 
th e  p u b lic  d o m a in . ( S e e  A p p e n d ix  4 B )

• PNC M anua l -  tw o  s ig n if ic a n t  v o lu m e s  (V o lu m e s  1 a n d  2 )  h a v e  
b e e n  in c lu d e d  h e r e  a s  1 d o c u m e n t  in A p p e n d ix  4 C . I t  d e s c r ib e s  
h o w  P N C  is to  b e  u s e d , fo r  e x a m p le  h o w  to  p u t  re c o rd s  o n  o r  
s e a rc h  re c o rd s . T h e  P N C  m a n u a l is r e g u la r ly  u p d a te d  a n d  issu ed  
to  a ll u s e rs  e le c t ro n ic a l ly  on  a s ix  m o n th ly  b a s is . M o re  f r e q u e n t  
in s tru c tio n s  o n  u s e , w h e n  re q u ir e d ,  a r e  is s u e d  th r o u g h  a d  h oc  
" P N C  L ia iso n  O ff ic e r "  le t te r .

T h e  Code O f P rac tice  is a t ta c h e d  a t  A p p e n d ix  4 B . P a ra g ra p h  2 3  o f  th e  
c o d e  lis ts  1 2  p u b lic a t io n s  r e la t in g  to  re q u ire d  a c t io n s , g o o d  p ra c t ic e  a n d  
o p e ra t in g  p ro c e d u re s  in r e s p e c t  o f  th e  P N C .

P a ra g ra p h  2 4  o f  th e  c o d e  s ta te s :  " In  la y in g  th is  c o d e  o f  p ra c t ic e  b e fo re  
P a r l ia m e n t ,  th e  H o m e  S e c r e ta r y  s u p p o r ts  th e  c o n tin u in g  p ra c t ic e  o f  A C P O  
t h a t  P N C  m a n u a ls  o f  g u id a n c e  w ill b e  p u b lis h e d , w ith  th e  e x c e p t io n  o f  a n y  
m a te r ia l  in th e  m a n u a ls  w h o s e  p u b lic a t io n  w o u ld  b e  a g a in s t  th e  in te re s ts
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o f  n a t io n a l s e c u r ity  o r  c o u ld  p re ju d ic e  th e  p re v e n t io n  o r  d e te c t io n  o f  c r im e  
o r  th e  a p p re h e n s io n  o r  p ro s e c u t io n  o f  o f fe n d e rs " .

T o  e n s u re  t h a t  P N C  is k e p t  u p  to  d a te  a n d  re f le c ts  th e  c h a n g in g  b u s in e s s  
n e e d s  o f  th e  P o lice  S e rv ic e ,  b o th  le g is la t iv e  a n d  b u s in e s s , a g ro u p  
s t r u c tu r e  e x is ts  to  c o n s id e r  a n d  p r io r it is e  th e  r e q u ir e m e n ts .  P le a s e  s e e  
A p p e n d ix  4 D .  T h is  s t r u c tu r e  p ro v id e s  tw o  w a y  c o m m u n ic a t io n s  b e tw e e n  
th e  A s s o c ia tio n  o f  C h ie f  P o lice  O ff ic e rs  (A C P O ) a n d  F o rc e s . E a ch  fo rc e  
re p o r ts  in to  a regional group, re g io n s  b e in g  S o u th  W e s t ,  S o u th  E a s t, 
N o rth  W e s t ,  N o r th  E a s t, S c o tla n d  a n d  th e  M id la n d s . T h u s  a c h a n g e  
r e q u e s t  f ro m  a fo rc e  m u s t  b e  s p o n s o re d  b y  th e  re g io n ,  b e fo re  it  is 
c o n s id e re d  n a t io n a lly .  Force regional groups fe e d  in to  n a t io n a l u s e r  
g ro u p s  to  c o v e r  d i f fe r e n t  P N C  b u s in e s s  a r e a s  fo r  e x p e r t is e ,  c o n s e n s u s  o f  
v ie w s  w h e r e  p o s s ib le  a n d  d e c is io n s .

P N C 's  g o v e rn in g  b o d y  is th e  P o lice  P N C  p o lic y  a n d  p la n n in g  g ro u p  (P 4 G ) .  
I t  is c h a ire d  b y  A C C  D a v id  P ry d e  o f  H a m p s h ire  P o lic e . P 4 G  re p o r ts  in to  
A C P O 's  IM B A  ( In f o r m a t io n  M a n a g e m e n t  B u s in e s s  A r e a )  G ro u p .

P 4 G  u s e s  s e v e ra l s u b -g ro u p s  to  fo r m u la te  p ro p o s a ls  a n d  
r e c o m m e n d a t io n s  fo r  c h a n g e  to  fu n c t io n a li ty  on  P N C , in c lu d in g  th e  PN C  
M a n u a l. T h e  n a t io n a l g ro u p s  a r e  c h a ire d  b y  a fu n c t io n a l e x p e r t  w ith  
c o n s id e ra b le  p o lic in g  k n o w le d g e . A  s c h e m a t ic  o f  th e  o rg a n is a t io n a l  
s t r u c tu r e  c a n  b e  fo u n d  a t  A p p e n d ix  4 D ,  a n d  th e  s u b -g r o u p s  a r e  s h o w n  
b e lo w : -

Th e PNC N am es G roup (P N G ) ,  d e a ls  w ith  p e rs o n  re c o rd  
in fo rm a t io n .
V eh ic les  W o rk in g  P a rty  (V W P ) ,  d e a ls  w ith  v e h ic le s  a n d  p r o p e r ty .  
S erv ice  Level A g re e m e n t M a n a g e m e n t G roup (S L A M G ),  d e a ls  
w ith  w r it in g  a n d  m o n ito r in g  th e  P N C  s e rv ic e  le v e l a g r e e m e n t  w ith  
p o lic e  fo rc e s .
PNC In te r fa c e  W o rk in g  G roup ( P IW G ) ,  d e a ls  w ith  a ll is s u e s  
w h e r e  a n  in te r fa c e  e x is ts  in to  P N C  su c h  a s  d o w n lo a d in g  a r r e s t  
in fo rm a t io n  f ro m  fo rc e  s y s te m s .
T ra in in g  W o rk in g  P a rty  (T W P ) ,  d e a ls  w ith  P N C  t ra in in g  s ta n d a rd s  
a n d  m a t te r s .

U lt im a te ly ,  C h ie f  C o n s ta b le s  as  d a ta  c o n tro lle rs  a r e  re s p o n s ib le  fo r  th e  
d a ta  p la c e d  o n  P N C , th e  u s e  to  w h ic h  it  is p u t  w ith in  t h e i r  fo rc e  a n d  th e  
a c t io n s  o f  t h e ir  s ta f f .
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5 W h ich  o rg a n is a tio n s  h ave  fu ll access to  in fo rm a tio n  held  on  
th e  PNC? For w h a t  purposes a re  th e y  p e rm itte d  to  access th e  
PNC?

The list below is for all organisations that have full access to PNC. Full access, 
means they can read and update records, although within each organisation the 
PNC Administrator will set up individual user access suited to specific roles and 
the type of transactions the person in that role will be required to make.

Avon & Som erset
Bedfordshire
Cam bridgesh ire
Ch esh ire
City of London
Cleveland
Cum bria
D erbyshire
Devon & Cornw all
D orset
Durham
D yfed-Pow ys
E sse x
G lou cestersh ire
G reater M anchester
Gw ent
H am pshire
H ertfordshire
H um berside
Kent
Lan cash ire
Le ice stersh ire
Linco ln sh ire
M erseyside
M etropolitan
N orfolk
North W ales
North Y o rksh ire
N ortham ptonshire
N orthum bria
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N ottingham shire
South W ales
South Y o rksh ire
Staffo rd sh ire
Su ffo lk
Su rre y
S u sse x
Th am es V alley  
W arw icksh ire  
W est Mercia 
W est M idlands 
W est Yo rksh ire  
W iltsh ire  
Central Scotland  
D um fries & G allow ay  
Fife
Gram pian  
Lothian & Borders  
Northern
Sco ttish  Crim e, D rug and Enforcem ent A gen cy  
Sco ttish  Governm ent Health D irectorate  
Sco ttish  Police Se rv ice  A uthority  
Strath clyd e  
Ta ysid e
G u ern sey Police
Is le  of Man Police
Police  Se rv ice  of N orthern Ire lan d
B ritish  T ran sp o rt Police
M inistry of D efence Police and G uarding A gen cy
S ta te s of Je rse y  Police
Se rio u s O rgan ised  Crim e A gen cy (SO C A )
Se rio u s O rgan ised  Crim e A gen cy (SO C A ) In terp o l 
Se rv ice  Police Crim e Bureau (A rm y Pro vost RMP)
ACPO  Crim inal R ecords O ffice/U K C A  EC R  
M ersey Tu n n els Police

A p p e n d ix  4 A  c o n ta in s  th e  P N C  S e rv ic e  L e v e l m a t r ix  w h ic h  p ro v id e s  d e ta i ls  
o f  th e  o rg a n is a t io n s  t h a t  c a n  a c c e s s  P N C  a n d  in c lu d e s  th e  a u th o r is e d  le v e l 
o f  a c c e s s  /  t ra n s a c t io n s  a v a ila b le .  I t  is d iv id e d  in to  t h r e e  s e c tio n s :  p o lic e
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fan n ily  ( in c lu d e s  a ll U K  p o lic e  fo rc e s  a n d  la w  e n fo rc e n n e n t a g e n c ie s ) ,  
e x te n d e d  p o lic e  f a m ily  ( th is  in c lu d e s  a ll a u th o r is e d  a g e n c ie s  w ith  a p o lic e  
b u s in e s s  fo c u s )  a n d  a u th o r is e d  n o n -p o lic e  a g e n c ie s  (w h o s e  a c c e s s  is 
a u th o r is e d  to  s u p p o r t  p o lic in g  p u rp o s e s ) .

PN C  ca n  o n ly  b e  u s e d  fo r  p o lic in g  p u rp o s e s . T h e  M a n a g e m e n t  o f  P o lic in g  
In fo r m a t io n  2 0 0 5  (M O P I)  d e f in e s  " p o lic e  in fo rm a t io n "  a s  in fo rm a t io n  
re q u ire d  fo r  p o lic in g  p u rp o s e s . A n d  th e  M O P I c o d e  o f  p ra c t ic e  d e f in e s  
p o lic in g  p u rp o s e s  as :

p ro te c t in g  life  a n d  p r o p e r ty ;  
p re s e rv in g  o r d e r ;
p re v e n t in g  th e  c o m m is s io n  o f  o ffe n c e s ;  
b r in g in g  o f fe n d e r s  to  ju s t ic e ;
a n y  d u ty  o r  re s p o n s ib il ity  o f  p o lic in g  a r is in g  f ro m  c o m m o n  o r  
s ta tu te  la w .

T h e s e  f iv e  p o lic in g  p u rp o s e s  p ro v id e  th e  le g a l b a s is  fo r  th e  c o lle c t in g ,  
re c o rd in g , e v a lu a t in g ,  s h a r in g  a n d  r e ta in in g  p o lic e  in fo rm a t io n  i .e .  
in v e s t ig a t io n ,  p re v e n t io n  a n d  d e te c t io n  o f  c r im e .

6 W h ich  o rg a n is a tio n s  have  re s tric te d  access to  th e  
in fo rm a tio n  held  on PNC? For w h a t p u rp oses  a re  th e y  p e rm itte d  
to  access th e  PNC?

T h e  lis t b e lo w  is fo r  a ll o rg a n is a t io n s  t h a t  h a v e  re s t r ic te d  a c c e s s  to  P N C , 
t h a t  is to  s a y  th e y  c a n n o t  a c c e s s  th e  fu ll r a n g e  o f  P N C  tra n s a c t io n s .  In  
s o m e  c a s e s  th e r e  m a y  o n ly  b e  a u th o r i ty  to  r e c e iv e  a n  e x t r a c t  o f  s p e c if ic  
d a ta  ite m s , fo r  e x a m p le  s to le n  v e h ic le s . W h e r e  th e y  d o  h a v e  d ire c t  a c c e s s  
to  P N C , t h e i r  P N C  A d m in is t r a to r  w ill s e t  up  in d iv id u a l u s e r  a c c e s s  a n d  th e  
s p e c if ic  c o m m a n d s  t h a t  in d iv id u a l ca n  u s e , w h ic h  m a y  b e  a s u b s e t  o f  w h a t  
th e  o rg a n is a t io n  h a s  b e e n  a u th o r is e d  to  u s e .

A V C IS  (A CPO  V ehicle  Crim e & In te llig e n ce  S e rv ice )
HM In sp e cto r of Co n stab u lary  
National Id en tificatio n  Se rv ice  
N P IA  Bram shill (S C A S )
N P IA  Data Q uality & In te g rity  Team
N P IA  IC T L P
N P IA  NDNAD
Port of Liverpool Police
Port of T ilb u ry  Police
UK Border A gen cy
UK Border A gen cy Im m igra tio n  Group
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Access N I
Children and Family Court Advisory and Support Service 
(Cafcass)

Carweb (AMT Data Technologies)
Charities Commission for England & W ales 

Criminal Cases Review Commission 

Criminal Records Bureau 

Driver Vehicle Licensing Agency (DVLA)

Defence Vetting Agency

Departm ent for Business, Innovation and Skills 

Departm ent for W ork and Pensions (ex  DSS)

Disclosure Scotland 

Environment Agency
Experian (also third party service provider of insurance 
inform ation)

Financial Services Authority  

Foreign and Comm onwealth Office 

Gangmasters Licensing Authority  

Health & Safety Executive 

Highways Agency 

HM Prison Service 

HM Revenue & Customs 

HPI

Independent Police Complaints Commission 

Independent Safeguarding Authority  

Jersey Customs & Im m igration

Ministry of Justice - Justice Statistics Analysis Service 

Ministry of Justice (Jury Vetting)
Ministry of Justice - Mental Health Casework D irectorate

Ministry of Justice (W arran t Enforcem ent)

M inistry of Justice (Bichard?)

National Air Traffic Services Ltd. (NATS Ltd)
National Health Service (Counter Fraud Operational 
Services)

Office for Nuclear Regulation  

Office of Fair Trading  

Project Semaphore - E-borders  

RetainaGroup

Royal Mail Corporate Security

Scottish Society for the Prevention of Cruelty to Animals
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Serious Fraud Office

The Civil Nuclear Constabulary (UKAEAC)

The Gun Trade Association 

Trading Standards - Bristol City Council 

Vehicle and O perator Services Agency 

Vehicle In form ation  Services (CDL)

A p p e n d ix  4 A  c o n ta in s  th e  P N C  S e rv ic e  L e v e l n n a trix  w h ic h  p ro v id e s  d e ta i ls  
o f  th e  o rg a n is a t io n s  t h a t  c a n  a c c e s s  P N C  a n d  in c lu d e s  th e  le v e l o f  a c c e s s .  
I t  is d iv id e d  in to  th r e e  s e c tio n s :  p o lic e  fa m ily  ( in c lu d e s  a ll U K  p o lic e  
fo r c e s ) ,  e x te n d e d  p o lic e  f a m ily  ( th is  in c lu d e s  a ll a u th o r is e d  a g e n c ie s  w ith  
a p o lic e  b u s in e s s  fo c u s )  a n d  a u th o r is e d  n o n  p o lic e  a g e n c ie s  ( th o s e  t h a t  
s u p p o r t  p o lic in g  p u rp o s e s ) .

P N C  can  o n ly  b e  u s e d  fo r  p o lic in g  p u rp o s e s . T h e  M a n a g e m e n t  o f  P o lic in g  
In fo r m a t io n  2 0 0 5  (M O P I)  d e f in e s  " p o lic e  in fo r m a t io n "  a s  in fo rm a t io n  
re q u ire d  fo r  p o lic in g  p u rp o s e s . A n d  th e  M O P I c o d e  o f  p ra c t ic e  d e f in e s  
p o lic in g  p u rp o s e s  as :

•  p ro te c t in g  life  a n d  p r o p e r ty ;
•  p re s e rv in g  o r d e r ;
•  p r e v e n t in g  th e  c o m m is s io n  o f  o ffe n c e s ;
•  b r in g in g  o f fe n d e r s  to  ju s t ic e ;
•  a n y  d u ty  o r  re s p o n s ib il ity  o f  p o lic in g  a r is in g  f ro m  c o m m o n  o r  

s ta tu te  la w .

T h e s e  f iv e  p o lic in g  p u rp o s e s  p ro v id e  th e  le g a l b a s is  fo r  th e  c o lle c t in g ,  
re c o rd in g , e v a lu a t in g ,  s h a r in g  a n d  re ta in in g  p o lic e  in fo rm a t io n  i .e .  
in v e s t ig a t io n ,  p r e v e n t io n  a n d  d e te c t io n  o f  c r im e .

7. How do the organisations referred to in questions (5) 
and (6) above access the PNC?

B y d ire c t  c o m p u te r  a c c e s s  v ia  a n a t io n a l ly  a c c re d ite d  s e c u re  n e tw o r k  t h a t  
c o m p lie s  w ith  th e  a p p ro v e d  n e tw o r k  p ro to c o l. A ll P N C  u s e rs  o r  a u th o r is e d  
a g e n c ie s  a r e  a llo c a te d  a n  a c c e s s  le v e l t h a t  is d e te r m in e d  b y  ro le  
r e q u ir e m e n t ,  i .e .  th e r e  m a y  o n ly  b e  a n e e d  to  m a k e  e n q u ir ie s  a n d  no  
n e e d  to  h a v e  u p d a te  a c c e s s .

A l te r n a t iv e ly  o th e r  a g e n c ie s  s u c h  as  th e  d is c lo s u re  a g e n c ie s , C R B  e tc  
re c e iv e  a d a ta  d o w n lo a d  a n d  r e g u la r  u p d a te s  v ia  a s e c u re  n e tw o r k .
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8. Which organisations are entitled to request information 
from the PNC and for what purposes? By what process do such 
organisations obtain information from the PNC?

A p p e n d ix  4 A  c o n ta in s  th e  P N C  S e rv ic e  L e v e l m a t r ix  w h ic h  p ro v id e s  d e ta i ls  
o f  th e  o rg a n is a t io n s  t h a t  ca n  a c c e s s  P N C  a n d  in c lu d e s  th e  le v e l o f  a c c e s s . 
P o lice  F o rc e s  s o m e t im e s  h a v e  t h e ir  o w n  lo ca l s h a r in g  a g r e e m e n ts ,  fo r  
e x a m p le  w ith  th e  lo ca l p ro b a tio n  s e rv ic e . T h e s e  a r r a n g e m e n ts  a r e  
m a t te r s  fo r  th e  C h ie f  C o n s ta b le .

A c c e s s  to  P N C  b y  o th e r  o rg a n is a t io n s  in t h e ir  o w n  r ig h t  ca n  b e  g r a n te d  b y  
th e  P N C  In fo r m a t io n  A c c e s s  P a n e l (P IA P ) ,  c h a ire d  b y  A C C  D a v id  P ry d e  o f  
H a m p s h ire .  T h e  p a n e l c o m p r is e s  a c ro s s -s e c t io n  o f  e x p e r t is e  f ro m  
d if fe r e n t  fo rc e s  w h o  m e e t  to  c o n s id e r  e a c h  w r i t te n  a p p lic a t io n  fo r  a c c e s s  
to  P N C . T h e  p ro c e s s  is t h a t  th e  b u s in e s s  c a s e  ( th e  o rg a n is a t io n  a p p ly in g  
fo r  a c c e s s ) m u s t  e x p la in  w h a t  is s o u g h t  a n d  w h y  it is r e q u ir e d .  T h is  ca n  
b e  a n e w  a p p lic a t io n  o r  a n y  c h a n g e  to  a n  e x is t in g  a p p ro v e d  r e q u ir e m e n t .  
T h e  P IA P  d e c is io n  p ro c e s s  is r e l ia n t  o n  a ro b u s t  b u s in e s s  c a s e  t h a t  c le a r ly  
p ro v id e s  a p o lic in g  p u rp o s e , u s in g  th e  M O P I c r i te r ia .  I  h a v e  a lr e a d y  lis te d  
th is  in m y  a n s w e r  q u e s t io n s  5 a n d  6 .  T h e  b u s in e s s  ju s t if ic a t io n  m u s t  
th e r e fo r e  a s s is t p o lic e  in th e  p r e v e n t io n  a n d  d e te c t io n  o f  c r im e ,  
a p p re h e n s io n  a n d  p ro s e c u t io n  o f  o f fe n d e rs .

O n c e  a n  a p p lic a t io n  is a g r e e d  th e  re q u e s t in g  o rg a n is a t io n  is th e n  v is ite d  
as  p a r t  o f  a s e c u r ity  a u d it .  P ro v id in g  th e r e  a r e  no  a re a s  o f  c o n c e rn ,  
a c t io n s  a r e  ta k e n  a t  P N C  to  g r a n t  a c c e s s  b y  a u th o r is e d  u s e rs  to  th e  
t ra n s a c t io n s  a n d  d a ta  o n  P N C  t h a t  P IA P  h a v e  a u th o r is e d .  P a rt  o f  th is  
p ro c e s s  r e q u ire s  a c c e p ta n c e  a n d  s ig n in g  o f  th e  r e le v a n t  d o c u m e n ta t io n ,  
w h ic h  in c lu d e s  th e  S u p p ly  A g r e e m e n t  (A p p e n d ix  8 A )  a n d  C o d e  o f  
C o n n e c t io n  (A p p e n d ix  8 B ) .

9. What systems and/or measures are in place to ensure
that the information held on PNC is not misused? The inquiry is
interested in both technical and non-technical measures.

PN C  h a s  b u ilt  in te c h n ic a l s e c u r ity  m e a s u r e s  in c lu d in g :

•  u s e r  p a s s w o rd  c o n tro l;
•  a c c e s s  c o n tro l g ro u p s  b u ilt  b y  P N C S  on  b e h a lf  o f  p o lic e  fo rc e s  a n d  

a u th o r is e d  A g e n c ie s ;
•  s y s te m  t im e o u t  -  fo r  in d iv id u a l t r a n s a c t io n s ;
•  u s e r  a c c e s s  is a u to m a t ic a l ly  ta k e n  a w a y  fo llo w in g  a 6  m o n th  p e r io d  

o f  th e  u s e r 's  a c c o u n t  b e in g  in a c t iv e ;
•  u s e r  a c c o u n ts  fo r  a n y o n e  w h o s e  a c c e s s  s h o u ld  b e  r e m o v e d  is d o n e  

so  im m e d ia te ly  u p o n  n o t if ic a t io n ;
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•  lo g in s  g e t  lo c k e d -o u t  a f t e r  a 3  u n s u c c e s s fu l a t te m p ts  a n d  m u s t  b e  
r e s e t  b y  th e  o rg a n is a t io n 's  a d m in is t r a to r ;

•  u s e  o f  th e  C JX  R e s tr ic te d  N e tw o r k  to  h o s t c o m m u n ic a t io n s  b e tw e e n  
o rg a n is a t io n s  a n d  th e  PN C .

W h e n  it c o m e s  to  k e e p in g  in fo rm a t io n  p r o te c te d  a n d  s e c u r e ,  o f te n  k n o w n  
as  " In fo r m a t io n  A s s u ra n c e " , th e  P N C  a n d  a ll o f  th e  o th e r  in fo rm a t io n  
s y s te m s  r e fe r r e d  to  in th is  d o c u m e n t ,  in c lu d in g  th e  te c h n ic a l  
in f r a s t r u c tu r e  o n  w h ic h  th e y  a r e  m o u n te d  a r e  a ll n a t io n a l ly  a c c re d ite d .  
P N C  is c o m p lia n t  w ith  th e  A C P O /A C P O S  C o m m u n ity  S e c u r ity  P o licy  (C S P ) ,  
in c lu d e d  a t  A p p e n d ix  9 D .

A c c re d ita t io n  is th e  fo r m a l a s s e s s m e n t  t h a t  th e  id e n t if ic a t io n  a n d  
m a n a g e m e n t  o f  r is k s  to  in fo rm a t io n  a s s e ts  h a s  b e e n  d o n e  to  a le v e l t h a t  
th e  b u s in e s s  can  a c c e p t . T h e  k e y  p r in c ip le  is to  e n s u re  t h a t  th e  r is k  is 
b e in g  p ro p e r ly  m a n a g e d . T h e  a im  o f  a c c r e d ita t io n  in th e  p o lic e  s e rv ic e  is 
to  m a in ta in  th e  c o n f id e n t ia l i ty ,  in te g r ity  a n d  a v a ila b i l i ty  o f  p o lic in g  d a ta  to  
th e  le v e ls  re q u ire d  b y  th e  b u s in e s s . I t  is b a s e d  o n  e v id e n c e d  m a n a g e m e n t  
o f  r is k  th ro u g h  p r a g m a t ic ,  a p p r o p r ia te  a n d  c o s t e f fe c t iv e  c o n tro ls . A C P O  
C o u n c il h a s  m a n d a te d  a c c re d ita t io n  fo r  a ll o p e ra t io n a l  p o lic in g  in fo rm a t io n  
s y s te m s .

N o n -te c h n ic a l m e a s u re s  in c lu d e :

•  A u d it in g  to  v e r i fy  t h a t  a g iv e n  u s e rs  a c t io n s  a r e  ju s t if ie d  b y  th e  
b u s in e s s  n e e d . T h is  is e x p la in e d  fu lly  in th e  A C P O  D a ta  P ro te c tio n  
M a n u a l.  P a rt  2  d e te r m in e s  th e  le v e l o f  a u d it  re q u ire d  fo r  P N C . All 
fo rc e s  a n d  th o s e  a g e n c ie s  id e n t if ie d  as  e x te n d e d  p o lic e  fa m ily  h a v e  
a d a ta  p ro te c t io n  fu n c t io n  t h a t  is re s p o n s ib le , o n  b e h a lf  o f  c h ie f  
c o n s ta b le s , to  a u d it  P N C  d a ta  (P le a s e  s e e  A p p e n d ix  9 A ) .

•  A u d it  o f  n o n -p o lic e  a g e n c ie s  h a s  b e e n  u n d e r ta k e n  b y  N P IA  o n  a 3  
y e a r  ro llin g  s c h e d u le  b a s is . T h is  h a s  b e e n  b o th  p h y s ic a l s e c u r ity  a n d  
to  e n s u re  t h a t  a n  a u d it  fu n c t io n  is in p la c e  in th e  o rg a n is a t io n  a n d  is 
o p e ra t in g  c o r re c t ly .

•  A n y  r e p o r te d  in s ta n c e s  o f  n o n -c o m p lia n c e  a r e  in v e s t ig a te d  
im m e d ia te ly  a n d  fo llo w e d  u p  b y  e i th e r  c o r r e c t iv e  a c t io n  o r  
u lt im a te ly  a c c e s s  c a n  b e  r e m o v e d .

« T r a in in g  -  th e  n a t io n a l s ta n d a rd  r e q u ir e s  a ll u s e rs  o f  P N C  to  a t te n d  
a n  a p p ro v e d  t ra in in g  c o u rs e . C o u rs e  o b je c t iv e s  in c lu d e  
c o m m u n ic a t in g  w h a t  th e  s y s te m  c a n  b e  u s e d  fo r ,  w a rn in g s  a g a in s t  
m is u s e , w h a t  c o n s t itu te s  m is u s e  a n d  th e  c o n s e q u e n c e s  o f  su c h  
a c t io n . A n  e x a m p le  is in c lu d e d  a t  A p p e n d ix  9 B .

F o rc e s  a ls o  h a v e  th e ir  o w n  a u d it  p la n s  a n d  th e s e  o f te n  w o r k  in 
c o n ju n c tio n  w ith  o th e r  p o lic e  d e p a r tm e n ts  su c h  as  P ro fe s s io n a l S ta n d a r d s  
e tc . H e r t fo r d s h ir e  C o n s ta b u la ry  a n d  E s s e x  P o lic e , b y  k in d  p e rm is s io n .
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h a v e  p ro v id e d  t h e ir  P N C  a u d it  p ia n s  to  m e  a s  e x a m p ie s  a n d  a r e  in c lu d e d  
a t  A p p e n d ix  9 C i- iv .

10. Are individual users subject to any vetting procedures 
or security checks? If so, please give details. Is there a system 
in place for monitoring and reviewing the suitability of a person 
to have continued access to the PNC? If so, please give details. 
Who is responsible for carrying out such checks/reviews?

V e t t in g  o f  p o lic e  o ff ic e rs  a n d  s ta f f  is a m a t t e r  fo r  c h ie f  o f f ic e rs . T o  m y  
k n o w le d g e  th e  v e t t in g  o f  p o lic e  o ff ic e rs  a n d  p o lic e  s ta f f  is g o v e r n e d  b y  th e  
A C P O /A C P O S  N a t io n a l V e t t in g  P o licy  fo r  th e  P o lice  C o m m u n ity  (A p p e n d ix  
lO A )  a n d  th e  N P IA  C irc u la r  0 1 / 2 0 1 0  (A p p e n d ix  lO B ) ,  w h ic h  w a s  d r iv e n  b y  
th e  H M IC  r e p o r t  " R a is in g  th e  S ta n d a r d s "  (A p p e n d ix  IO C ) .  T h e s e  
d o c u m e n ts  c le a r ly  o u t l in e  th e  r e q u ir e m e n t  fo r  s ta n d a rd s  a n d  f r e q u e n c y  o f  
v e t t in g .

N P IA  P N C  S e rv ic e s  s ta f f  m u s t  a c h ie v e  th e  n a t io n a l v e t t in g  s ta n d a rd  o f  S C  
c le a ra n c e  b e fo re  th e y  c o m m e n c e  w o r k  a t  th e  s ite ,  a n d  o n ly  th o s e  fe w  w h o  
n e e d  to  w o r k  o n  liv e  s y s te m s  a r e  g r a n te d  a c c e s s . A ll a c c e s s  to  liv e  
s y s te m s  is re c o rd e d  a n d  1 0 0 %  a u d ite d  o n  a m o n th ly  b as is  b y  m y  s y s te m s  
s e c u r ity  t e a m .  In  a d d it io n ,  w h e r e  p o s s ib le , w o r k  is d iv id e d  so  t h a t  m o re  
th a n  o n e  p e rs o n  is in v o lv e d  in a n y  g iv e n  ta s k  as  a d e l ib e r a te  s t r a te g y  to  
l im it  r is k .

S e c u r ity  c le a ra n c e s  fo r  N P IA  s ta f f  a r e  r e v ie w e d  o n  a ro llin g  b a s is  o f  
b e tw e e n  f iv e  a n d  te n  y e a rs . S h o u ld  th e  fe w  in d iv id u a ls  w h o  h a v e  a c c e s s  
to  P N C , fa il th e s e  c h e c k s  th e y  w o u ld  h a v e  t h e i r  a c c e s s  to  th e  s y s te m  
r e m o v e d ,  w h e r e  a p p ro p r ia te .

11. Are any restrictions piaced on an individuai PNC user's 
abiiity to access information heid on the PNC (whether by 
technicai means or by way of instructions to the user)? For 
instance, are users permitted to browse the database without 
restriction?

U n d e r  Q u e s t io n  1 3  f u r th e r  o n  in th is  d o c u m e n t  I  h a v e  d e s c r ib e d  a s y s te m  
w ith in  P N C  t h a t  c a r r ie s  o u t  c o m p r e h e n s iv e  lo g g in g  o f  a ll t ra n s a c t io n s  
c a r r ie d  o u t  o n  th e  P N C . T h e s e  lo g s  re c o rd  a ll u s e r  a c t iv i ty  on  th e  s y s te m  
to  th e  e x t e n t  t h a t  b o th  w h a t  w a s  r e q u e s te d  a n d  th e  re s u lt in g  re s p o n s e  to  
th e  r e q u e s t  b y  P N C  can  b e  in te r r o g a te d .  In  t h e  c a s e  o f  r e q u e s ts , th is  is 
d a te  a n d  t im e  s ta m p e d  a n d  h e ld  on  th e  T r a n s a c t io n  Log (T Io g ) .  In  th e  
c a s e  o f  th e  in fo rm a t io n  s e n t  b a c k , th e  M e s s a g e  Log (M Io g ) ,  p ro v id e s  
e x a c t ly  w h a t  w a s  v ie w e d .  In te r r o g a t io n  o f  T Io g s  c a n  b e  c a r r ie d  o u t  o n - l in e  
b y  th e  a u th o r is e d  u s e r . M Io g s  a r e  ru n  a t  th e  d a ta  c e n t r e ,  as  a b a tc h  jo b .
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u p o n  re c e ip t  o f  a w r i t te n  re q u e s t  f ro m  a fo rc e 's  a u th o r is e d  s ig n a to r y .  In  
th e  c a s e  o f  a n  M Io g  fo r  o v e r  1 2  m o n th s  a c t iv ity  th e  r e q u e s t  m u s t  a ls o  b e  
s ig n e d  b y  a n  A C P O  ra n k .

T h e  PN C  s y s te m  re q u ire s  th e  u s e r  to  c o m p le te  a n u m b e r  o f  s p e c if ic  d a ta  
i te m s  b e fo re  it w ill c a r ry  o u t  a n y  e n q u ir y .  T h e s e  in c lu d e  w h o  y o u  a r e  a n d  
w h y  y o u  a r e  c a r ry in g  o u t  th e  s p e c if ic  c h e c k . T h is  s h o w s  up  in th e  log a n d  
a g a in  c a n  b e  a u d ite d  a g a in s t .

T h e  o v e r t  lo g g in g  o f  t ra n s a c t io n s  n o t o n ly  p ro v id e s  a re c o rd  o f  w h a t  is 
b e in g  a s k e d  a n d  th e  re s p o n s e  b u t  a ls o  a c ts  as  a d e t e r r e n t  to  u n la w fu l  
a c c e s s  b e c a u s e  it is a v a ila b le  fo r  s u b s e q u e n t  a n a ly s is  a n d  is a c c e p te d  a n d  
u s e d  in c o u r t  a s  p a r t  o f  th e  e v id e n t ia l  re c o rd .

U n d e r  th e  G o v e r n m e n t  P ro te c t iv e  M a rk in g  S c h e m e  (G P M S ) PN C  is 
c la s s if ie d  a s  " R e s tr ic te d " , a n d  th e r e fo r e  its  c o n te n ts  m u s t  b e  t r e a te d  in 
a c c o rd a n c e  w ith  t h a t  s c h e m e . T o  m y  k n o w le d g e , m o s t  if  n o t a ll fo rc e s  
m a k e  th is  c le a r  on  t h e i r  s y s te m  s p la s h  s c re e n s , th e  e n t r y  s c re e n . F o r  
e x a m p le ,  b y  u s in g  d a ta  p ro te c t io n  w a rn in g  s ig n s  l ik e  " o n ly  a u th o r is e d  
u s e rs  m a y  p ro c e e d " .

A c c e s s  b y  a n y  o rg a n is a t io n  is in a c c o rd a n c e  w ith  b u s in e s s  n e e d . A c c e s s  
c a n  b e  l im ite d  n o t o n ly  to  r e a d ,  b u t  a ls o  c o n tro lle d  b y  th e  in d iv id u a l ty p e s  
o f  t ra n s a c t io n  t h a t  a r e  m a d e  a v a ila b le .  F o r e x a m p le  -  n a m e s  o n ly ,  
v e h ic le s  o n ly ,  v e h ic le s  a n d  p r o p e r ty  o n ly .

A  p a r t ic u la r  g ro u p  o f  u s e rs , w ith in  a n  o r g a n is a t io n ,  ca n  h a v e  c o n tro ls  
p la c e d  on  th e  t ra n s a c t io n s  t h a t  t h e y  c a n  u s e , o r  in d e e d  a p a r t ic u la r  u s e r  
c a n  b e  e m p o w e r e d  o r  r e s t r ic te d . T h e s e  a r e  c e n tr a l ly  c o n tro lle d  b y  m y  
s ta f f  a t  H e n d o n  D a ta  C e n tr e .

In  a d d it io n  a n  o rg a n is a t io n 's  o w n  a d m in is t r a to r (s )  c a n  d e c id e  w h o  in t h a t  
o rg a n is a t io n  g e ts  a c c e s s , w h ic h  a g a in  c a n  e i th e r  b e  a c c e s s  to  a ll o f  th e  
t ra n s a c t io n s  g r a n te d  to  t h a t  o rg a n is a t io n  o r  l im ite d  to  a s u b -s e t .

E x a m p le s  o f  d i f fe r e n t  o rg a n is a t io n s  b e in g  g r a n te d  d i f f e r e n t  le v e ls  o f  
a c c e s s  c a n  b e  c le a r ly  s e e n  w ith in  th e  S e rv ic e  L e v e l M a tr ix  a t  A p p e n d ix  4 A .

P N C  u s e rs  a r e  re q u ire d  to  b e  t r a in e d  to  a n a t io n a l s ta n d a r d ,  a s ta n d a rd  o f  
P N C  T r a in in g  d o c u m e n ta t io n  t h a t  is s ig n e d  o f f  b y  t h e  A C P O  le a d . O f  
c o u rs e  th e  re s p o n s ib il ity  fo r  e n s u r in g  th is  h a p p e n s  is d o w n  to  th e  
o r g a n is a t io n .

T h e  fa c t  t h a t  s o m e  P o lice  O ff ic e rs  a n d  S ta f f  a r e  c o n v ic te d  a n d /o r  
d is c ip lin e d  fo r  d a ta  m is u s e  in r e la t io n  to  PN C  a n d  o th e r  s y s te m s  is 
e v id e n c e  t h a t  f ir s t ly  s a fe g u a rd s  d o  id e n t ify  s o m e  in a p p r o p r ia te  o r  ille g a l
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u s e , s e c o n d ly  th e  P o lice  S e rv ic e  d o e s  t a k e  a c t io n  a n d  th ir d ly ,  th e  fa c t  t h a t  
s o m e  o f  th is  is m a d e  p u b lic , m e a n s  d e te r r e n ts  a r e  in p la c e .

12. What training is provided to individual PNC users to 
ensure that they understand what is and what is not 
lawful/appropriate use of the information held on PNC? Who is 
responsible for providing the training?

A ll N P IA  P N C  c o u rs e s  a r e  a c c re d ite d  to  a n  A C P O  a p p ro v e d  s ta n d a r d .  P N C  
T r a in in g  S ta n d a r d s  a r e  p ro g re s s e d  b y  th e  T r a in in g  W o rk in g  G ro u p  (T W G )  
m a k in g  r e c o m m e n d a t io n s  to  A C P O  fo r  a p p ro v a l .  T h e  q u a li ty  o f  P N C  
t r a in in g  w a s  th e  s u b je c t  o f  a 2 0 0 5  H M IC  In s p e c t io n  R e p o r t  P N C  T ra in in g  
M a tte r s ,  s e e  A p p e n d ix  1 2 D , e m p h a s is e d  th e  im p o r ta n c e  o f  th is  t ra in in g  
a n d  th e  n a t io n a l s ta n d a rd s .

All P N C  T r a in e r s  a r e  a c c re d ite d  b y  a t ta in in g  th e  n a t io n a l s ta n d a rd  a n d  
h a v e  to  c o m p le te  a n  a n n u a l r e g is t ra t io n .  N P IA  N a t io n a l P N C  A c c re d ita t io n  
P ro c e s s  is in c lu d e d  a t  A p p e n d ix  1 2 A . T h e  n a t io n a l P N C  t r a in e r s  r e g is te r  is 
h e ld  c e n tr a l ly  b y  N P IA .

T h e  N P IA  p ro v id e  a s e r ie s  o f  n a t io n a l ly  a p p ro v e d  c o u rs e s  fo r  d i f fe r e n t  P N C  
le v e ls  t h a t  a d h e r e  to  a s e t  o f  n a t io n a l a im s  a n d  o b je c t iv e s .  T o  e n a b le  
u n d e rs ta n d in g  o f  w h a t  is a n d  w h a t  is n o t la w fu l /a p p r o p r ia te  u s e  o f  P N C  
d a ta ,  r e le v a n t  a im s  a n d  o b je c t iv e s  r e la t in g  to  In fo r m a t io n  S e c u r ity  a r e  
b u ilt  in to  a ll P N C  c o u rs e s . A p p e n d ix  1 2 B  p ro v id e s  a n  e x a m p le  o f  a P N C  
N a m e s  E n q u iry  c o u rs e 's  a im s  &  o b je c t iv e s  p le a s e  s e e  o b je c t iv e s  3 - 6 .

P o lice  fo rc e s  a n d  a s m a ll n u m b e r  o f  o th e r  o rg a n is a t io n s  p ro v id e  PN C  
t r a in in g .  T h e  P N C  M a n u a l (A p p e n d ix  4 C )  fo r m s  th e  b a s is  o f  th e  t ra in in g  
a n d  is e le c t r o n ic a l ly  a v a ila b le  a n d  a p o c k e t  g u id e , k n o w n  a s  th e  " B lu e  
B o o k " , a s s is ts  a ll u s e rs  w ith  b a s ic  k n o w le d g e . P le a s e  s e e  A p p e n d ix  1 2 C ,  
fo r  th e  b o o k le ts  c o n te n ts  a n d  s p e c if ic a lly  p a g e  7  fo r  a r e m in d e r  /  w a rn in g  
o f  D a ta  P ro te c tio n  a n d  C o m p u te r  M is u s e  A c ts .

C h ie f  C o n s ta b le s  a r e  u l t im a te ly  re s p o n s ib le  fo r  e n s u r in g  t h e i r  P o lice  
O ff ic e rs  a n d  s ta f f  w o r k  a n d  b e h a v e  in a c c o rd a n c e  w ith  A C P O  s ta n d a rd s .  
T h is  in c lu d e s  th e  u s e  o f  P N C  a n d  e n s u r in g  t h a t  t h e y  u s e  th e  s y s te m s  as  
in te n d e d  a n d  t h a t  a u d it in g  ta k e s  p la c e .
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13. What systems and/or measures are in place to audit 
the use of the PNC by individual users? Describe the system of 
auditing, if any, that is in place, who is responsible for this 
auditing process?

All t ra n s a c t io n s  o n  P N C  a r e  re c o rd e d , f ir s t  b y  T r a n s a c t io n  Log (T L O G ) a n d  
th e  re s p o n s e s  p ro v id e d  a r e  re c o rd e d  on  M e s s a g e  Log (M L O G ).  B o th  logs  
a r e  re ta in e d  fo r  1 8  n no nths  a n d  ca n  b e  s e a rc h e d  fo r  d i f fe r e n t  ty p e s  o f  
a c t iv ity .  (F o r  e x a m p le ,  w h o  s to p p e d  th is  v e h ic le  o r  w h a t  in fo rm a t io n  a 
u s e r  v ie w e d  w h e n  a c c e s s in g  P N C ). E ach  fo rc e 's  p ro fe s s io n a l s ta n d a rd s  
s ta f f  w o u ld  fo llo w  u p  a n y  c o n c e rn s  o f  u n a u th o r is e d  a c c e s s  o r  m is u s e  o f  
P N C  in fo rm a t io n .  O th e r  A g e n c ie s  c a n  a ls o  m a k e  u s e  o f  th is  fa c i l i ty  in  
re s p e c t  o f  t h e ir  o w n  s ta f f  ( e .g .  S O C A ).

P N C  a ls o  p ro v id e s  c e r ta in  s e rv ic e s  to  th e  P o lice  w h e r e  t h e y  s u b m it  a jo b  
re q u e s t  to  H e n d o n  D a ta  C e n tr e  a n d  th e s e  q u e r ie s  /  jo b s  a r e  ty p ic a l ly  ru n  
o v e rn ig h t .  T h e  re s u lts , in th e  fo r m  o f  im a g e s  o f  p r in ts  o r  d a ta  e x t r a c ts  
a r e  s e n t ,  n o r m a lly  e le c t ro n ic a lly  to  th e  a u th o r is e d  re q u e s t in g  a g e n c y .  
T h e s e  jo b s  m u s t  b e  r e q u e s te d  b y  a u th o r is e d  s ig n a to r ie s  w h o  a r e  
re g is te re d  w ith  P N C  a n d  w h ic h  a r e  th e m s e lv e s  s u b je c t  to  r e g u la r  re v ie w .

D e ta ils  o f  th e  a u d it  r e q u ir e m e n ts  fo r  u s e rs  a r e  in c lu d e d  in th e  D a ta  A C P O  
P ro te c tio n  M a n u a l,  w h ic h  c a n  b e  fo u n d  a t  A p p e n d ix  9 A . F o rc e s  u n d e r ta k e  
t h e i r  o w n  a u d its ,  a n  e x a m p le  o f  w h ic h  is s h o w n  a t  A p p e n d ix  9 C , a n d  a r e  
re s p o n s ib le  fo r  ta k in g  a p p r o p r ia te  a c t io n  o n  th e  o u tc o m e s .

H M IC  in s p e c t  fo rc e s  fo r  c o m p lia n c e  a g a in s t  th e  C o d e  o f  P ra c tic e .

14. What systems and/or measures are in place (i) to 
prevent; (ii) detect and (Mi) to deter individual PNC users from 
unlawfully disclosing information?

A lth o u g h  I  h a v e  a b ro a d  o v e r v ie w  o f  th is  a r e a ,  o th e r  th a n  th e  m e a s u re s  
m e n t io n e d  a b o v e ,  su c h  as  P N C  p o lic y , t r a in in g ,  s y s te m  s e c u r ity  a n d  a u d it ,  
th is  is b e y o n d  m y  a r e a  o f  e x p e r t is e  a n d  re s p o n s ib il ity . T h is  is a m a t t e r  fo r  
fo rc e s  a n d  o th e r  a u th o r is e d  o rg a n is a t io n s  w ith  a c c e s s  to  th e  PN C .

15. Do you consider that the systems and/or measures 
referred to in questions (12) above work effectively? What 
changes, if any, do you consider should be made to them?

Y e s . T h e  s ta n d a rd s  a n d  f r a m e w o r k  a r e  in p la c e . O b v io u s ly  th e y  m u s t  b e  
u tilis e d  a n d  a u d it in g  m u s t  t a k e  p la c e . I  b e lie v e  t h a t  k n o w le d g e  a n d  
u n d e rs ta n d in g  d o e s  h o w e v e r  n e e d  to  b e  re f re s h e d  p e r io d ic a lly . W ith in  th e
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A g e n c y  o u r  In fo r m a t io n  A s s u ra n c e  k n o w le d g e  is te s te d  o n  a n  a n n u a l b a s is  
a n d  th e  p as s  le v e l m u s t  b e  m e t  o r  e x c e e d e d . P e rh a p s  su c h  a n  a p p ro a c h ,  
w h ic h  m a y  a lr e a d y  b e  in p la c e  in s o m e  fo rc e s , w o u ld  h e lp .

W ith  th e  p h a s in g  o u t  o f  N P IA  a t  th e  e n d  o f  2 0 1 2 ,  it is c u r r e n t ly  b e in g  
d e te r m in e d  w h e r e  PN C  t ra in in g  s h o u ld  s it  a n d  h o w  n a t io n a l P N C  tra in in g  
s ta n d a rd s  w ill b e  m a in ta in e d  a n d  w h e r e  a p p r o p r ia te ,  im p ro v e d  u p o n .

16. Were changes made to any policies or procedures or 
systems relating to use of the PNC and the security Of the same 
following Operation Motorman, Glade and Reproof? If so, 
please specify.

I  a m  u n a b le  to  a n s w e r  th is  q u e s tio n  fo r  tw o  re a s o n s . I  w a s  n o t  in p o s t a t  
th is  t im e  a n d  th e r e fo r e  h a v e  no  p e rs o n a l k n o w le d g e  o f  a n y  s y s te m  
c h a n g e s . I  h a v e  a ls o  lo o k e d  fo r  r e fe re n c e s  w ith in  th e  c h a n g e  c o n tro l  
s y s te m  t h a t  re c o rd s  a ll s y s te m  c h a n g e s  to  P N C  t h a t  h a v e  b e e n  m a d e  o r  
a r e  a w a it in g  im p le m e n ta t io n  b u t  n o n e  w e r e  id e n t if ie d  t h a t  r e fe r r e d  to  
th e s e  o p e ra t io n s .

S h o u ld  a n y  r e fe r e n c e  o r  o th e r  e v id e n c e  b e  fo u n d  t h a t  lin k s  a n y  c h a n g e s  
to  P N C  th e s e  w ill b e  m a d e  k n o w n  to  Lord  J u s tic e  L e v e s o n .

I t  m a y  b e  t h a t  th o s e  w h o  ra n  o r  o v e rs a w  th o s e  o p e ra t io n s  a r e  b e t te r  
p la c e d  to  a n s w e r  th is .

17. In the last 5 years, how many investigations have there 
been into suspected unlawful disclosures of information held on 
PNC to the media and/or private detectives? What was the 
outcome of those investigations? Who is responsible for 
conducting such investigations? Insofar as the suspects were 
police officers or civilian police staff, please provide a 
breakdown of how many were serving with the MPS and how 
many were serving with other police forces.

I  h a v e  no  k n o w le d g e  o f  e i th e r  th e  n u m b e r  o f  in v e s t ig a t io n s  o r  th e  
o u tc o m e s  o th e r  th a n  w h a t  I  h a v e  s e e n  in th e  m e d ia .  M y  s t a f f  fu lly  s u p p o r t  
fo rc e s  in ru n n in g  e n q u ir ie s  a g a in s t  th e  tw o  ty p e s  o f  log  f ile s  t h a t  w e  h o ld , 
(d e s c r ib e d  to  y o u  in m y  a n s w e r  to  y o u r  Q u e s t io n  1 3 ) .

E ach  F o rc e  is, in th e  f ir s t  in s ta n c e , re s p o n s ib le  fo r  c o n d u c t in g  su ch  
in v e s t ig a t io n s .
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I  a m  n o t  a w a r e  o f  a n y  c e n t r a l ly  h e ld  in f o r m a t io n  a s  t o  t h e  n u m b e r  o f  
in v e s t ig a t io n s  o r  t h e  o u tc o m e s  a n d  b e l ie v e  t h a t  e a c h  fo r c e  /  o r g a n is a t io n  
w o u ld  h a v e  t o  b e  a s k e d  t o  s u p p ly  t h is .

In c lu d e d  b e lo w  a re  t h e  n u m b e r  o f  s e a r c h e s  t h a t  w e  w e r e  a s k e d  t o  c a r r y  
o u t  a t  t h e  H e n d o n  D a ta  C e n t r e  in  t h e  c a le n d a r  y e a r s  2 0 1 0  a n d  2 0 1 1 .  A  
s e a rc h  c o u ld  b e  f o r  a p e r io d  u p  t o  1 5  m o n th s  f o r  M e s s a g e  L o g  (M Io g )  o r  
u p  t o  1 2  m o n th s  f o r  t h e  T r a n s a c t io n  L o g  ( T Io g ) .  E x a m p le s  o f  a s e a rc h  
in c lu d e  a n a m e ,  a n  a d d r e s s ,  a v e h ic le ,  a n  o p e r a to r ,  u p d a t in g  o r  r e a d in g  
r e c o r d s .  I n  t h e  c a s e  o f  t h e  T r a n s a c t io n  L o g  i t  w i l l  r e t u r n  a l l  m a tc h in g  
s e a rc h  o r  u p d a te  r e c o r d s ,  a n d  in  a d d i t io n  f o r  M e s s a g e  L o g  i t  w i l l  s h o w  th e  
s c r e e n s  o f  d a ta  a n d  t h e  c o n t e n t  t h a t  P N C  p r o v id e d .

Totals for 2010 1,404
TIogs 1,008
MIogs 396

Totals for 2011 1,431
TIogs 1,157
MIogs 274

T h e  T r a n s a c t io n  L o g  f ig u r e s  d o  in c lu d e  a r e g u la r  m o n t h ly  r u n  o f  a ll 
a c t i v i t y  f o r  4 4  o f  t h e  P o lic e  F o rc e s ,  w h ic h  a c c o u n ts  f o r  4 4  x  1 2  =  5 2 8  r u n s  
p e r  c a le n d a r  y e a r .  ( T r a n s a c t io n  L o g  s e a r c h e s  c a n  a ls o  b e  c a r r ie d  o u t  o n ­
l in e  b y  fo r c e s .  T h e  t o t a l  n u m b e r  o f  o n - l in e  T L o g s  f o r  2 0 1 0  w a s  1 ,1 9 5 ,0 7 5  
a n d  f o r  2 0 1 1  w a s  1 ,1 1 8 , 1 6 1 ) .

F o rc e s  a re  k n o w n  t o  u s e  th e s e  lo g s  f o r  a v a r ie t y  o f  d i f f e r e n t  p u r p o s e s ,  n o t  
j u s t  f o r  t h e i r  in v e s t ig a t io n s  o f  PN C  m is u s e .

I  w o u ld  r e s p e c t f u l ly  d i r e c t  y o u  in  t h e  f i r s t  in s ta n c e  t o  A C C  D a v id  P ry d e  o f  
H a m p s h ir e  P o lic e  f o r  m o r e  in f o r m a t io n  o r  t h e  A C P O  le a d  f o r  P ro fe s s io n a l 
S ta n d a r d s .

1 8 .  D o  y o u  c o n s i d e r  t h a t  t h e  u n l a w f u l  d i s c l o s u r e  o f  
i n f o r m a t i o n  f r o m  t h e  P N C  i s  a  c u r r e n t  p r o b l e m ?  P le a s e  e x p l a i n  
y o u r  a n s w e r .

T h e r e  is ,  w i t h o u t  d o u b t ,  e v id e n c e  t h a t  th e  P N C  is  m is u s e d  o c c a s io n a l ly  
a n d  t h a t  m is u s e ,  f r o m  t im e  t o  t im e ,  in v o lv e s  u n la w fu l  d is c lo s u r e .  I t  is  f o r  
t h a t  r e a s o n  t h a t  s a fe g u a r d s  a re  in  p la c e  b o th  a t  a n a t io n a l  a n d  a n  
in d iv id u a l  fo r c e  le v e l.  I t  is  o u r  a s p i r a t io n  t h a t  t h e  s y s te m  w i l l  n e v e r  b e  
m is u s e d ,  b u t  t h a t  is  q u i t e  p o s s ib ly  u n r e a l is t ic .  W e  b e l ie v e  t h a t  t h e  c u r r e n t  
s e c u r i t y  m e a s u r e s  a re  e f f e c t iv e  a n d  p r o p o r t io n a t e  a n d  t h a t ,  a l t h o u g h  n o  
u n la w fu l  d is c lo s u r e  is  a c c e p ta b le ,  I  d o  n o t  t h i n k  t h a t  t h e r e  is  a w id e s p r e a d

Version 1 .0 Page 22 o f 24

MOD200015592



For Distribution to CPs

Karl W issgott, NPIA. -  W itness s ta tem en t to  L eveson Inquiry.

s y s te m ic  p r o b le m ,  n o r  t h a t  a n y  p a r t ic u la r  a n d  s p e c i f ic  a d d i t io n a l  s e c u r i t y  
m e a s u r e  w o u ld  b e  e f f e c t iv e .

1 9 .  W h a t  a d d i t i o n a l  m e a s u r e s ,  i f  a n y ,  s h o u l d  b e  p u t  in  
p l a c e  t o  p r e v e n t  t h e  u n l a w f u l  d i s c l o s u r e  o f  i n f o r m a t i o n  h e ld  o n  
t h e  P N C ?

P N C  is  a s y s te m  t h a t  is  w id e ly  u s e d ,  p la y in g  a v i t a l  p a r t  in  s u p p o r t in g  
o p e r a t io n a l  p o l ic e  o f f ic e r s  a n d  o t h e r  p o l ic e  s ta f f .  A t  t h e  t im e  o f  u s e ,  th e s e  
s t a f f  m a in ly  n e e d  in f o r m a t io n  v e r y  q u ic k ly  o r  in d e e d  t o  lo a d  s o m e  
in f o r m a t io n  o n to  P N C  q u ic k ly ,  f o r  e x a m p le  t o  g e t  a v e h ic le  s to p p e d ,  s h a r e  
in f o r m a t io n  t h a t  a p e r s o n  is  w a n te d  a n d  is  t o  b e  d e ta in e d  o r  s h a r e  v i t a l  
in f o r m a t io n  f o r  o f f i c e r  s a fe t y .  T h is  n e e d  f o r  im m e d ia te  a n d  f r e e  a c c e s s  
( w h ic h  e n c o u r a g e s  u s e  o f  t h e  s y s te m )  n e e d s  t o  b e  w e ig h e d  a g a in s t  a n y  
a d d i t io n a l  s e c u r i t y  o r  s a fe g u a r d .

S im i la r ly ,  a n y  in c r e a s e  in  t h e  e x t e n t  t o  w h ic h  d a ta  is  r e t a in e d  n e e d s  t o  b e  
c o n s id e r e d  c a r e fu l ly .  A l t h o u g h  im p r o v in g  o u r  a b i l i t y  t o  a u d i t ,  i t  a ls o  
in c r e a s e s  th e  q u a n tu m  o f  d a ta  h e ld  c e n t r a l ly  w h ic h  h a s  im p l ic a t io n s  f o r  
p r iv a c y  a n d  h u m a n  r ig h t s .

N P IA  a n d  th e  P o lic e  S e r v ic e  h a v e  in t r o d u c e d  I d e n t i t y  a n d  A c c e s s  
M a n a g e m e n t  ( lA M )  w h ic h  is  b e in g  r o l le d  o u t  a c ro s s  a v a r ie t y  o f  s y s te m s .  
I d e n t i t y  a n d  A c c e s s  M a n a g e m e n t  ( lA M )  is  a s e c u r i t y  a r c h i t e c tu r e  
e n c o m p a s s in g  te c h n ic a l ,  p r o c e d u r a l  a n d  p e r s o n n e l  s e c u r i t y  
m e c h a n is m s  a n d  u t i l is in g  a P u b lic  K e y  I n f r a s t r u c t u r e  ( P K I )  u n d e r  th e  
c o n t r o l  o f  a s in g le  g o v e r n a n c e  s t r u c t u r e  t h a t :

•  e n a b le s  s e c u r e  s h a r in g  o f  p o l ic e  s e r v ic e  in f o r m a t io n  w i t h in  t h e  p o l ic e  
s e r v ic e ,  w i t h  p a r t n e r  o r g a n is a t io n s  a n d  w i t h  t h e  p u b l ic ;

•  f a c i l i t a t e s  a c c e s s  b y  t h e  p o l ic e  s e r v ic e  t o  in f o r m a t io n  h e ld  b y  o t h e r  
o r g a n is a t io n s ;

•  p r o v id e s  c e r t i f ic a te s  a n d  o t h e r  s u p p o r t  t o  a l l  f o r m s  o f  s o f tw a r e  b a s e d  
c r y p t o g r a p h y  w i t h in  t h e  P o lic e  S e rv ic e .

lA M  p r o v id e s  a f a c i l i t y  t o  f u l f i l  a c r i t ic a l  b u s in e s s  n e e d  t o  s h a r e  
in f o r m a t io n  a n d  in te l l ig e n c e  s e c u r e ly  w h i ls t  e n a b l in g  i t  t o  b e  m o r e  w id e ly  
a v a i la b le .  I t  is  a l r e a d y  b e in g  u s e d  f o r  t h e  P o lic e  N a t io n a l  D a ta b a s e  a n d  
w i l l  n e x t  b e  u s e d  o n  o u r  s o o n  t o  b e  im p le m e n te d  C R A S H  p r o je c t  
( r e c o r d in g  o f  r o a d  c o l l is io n s ) .  O v e r  t im e ,  w e  s h o u ld  p u s h  t o  u s e  o u r  lA M  
a s  a b a s ic  t o o l  f o r  a l l  s y s te m s .

B e y o n d  t h e  m o r e  e x te n s iv e  u s e  o f  lA M ,  t h e  N P IA  v ie w  is  t h a t  t h e r e  a re  n o  
o t h e r  a d d i t io n a l  m e a s u r e s  t h a t  a r e  c a p a b le  o f  b e in g  im p le m e n te d  t h a t  
w o u ld  m a k e  a m e a n in g fu l  c o n t r ib u t io n  t o  m a n a g in g  t h e  r is k  in  t h is  a re a .
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S t a t e m e n t  o f  T r u t h

I  b e l ie v e  t h e  f a c t s  s ta te d  in  t h is  w i t n e s s  s t a t e m e n t  a r e  t r u e .

S ig n e d  ....

D a te d ; t h , ... .(M ^ ....

K a r l  W i s s g o t t  f b c s ,  m sc ,  c i t p

H e a d  o f  PIMC S e r v ic e s
i ^ a t i o r i a l  P o l i c i n g  I m p r o v a m e r i t  A g e n c y
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